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Message from the National Coordinator 

Two decades of fighting terrorism has taught us many lessons. Firstly, we 

have realized that terrorism is resilient in its very nature and hence it is going 

to stay for some time. Secondly, the menace of terrorism must be fought by 

all means necessary. It is also essential to understand the complex and 

multifaceted nature of terrorism. Without understanding the dynamics of 

terrorism, we may be fighting an endless war with a faceless enemy. 

However, it is clear that all types of terrorism ultimately come to an end. 

For this, efforts need to continue in the field of counter-terrorism and 

counter-extremism. Understanding the dynamics of extremism and counter-

terrorism is the legal mandate of the “research wing” of NACTA. To 

promote an understanding of counter-terrorism and countering violent 

extremism, NACTA provides open access to the Pakistan Journal of 

Terrorism Research (PJTR). 

It gives me an immense pleasure to introduce the latest edition of PJTR, 

volume-4, issue-1. Now in its fourth year of publication, PJTR has gained 

credibility and tried to uphold objectivity. PJTR is not only increasingly 

attracting the attention of leading academics but it is also becoming an 

authentic source of information for policy makers and analysts.  

Like its previous editions, the latest issue of the journal covers a range of 

interesting and innovative topics. From thought-provoking theoretical 

discussions to case studies based on field experience, the journal is fairly 

exhaustive and comprehensive. Experts and scholars working on extremism 

and terrorism will find this edition intellectually resourceful. 

I am grateful to the editor and the editorial team for their tireless efforts, 

which made the publication of this edition a reality. I am also indebted to all 
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the peer-reviewers and contributing authors that have put their faith and trust 

in the journal’s mission. It is my firm belief that with such concerted efforts, 

we shall eventually achieve the objectives for which NACTA has been 

established. 

 

Muhammad Tahir Rai, H.St, PSP 

National Coordinator 

NACTA 
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Editor-In-Chief's Note 

It gives me an immense pleasure to introduce Volume-04, issue-01 of the 

Pakistan Journal of Terrorism Research (PJTR). The Pakistan Journal of 

Terrorism Research (PJTR) is Pakistan's pioneer research journal dedicated 

to counter-terrorism and extremism research. PJTR is a bi-annual, peer-

reviewed research journal, published by NACTA. It serves as a platform for 

scholars, academics and practitioners to collaborate and enhance their 

understanding of the drivers of extremism and terrorism. The goal of PJTR 

is to reach out to the national and international audience as defined by 

section 4(d) of the NACTA Act 2013.  

The latest Issue-I of vol-4 includes several authentic, well-researched and 

thought-provoking articles contributed by leading experts in the field of 

terrorism studies. Dr. Isaac Terunga Terwase offers his thoughts on the 

subject “Approaches to Counter-Terrorism: Lesson’s from Nigeria’s Niger-

Delta Militancy”, findings of the study reveal that the amnesty program 

which led to the dropping of arms by the Niger-Delta militants and that 

returned peace and security in the region as militants were deradicalized 

through education. Ms. Maryam Baloch’s article “Big data and counter-

terrorism: A way forward”, explores how states can utilize the information 

from the big data to explore solutions to counter-terrorism efforts. 

The article of Dr. Naheed Goraya “Peace education as a tool to counter 

violence”, examines how peace education might be used to combat the 

threat of extremism. Mr. Muhammad Behram Khan discusses 

“Cryptocurrency and terror financing: threats and policy options for 

Pakistan”, the author addresses the use of cryptocurrency in terror financing. 
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The author suggests preventive measures for Pakistan through collaborative 

efforts with international organizations.  

Dr. Dayyab Gillani contributes to the theoretical and conceptual debate in 

the field of terrorist studies by addressing the question "How does the terror 

of terrorism function?" he adds a detailed description of terror's nature, 

process, object and impact." Dr. Saba Sahar contributes to the study titled 

“Cyberwarfare: A threat to National Security”, according to the findings of 

this study, cyber security measures and resilience building through policy 

execution and investments in emerging technologies are important. Ms. 

Manam Hanfi’s article “Social media as a source of radicalization: A case 

study of Pakistan”, this research explores that terrorist organizations use 

internet for radicalization so it is mandatory to pay due attention to internet 

to mitigate the influence of terrorist organizations.  

The publication of PJTR would not have been possible to achieve its present 

status without the support and encouragement of the patron-in-chief. PJTR 

has quickly earned credibility in policy and academic circles. I am thankful 

to all the contributors and the peer reviewers for their precious time. I am 

also grateful to the editorial team for their dedication to meeting the 

deadlines and upholding the high standards that NACTA aspires for. I am 

confident that such efforts will attract more researchers and bring them 

closer to the policymakers. 

 

Muhammad Ali Babakhel, PSP 
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Disclaimer 

The views and opinion expressed in this publication are solely those of the 

authors and do not necessarily reflect the policy of NACTA. 
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How Does the ‘Terror’ of Terrorism Function? The Nature, 

Process, Object and Impact of Terror 

Dr. Dayyab Gillani 

Abstract 

Given the semantics and the etymological roots of terrorism, the importance 

given to terror and fear is hardly surprising. However, in spite of all this 

attention, basic questions about the nature, process, object and impact of this 

fear/terror remain largely unanswered. How terror or terrorism functions 

and plays out in the real world is open to debate and contestation. Most 

academicians have their own perspectives and often conflicting perceptions 

of terror. There is also significant confusion over how the attribute of terror 

and fear relates to terrorism generally. The non-existence of formal theory 

and conceptualization in the field of terrorism studies has further 

complicated and aggravated the problem. This paper is an attempt to fill this 

theoretical gap. It sets out to discern carefully and methodically the 

functioning of terror and its subsequent bearing on the phenomenon of 

terrorism. The findings will hopefully contribute towards ongoing efforts of 

theorization and conceptualization in the field of terrorism studies. 

Key Words: Terror, Fear, Terrorism, Etymology, Nature, Process, Object, 

Process, Function, Theory, Conceptualization 

Introduction 

Notwithstanding the dispute over the definition of terrorism, almost 

everyone would agree that the role of terror is crucial to understanding 

terrorism. This is because ‘terror’ is arguably the most standout and 

pronounced characteristic of terrorism. Whether or not there is consensus 
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over the meaning of terrorism, most scholars will generally concede that 

terror is an indispensable feature of terrorism. This distinction is hardly 

surprising, given not only the etymological roots of the term but also the fact 

that terror is part of the very word terrorism. 

In spite of this distinction, the terror of terrorism is poorly understood. There 

is significant confusion over not just the centrality of terror but also over 

how it functions. This paper is an attempt to fill this gap. It methodically 

sets out to understand the functionality of the terror of terrorism. By doing 

so, it is hoped that it will be an important contribution toward a greater 

understanding of terrorism itself. 

While there have been some significant contributions in this regard,1 most 

of the academicians typically engage with the issue only superficially or 

take it at face value. Such superficial engagement with the problem has only 

added to the ambiguity and vagueness of terror. Also as a result of this, some 

very basic yet fundamental questions about terror and its relationship with 

terrorism remain largely unanswered. By analyzing how the terror of 

terrorism functions, this article aims at addressing some of these theoretical 

and conceptual shortcomings. 

The functioning of terror can be better understood in terms of its nature, 

process, object and impact, which further include thirteen different but 

interrelated factors (violence, political, credibility, repetition, coercion, 

communication, direct/indirect targeting, deliberate, symbolic, recipient of 

violence, random/indiscriminate, psychological dimension and 

overreaction). Following is the nature of terror. 

                                                 
1 See e.g. Jeremy Waldron. 2004. “Terrorism and the Uses of Terror,” The Journal of 

Ethics, 8 no. 1 (2004). 
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It is pertinent to point out at the outset that the word ‘terror’ originates from 

the Latin word “terrere” which simply means to frighten. The word terror 

therefore could alternatively be interpreted in terms of fear. For this reason, 

the paper tends to use the terms ‘fear’ and ‘terror’ interchangeably. 

The Nature of Terror- Violence (political, credibility, repetition) 

For terror to take effect, social life must be affected in some way. Violence 

or the threat of violence is one of the ways in which this can be achieved. 

And since terrorism is widely regarded as a form of violence, it is important 

to see how this violence functions and generates terror. 

Many scholars consider the violent factor fundamental to the core 

understanding of terror and terrorism. Crenshaw believes that for terrorism 

to occur ‘the violent act is essential’.2 Wellman also notes that ‘there must 

be some terrifying act or at least some act that intends to be terrifying’.3 

Schinkel observes that a ‘certain form of violence’ among other things 

makes up the core of terrorism.4 Claridge notes that ‘terrorism is a 

systematic threat or use of violence’.5  In a similar vein, Walter points out 

that ‘conventionally, the word ‘terrorism’ means a type of violent action, 

such as murder, designed to make people afraid’ and powerfully asserts that 

‘Violence may occur without terror, but not terror without violence.’6 

                                                 
2 Martha Crenshaw. 2011. 7 “The Causes of Terrorism,” Terrorism Studies: A Reader 

(2011): 23. 
3 Carl Wellman. “On Terrorism Itself,” The Journal of Value Inquiry 13, no. 4 (1979): 253. 
4 Willem Schinkel. 2009 “On the Concept of Terrorism,” Contemporary Political Theory 8 

no. 2 (2009): 185. 
5 David Claridge. "State Terrorism? Applying a Definitional Model," Terrorism and 

Political Violence 8, no. 3 (1996): 50. 
6 Eugene Victor Walter, Terror and Resistance: A Study of Political Violence, with Case 

Studies of Some Primitive African Communities Vol. 1. (New York: Oxford University 

Press, 1969), 5, 14. 
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Although there is a general agreement that terrorism broadly involves 

violence or the threat of it, there is, however, considerable debate over 

whether the violent act is essential or should its threat suffice. Burleigh 

Wilkins argues that terrorism is the ‘actual or threatened use of violence’ 

and believes that the threat of violence is sufficient for an act to be 

terrorism.7 Angelo Corlett also agrees with Wilkin’s logic and points out 

that terrorism ‘need not be violent, but pose only a threat of violence’, which 

he believes ‘best captures what is essential to terrorism’.8  Crenshaw, on the 

other hand, argues that the threat itself does not constitute violence and 

therefore the act at least as a demonstration of an actor’s ability is essential.9 

For our discussion specifically, the important thing to note here is what 

affects the individual and causes terror- Is it the violent act itself or the threat 

of it? Fear will only be generated if people genuinely feel threatened and if 

their social life is affected, be it through violence or the threat of it. What is 

important, therefore, is the credibility of violence or its threat. To trigger 

fear, people must be made to believe that the threat of violence is real. 

Without such a guarantee, the social life of individuals cannot be influenced. 

It is because of this that scholars such as Crenshaw believe that a 

demonstration of an ability to carry out violence is necessary. As Carl 

Wellman points out, ‘Unfortunately, it must be felt that the threat is not mere 

bluff. Therefore, no systematic or repeated course of terrorism can avoid the 

actual infliction of grave harm’.10 

                                                 
7 B. T. Wilkins, Terrorism and Collective Responsibility (Routledge, 1992), 4. 
8 Angelo Corlett. "Can Terrorism Be Morally Justified?" Public Affairs Quarterly 10, no. 

3 (1996): 167-168. 
9Crenshaw, “The Causes of…,” 23. 
10Wellman, 1979 “On Terrorism...,” 253. 
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This demonstration of capability for credibility argument is made for two 

main reasons. Firstly, to see whether the actor possesses the ability and the 

resources to carry out the threat. And secondly to find out if the actor has 

the willpower to carry out the threat. This argument, although true for non-

state actors, does not necessarily hold for states. 

It is normal to challenge the credibility of non-state actors as their capability 

and intention are not given. The non-state actors have to first acquire the 

necessary material resources to carry out violence. And because of the legal 

apparatus in place, which will prosecute them if they proceed with their 

threats, they must also demonstrate a willingness to engage in violence and 

a readiness to face the consequences thereof. Hence, even if the non-state 

actors have the capability they still must demonstrate their willingness to 

engage in violence. A demonstration of capability and intent is therefore 

essential for taking the non-state actor’s threat seriously. On the other hand, 

a state’s capability is evident and for that reason, it needs not to demonstrate 

it. Secondly, since there is no effective legal process in place to prosecute 

states, there is little if at all any reason to doubt its intention. In other words, 

a threat of violence by the state is usually sufficient. 

This can be explained more clearly with an example. The organization Al 

Qaeda is a non-state actor and before (or without) the use of violence, few 

would have taken it seriously. To gain credibility, it, therefore, had to 

demonstrate its capability and intent through the physical use of violence. 

On the other hand, if the United States (hypothetically speaking), made 

similar threats, then it would be outright foolish to doubt its credibility. 

If we want to keep our understanding of terror and terrorism actor-neutral, 

a demonstration of capability should not be treated as a prerequisite for 
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terrorism. As I have shown, a reference to this attribute is generally made to 

emphasize the significance of credibility. And if it is credibility that we seek 

then instead of squabbling over whether terrorism requires a violent act or 

just its threat, we can alternatively say that terrorism only requires a credible 

threat of violence. Although most cases of terrorism generally involve a 

demonstration of some sort yet it should not be seen as an absolute 

imperative or made a matter of definition as the nature of terror only requires 

the credibility of a violent threat. 

Thus, it is neither necessarily the violence nor the threat specifically but the 

sound credibility of either violence or its threat that affects the individual 

social life and causes some form of fear. Furthermore, deducing from the 

above discussion, the threat of violence directly corresponds to a possible 

threat of future harm, both mental and material. Hence, the credible threat 

of future violence can also be understood as a credible threat of future harm. 

It must also be pointed out here that the specification of the violent method 

(such as bombing, assassination, murder, suicide etc) is irrelevant because 

terrorist violence is for an effect, which can be achieved through potentially 

any violent method, tying terrorism down to a certain mode of violence is 

therefore meaningless and counterproductive. 

Entangled with the factor of a credible threat of violence is the element of 

repetition. Numerous scholars have emphasized the importance of repetitive 

violence to terrorism. Alex Schmid’s well-known definition of terrorism, 

for instance, points out that ‘Terrorism is an anxiety-inspiring method of 

repeated violent action’.11 The factor of repetition enjoys considerable 

                                                 
11Although Schmid subsequently removed ‘repetition’ from his revised definition of 

terrorism in ‘The Routledge Handbook of Terrorism Research’, 2011 (p. 86). 
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popularity in academic circles. Its popularity owes much to the idea that 

generation of fear is dependent on sustained violence or repetition of 

violence. However, for reasons discussed already, repetition of violence 

need not be treated as a defining characteristic of terrorism. 

 A mere threat of repetition should suffice, provided of course the threat is 

credible. For as long as the threat of future violence is credible, a threat of 

repetition will be implied and consequently, terror will be generated. There 

is also no need to alter the categorization ‘credible threat of violence’ 

discerned above as it adequately incorporates the factor of repetition as well. 

Lastly, this violence is essentially political. There is but little disagreement 

whether terrorism can have motives other than political but as Bruce 

Hoffman notes, ‘terrorism, in the most widely accepted contemporary usage 

of the term, is fundamentally and inherently political’.12 Leonard Weinberg 

and William Eubank also consider the political objective as ‘a widely shared 

element’ of most terrorism definitions.13 Richard English forcefully asserts 

that it is ‘important to recognize the centrality of politics and power to any 

proper definition’.14 

However, some scholars believe that terrorism should not be restricted to 

just politics. Shaun Kaplan, for instance, formulates his definition in a way 

to accommodate both politically and non-politically motivated acts of 

violence.15  Timothy Shanahan likewise argues that terrorism should not be 

                                                 
12 Bruce Hoffman, Inside Terrorism (Columbia University Press, 2006), 2. 
13 Leonard Weinberg and William Eubank. "Problems with the Critical Studies Approach 

to the Study of Terrorism," Critical Studies on Terrorism 1, no. 2 (2008): 188. 
14 Richard English. "The Future of Terrorism Studies," Critical Studies on Terrorism 2, no. 

2 (2009): 24. 
15Shaun Kaplan. 2009. “Three Prejudices Against Terrorism,” Critical Studies on 

Terrorism2, no. 2 (2009): 188. 
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restricted to just the political element and includes ideological, social, 

religious and military reasons in his definition of terrorism.16 

However, the important point to note here is that all such inclusive 

approaches do not necessarily challenge the political factor but merely point 

out that terrorist motivations could be more diverse than just political. 

Secondly, all other stated reasons, such as ideological, social, religious, etc. 

(as long as violence turns into terror) will not be devoid of political content. 

The nature of terror then is simply a politically motivated credible threat of 

future harm. 

The Process of Terror- Coercion (communication, direct/indirect targets, 

deliberate) 

The element of coercion, in combination with communication, 

direct/indirect targets and the deliberate factor, delineate the process of 

terror. The Oxford English Dictionary defines coerce as ‘Persuade (an 

unwilling person) to do something by using force or threats.17 Coercion thus 

refers to the act of persuading someone to do one’s bidding through the use 

of force and threats. This definition does capture the essence of the academic 

argument as well since terrorist coercion is widely held to be the use of 

violence or its threat to intimidate an unwilling target audience into 

conceding to the demands of the perpetrators. Coercion is one of the most 

highlighted features of terrorism and many scholars regard it as a defining 

                                                 
16Timothy Shanahan. "Betraying a Certain Corruption of Mind: How (and how not) to 

Define ‘Terrorism’," Critical Studies on Terrorism 3, no. 2 (2010): 177. 
17 Available at: http://www.oxforddictionaries.com/definition/english/coerce. Accessed on 

April 2, 2022. 
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characteristic of terrorism. Luis Calle and Ignacio Sánchez-Cuenca, for 

instance believe that coercive violence is part of the core of terrorism.18 

In Terrorism and the Uses of Terror, Jeremy Waldron provides a detailed 

account of the coercive apparatus of terrorism. He believes that the coercion 

in terrorism is different from our classical or ordinary understanding of 

coercion. Waldron points out ‘In the classic case of coercion, the coercer 

threatens to perform an action which would impose costs on the victim… 

but in the case of terrorism… we are talking about a mode of coercion that 

already imposes at least some of the costs that the coercer is supposed to be 

threatening’.19 Waldron further explains that the terrorist, unlike an ordinary 

criminal does not give an ultimatum that ‘comply with my demand or I will 

impose harm H’ instead the terrorist imposes the harm H1 and then says 

‘comply with my demand or I will continue to impose harms (H2, H3,...) of 

the kind I have already imposed’.20 

Wellman also provides a very comprehensive model of coercion. He 

believes that a terrorist must first and foremost produce an act that is 

terrifying in some manner and then ‘if the terrorist is to use or attempt to use 

the terror caused as a means of coercion, the terror must be of a very special 

kind… The object of useful terror, then, is always some future harm or evil, 

not the harm or evil of the past action that created terror. It may well be that 

                                                 
18 Luis De la Calle and Ignacio Sánchez-Cuenca. "What We Talk About When We Talk 

About Terrorism," Politics & Society 39, no. 3 (2011): 453. 
19 Jeremy Waldron. 2004. “Terrorism and the Uses of Terror,” The Journal of Ethics, 8 no. 

1 (2004): 9. 
20 It should be pointed out here that although Waldron goes on to challenge the assertions 

that terrorism generates terror and that all terroristic violence is essentially coercive (2004: 

25-32), his conceptualization of the coercive element of terrorism is nonetheless still very 

helpful for our discussion. Ibid. 
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this prospective reference is built into the logic of the concept of terror’.21 

Wellman further asserts that ‘every threat of terrorism must be a threat that 

some great harm will be inflicted if the coercion is resisted’22. 

Both these models of terrorist coercion share three key points- an actual 

terrifying violent act, a threat of future attacks and a demand for compliance. 

Of course for both Waldron and Wellman, a violent act (and not just the 

threat of it) is essential to make the threat credible. However, as explained 

earlier, this is not an absolute imperative, especially if we want to keep our 

conceptualization actor neutral. A credible threat of future violence should 

be enough. 

At first glance, it appears then that there is not much difference between the 

description of coercion and credible threat of violence. However, on closer 

inspection, it becomes obvious that where both require credible future 

threats, coercion by its nature (to force someone to do something against his 

will) also demands a reaction- compliance. 

This compliance comes in different shapes and sizes and depends largely on 

the specific demands of the actor, which vary significantly from actor to 

actor. It will therefore be gravely misleading to specify them. However, 

since we know that all terroristic violence is inherently political, therefore, 

we can at least reasonably argue that the coercive violence of terrorism 

requires political compliance of some sort. This compliance could be 

recognition or acknowledgment of some political grievance.  The coercion 

                                                 
21Wellman, “On Terrorism…,” 253. 
22 Ibid. 
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of terrorism, therefore, is in effect a mode of intimidation- forcing its target 

audience to do its bidding through a generation of fear. 

Now since the coercive apparatus requires compliance, it must also be 

communicative because if the terror process demands a certain response, its 

threat of violence must communicate that message. Bruce Hoffman and 

Gordon McCormick regard the communicative feature of terrorism as a 

‘signaling game in which terrorist attacks are used to communicate a 

group’s character and objectives to a set of target audiences.’23 We can 

modify this description according to the logic that has been discerned in this 

paper. Hence, terrorism is a signaling game in which a credible threat of 

violence is used to communicate a message to a certain target 

audience/audiences. 

The communication of terrorism functions through direct and indirect 

targeting. As Wilkinson points out that terrorism ‘is directed at a wider 

audience or target than the immediate victims of violence’.24 Richard 

Jackson believes that this indirect targeting is central to the understanding 

of terrorism, ‘frightening one group of people to produce a political change 

in another is the essence of the terrorism tactic’.25  Virginia Held notes that 

‘Terrorism is political violence that usually spreads fear beyond those 

attacked’.26 Wellman makes a very important distinction between what he 

calls a ‘victim of terrifying act’ and a ‘victim of coercion’.27 

                                                 
23Bruce Hoffman and Gordon H. McCormick. "Terrorism, Signaling, and Suicide 

Attack." Studies in Conflict & Terrorism 27, no. 4 (2004): 243. 
24 Paul Wilkinson. "The European Response to Terrorism: Retrospect and 

Prospect," Defence and Peace Economics 3, no. 4 (1992): 289. 
25  Richard Jackson. “State Terror, Terrorism Research and Knowledge Politics,” British 

International Studies Association Paper (2008): 384. 
26  Virginia Held. “Terrorism and War,” The Journal of Ethics 8 no. 1 (2004): 68.  
27 Wellman, “On Terrorism…,” 254. 
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The direct or secondary targets of terrorism are the actual victims of harm 

that terrorism inflicts, whereas the indirect victims of terrorism are the ones 

for whom the message has been generated and are therefore the primary 

targets of the terrorist threat. The direct victims of terrorism are secondary 

targets in the sense that they only serve as message generators for the real 

or primary target audience. And the primary target is an indirect victim 

because it does not face the inflicted harm/violence directly but is affected 

(at a psychological level) by it. 

It is common to observe a further division that is made in relation to the 

primary target of terrorism (indirect victims). This classification observes a 

distinction between an audience that relates directly to the victim and 

another that relates somewhat indirectly. Rapin observes such a distinction 

between what he calls indirect target (general population) and active target 

(governmental authority).28 However, such a distinction is not analytically 

helpful and could lead to confusion for two reasons. 

Firstly, it does not account for the direct targeting of government employees 

or people close to or related to the government in some manner. Secondly, 

this distinction applies primarily to non-state or insurrectional terrorism and 

is therefore not actor neutral. A simple direct and indirect targeting 

communicative mechanism- where one is a victim of the act and the other a 

victim of coercion- is, therefore, more accurate and helpful. It is important 

to also point out here that the state of terror and fear will persist as long as 

                                                 
28 Ami-Jacques Rapin. "Does Terrorism Create Terror?" Critical studies on Terrorism 2, 

no. 2 (2009): 171. 
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the primary target is aware that the terrorist demand of compliance has not 

been met, provided of course the terrorist actor does not retract its demands. 

A final and perhaps the most contested element of the process of terror is 

the deliberate factor. The deliberate factor has a range of different senses, 

which are hardly ever fully realized. There are three different ways in which 

the deliberate factor can be understood- deliberate generation of fear, the 

deliberate selection of objectionable targets and deliberate in a sense of 

rational decision. I will argue that where it is possible to challenge the 

deliberate factor when it comes to generation of fear and target selection, its 

third sense- deliberate as in rational decision, cannot be challenged. 

This argument draws on a much broader debate in the literature regarding 

rationality of actors that practise terrorism. There is a widespread agreement 

that terrorists are not irrational or suffer from any psychological pathology. 

As Romon Spaaij notes, ‘It has been frequently argued that terrorists should 

not be regarded as suffering from any identifiable psychopathology’.29 Max 

Taylor and John Horgan point out ‘Efforts to understand terrorism in terms 

of abnormal, individual or other special motivations’ seem inappropriate as 

‘there seems to be little or no evidence of particular or distinctive individual 

qualities being associated with the terrorist’.30 

Brian Jenkins almost four decades ago similarly observed that ‘Terrorism is 

often described as mindless violence, senseless violence or irrational 

                                                 
29RomonSpaaij. “The Enigma of Lone Wolf Terrorism: An Assessment,” Studies in 

Conflict & Terrorism 33 no. 9 (2010): 862. 
30Taylor, Max Taylor and John Horgan. "A Conceptual Framework for Addressing 

Psychological Process in the Development of the Terrorist," Terrorism and political 

violence 18, no. 4 (2006): 585. 
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violence. None of these adjectives is correct’.31 Jenkins, therefore, cautioned 

against seeing terrorists as irrational or psychopaths. Hence, if the actors 

that practice terrorism are not irrational then their decision to employ 

terrorism must be deliberate. The rationality argument also entails that 

terrorism is purposive violence and not violence for violence’s sake, which 

explains how it is also coercive in the sense of placing a demand of 

compliance on its target audience. The process of terror can thus be 

described as the deliberate use of violence32 to demand political compliance 

or make a political statement of some sort through secondary targets chosen 

from a primary target. 

The Object of Terror- Recipient of Violence (random/indiscriminate, 

symbolic) 

Having discussed the nature and process of terror, we can now move to the 

object of terror or simply the recipient of violence. The object of terrorism 

concerns the target or the victim of terrorist violence. We have already 

discussed the issue of direct and indirect terrorist targets but is it possible to 

specify these targets. There is considerable debate in the terrorism discourse 

regarding the identity of victims of terrorist violence. Most of this debate 

revolves around identification of the victims as innocent, civilians and non-

combatants. Such categorization is mainly done to point out the non-violent 

nature of the terrorist victims. 

The terrorist victims, both direct and indirect, are generally seen as not 

engaged in any clear belligerent activity with the perpetrators of the terrorist 

                                                 
31Brian Jenkins, International Terrorism: A New Kind of Warfare. No. P-5261. (RAND 

CORP SANTA MONICA CALIF, 1974), 3. 
32 Deliberate as in choice to use terrorist violence and not necessarily deliberate in the sense 

of generating fear. 
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violence. Therefore, since they do not pose a clear visible threat of harm to 

their attackers nor are in a state of violent conflict with them, they are 

believed to be innocent or non-harming (although the attackers may not 

necessarily see it that way). As Philip Devine and Robert Rafalko explain 

‘Innocence distinguishes ordinary people from soldiers and officials under 

most circumstances… Innocent means not harming’.33 However, the term 

innocence raises some serious normative considerations and is therefore 

usually substituted with a civilian. The category of civilian is also 

sometimes deemed problematic because it does not include off-duty, retired 

or auxiliary military personnel. 

The category generally preferred therefore is non-combatant (although 

generally both civilian and non-combatant categories are used). This 

substitution, however, does not eliminate the reason for using these 

categories. Civilians and non-combatants do not pose a clear and direct 

threat of harm to anyone and are therefore believed to be not harming. Such 

a view is reflected in Coady’s definition of terrorism, ‘The organized use of 

violence to attack non-combatants (‘innocents’ in a special sense) or their 

property for political reasons’.34 Tamar Meisels also points out that 

‘targeting the civilians is the essential trait of terrorism’.35 Louise 

Richardson believes that targeting civilians is the ‘most important 

distinguishing characteristic of terrorism’.36 The academic discourse is 

similarly abundant with references to civilian/non-combatant targeting. It is 

                                                 
33 Philip Devine and Robert Rafalko. “On Terror,” The Annals of the American Academy 

of Political and Social Science 463 no. 8 (1982): 42. 
34CAJ Tony Coady, "Terrorism, Morality, and Supreme Emergency," In Terrorism, ed. 

Igor Primoratz  (London: Palgrave Macmillan, 2004), 5. 
35 Tamar Meisels. “The Trouble with Terror,” The: Liberty (2008): 26. 
36 Louise Richardson, What Terrorists Want: Understanding the Terrorist Threat (London: 

John Murray Publishers, 2006), 22.  
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widely regarded as one of the most shared elements of the definitions of 

terrorism.37 

Tied down to the element of the recipient of violence is the notion of random 

and indiscriminate violence. The indiscriminate/random attribute implies 

how the terrorists go about selecting their targets. As the recipients of 

violence are not harming and do not pose any visible threat to the terrorists, 

therefore their selection appears random and indiscriminate. 

The random and indiscriminate nature of terrorist violence is also regarded 

as one of the reasons why terrorism generates fear, as potentially anyone 

could be its victim. Numerous commentators on the subject include the 

indiscriminate/random attribute in their respective definitions of terrorism. 

Wilkinson, for instance, identifies ‘indiscrimination’ as one of the key 

characteristics of political terrorism.38 Michael Walzer argues that 

‘Randomness is the crucial feature of terrorist activity.’39 Following Walzer, 

Meisels believes that terrorism entails the ‘intentional random murder of 

defenceless non-combatants’.40 

The indiscriminate and random targeting of civilians, especially with the 

rise of critical scholarship has been subject to intense criticism. The reasons 

for this criticism are manifold and mostly grounded in the moral debate. The 

first and perhaps most frequently cited criticism posits that treating terrorism 

as indiscriminate and random would also entail that it operates without any 

constraints and is therefore no different from categorically condemnable 

                                                 
37Weinberg and Eubank, “Problems with the Critical…,” 187-188. 
38 Paul Wilkinson, Political Terrorism (London: Macmillan, 1974), 11. 
39 Michael Walzer. “Terrorism and Just War,” Philosophia 34 no. 1 (2006): 197. 
40Meisels, “The Trouble with…,” 29. 
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heinous crimes like genocide and wartime massacres.41 The second line of 

criticism suggests that the use of terms like indiscriminate and random may 

imply senselessness and irrationality and terrorism as we know is a rational 

and purposive activity.42 Lastly, it is argued that certainly, not all acts of 

terrorism are indiscriminate, as English notes, ‘random selection of victims 

has often been absent from what are terrorist attacks.’43 

Despite criticism, recipients of terrorist violence generally do not pose a 

direct or open threat to terrorists, even though terrorists themselves may not 

necessarily see it that way. Therefore, when someone amongst them is 

targeted, the attack has the appearance of being random and indiscriminate 

at least to the indirect victims of the attack. This means that they are random 

not in the real but perhaps more so in a consequential sense. 

There is no denying the fact that there is a sense of randomness to terrorist 

violence, which I shall argue is perhaps best captured by more contested 

symbolic attributes. This symbolic attribute of terrorism also enjoys 

substantial academic patronage.44  The Oxford English Dictionary defines a 

symbol as ‘A mark or character used as a conventional representation of an 

object’.45 In line with the dictionary definition, treating terrorist targets as 

symbolic would mean that they are representative or mark of an object, a 

specific and not random or accidental target. Treating a terrorist act as 

symbolic therefore does not denounce the actor or the act as irrational or 

senseless. 

                                                 
41 Kaplan, “Three Prejudices Against…,” 184. 
42Coady, “Terrorism, Morality and…,” 7. 
43 English, “The Future of…,”, 9. 
44 See e.g. Wilkinson (2000); Schmid and Jongman 2005. 
45Available at: http://www.oxforddictionaries.com/definition/english/symbol. Accessed on 

6/6/2018. 
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A symbolic characterization of the object of terror as opposed to 

indiscriminate not only invites far less criticism but also better accounts for 

the seemingly random appearance of terroristic violence. The object of 

terror then is the direct victim chosen for its symbolic value to a primary 

target. 

Impact of Terror- (Psychological and Overreaction) 

The nature, process and object of terror concurrently result in producing the 

last but also the most outstanding facet of terror- the impact of terror 

(psychological and overreaction). Terrorism is perhaps the least eventful 

form of violence in terms of casualities. Its importance owes largely to the 

impact it subsequently has. As Jessica Wolfendale points out, ‘Although the 

threat of terrorism to individual lives is less than many other threats, 

terrorism does not only threaten lives; it threatens psychological 

wellbeing’.46  Furthermore, the psychological impact is more central to 

terrorism than perhaps any other form of violence, as Ariel Merari notes, 

‘all forms of warfare have a significant psychological ingredient’ but for 

terrorism ‘its psychological impact is the most essential element’.47 

Since fear generation is essentially a psychological process, it is important 

for furthering our understanding of the matter to fully appreciate the 

interplay between terror and psychology. The work of Karen Jones in this 

vein is particularly noteworthy. In Trust and Terror, Jones points out that 

                                                 
46Jessica Wolfendale. “Terrorism, Security, and the Threat of Counterterrorism,” Studies in 

Conflict & Terrorism 29 no.7 (2006): 758. 
47Ariel Merari.  "Terrorism as a Strategy of Insurgency," Terrorism and Political 

Violence 5, no. 4 (1993): 232-233. 
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‘the power of terror lies in’ what she calls ‘basal security’.48 ‘Basal security’, 

she explains, ‘is a folk psychological notion, posited to explain the 

dissonance between risk as judged and risk as experienced, both emotionally 

and practically’.49 

In other words, it is to an extent through an instinctive and not an entirely 

rational sense of safety and security that people judge and assess threats and 

risks. Hence, even though terrorism produces far fewer deaths than other 

forms of violence or natural disasters, its seeming randomness and 

indiscriminate violence put an individual’s basal security at risk, which 

radically affects the individual’s response and behaviour.50  A loss of basal 

security thus leads to a heightened sense of risk and vulnerability,51 which 

subsequently leads to an overreaction. 

Following this line of argument, Wolfendale also notes that even though 

terrorist attacks pose far less threat to human lives than various other threats 

but because of their apparent randomness such ‘attacks make human 

fragility and vulnerability highly salient’ and ‘Because of this, we desire 

reassurance and a sense of security that we do not require for less visible 

threats that pose a greater objective threat to our lives and well-being’.52 

Terrorism thus is a form of violence that directly impacts human psychology 

through evoking our innermost insecurities and vulnerabilities, which 

consequently results in exaggerating the threat it otherwise poses. Although 

this exaggeration and psychological impact of terrorism is an overreaction 

                                                 
48Karen Jones, “Trust and Terror,” In Moral Psychology: Feminist Ethics and Social 

Theory, ed. Peggy DesAutels and Margaret Urban Walker (2004), 3. 
49Ibid., p.9.      
50 Ibid., p. 12. 
51 Ibid., p. 14. 
52 Wolfendale, “Terrorism, Security, and…,” 758. 
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in itself (which can be termed as an emotional overreaction), the 

overreaction in popular understanding generally refers to the physical 

response to terrorist violence. It is argued that the disproportionate 

psychological resonance of terrorism compels individuals to overestimate 

the threat, which may lead to disastrous overreaction. The real cost of 

terrorism, therefore, comes not from terrorism itself but from overreaction 

to it.  

This psychological and especially physical overreaction to terrorism has, 

over the years, been a subject of intense scrutiny. John Mueller is amongst 

some of the strongest critics of overreaction. He points out that ‘The cost of 

terrorism very often comes mostly from the fear and consequent reaction (or 

overreaction) it characteristically inspires, not from its direct effects which 

are usually comparatively limited’.53 Hanan Alan made similar observations 

back in 1980. He argued that ‘life is life’, whether lost to terrorism or some 

other cause’ and therefore ‘recommended that society’s ‘subjective 

probabilities’ concerning terrorism be adjusted to objective probabilities and 

that resources be allocated in proportion to the latter’.54 

Dallas Boyd and James Scouras take this argument even further and suggest 

that the terrorists deliberately provoke this overreaction, which they believe 

to be self-destructive. They call this characteristic the ‘dark matter of 

terrorism’.55 They believe that the consequences of a reaction to a terrorist 

attack can outweigh the damage of the attack itself as the adverse 

                                                 
53John Mueller. "Six Rather Unusual Propositions about Terrorism," Terrorism and 

Political Violence 17, no. 4 (2005): 487. 
54Martha Crenshaw. "A Welcome Antidote," Terrorism and Political Violence 17, no. 4 

(2005): 517. 
55Dallas Boyd and James Scouras. "The Dark Matter of Terrorism," Studies in Conflict & 

Terrorism 33, no. 12 (2010): 1124. 
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consequences of terrorist attacks are mostly produced by the response rather 

than the terrorist provocation or the act itself. This observation prompts 

them to use the term ‘catalytic terrorism’.56 

Given the importance of the psychological impact, an overreaction to 

terrorism is certainly not surprising. However, should its importance prompt 

us to make it part of the conceptual framework or a matter of definition? 

Schinkel strongly believes that we should. He argues that an overreaction to 

terrorism is part of the core and a ‘crucial characteristic to the 

conceptualization of terrorism’.57 For Schinkel, any conceptualization or 

theorization of terrorism is incomplete without the ‘dialectic of (over) 

reaction’.58 

An overreaction to terrorism is certainly very central and perhaps to an 

extent even unique to it. However, tempting, as it may be to make it a matter 

of definition, such an undertaking will probably not be very helpful. Apart 

from the normative challenges that are bound to arise, it will make any 

definition and understanding of terrorism largely restricted to only non-state 

terrorism. 

A physical overreaction to terrorism refers to a policy or military response 

by a state and therefore would apply only to non-state terrorism. Thus any 

conceptualization of terrorism in terms of a physical overreaction (which is 

how overreaction to terrorism is generally understood) will only apply to 

non-state terrorism and not terrorism in general. Furthermore, in the case of 

state terrorism, because of the resources available at its disposal and the 

                                                 
56Ibid., p. 1129. 
57 Schinkel. “On the Concept of Terrorism,” Contemporary Political Theory 8 no. 2 (2009): 

187. 
58 Ibid., p. 191. 
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historical evidence, which suggests that it is far more destructive than non-

state terrorism,59 an emotional reaction need not necessarily be an 

overreaction, as the fear generated may well be proportional to the intensity 

of the threat. Thus, where a disproportionate psychological response to non-

state terrorism is plausible, any such psychological response to state 

terrorism would usually be considered anything but disproportionate. 

Secondly, as far as a physical reaction to state terrorism is concerned, there 

are some serious constraints because individuals unlike the states lack the 

physical resources essential for such a course of action. Thus, in the case of 

state terrorism, an emotional overreaction may well be justified and a 

physical overreaction is generally not a possibility as the resources needed 

for it are generally non-existent. In other words, where physical overreaction 

may help in conceptualizing non-state terrorism, it falls short of accounting 

for state terrorism. Therefore, if we want to keep our understanding of 

terrorism actors neutral, overreaction should not be made a matter of 

definition. Hence there are obvious problems with incorporating 

overreaction into a broader conceptual framework of terrorism, the 

psychological effect by itself on the other hand faces no such qualms. The 

impact of terror then is simply the psychological effect it has on its primary 

targets. 

                                                 
59 See e.g. Jackson (2008); Burke (2008); English (2009). 
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Figure 1: How does the terror of terrorism function? 

Conclusion 

This paper has attempted to understand the functioning of terror through 

discerning its nature, process, object and impact. The way terror functions 

that is: through a credible threat of future harm, demanding some form of 

political compliance, communicated utilizing a secondary target that has 

symbolic resonance with a primary target, consequently affecting it at a 

psychological level and generating some form of fear. 

This description does not suggest that the fear generated is deliberate and 

only points out that fear is generated because the process, nature and object 

of terror subsequently affect the individual psychology. It is important to 

note here that this is not intended as a prospective definition of terrorism but 

merely to show how terrorism functions in society. However, with that 

being said, it may still be utilized for definitional development purposes. 

Fear or terror is central to understanding terrorism and discerning its 

operational and functional sense, as this paper does, is a step in the right 
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direction. For a conceptually and theoretically weak discipline like terrorism 

studies, many such contributions are urgently needed. 
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Peace Education as a Tool to Counter Violence 

Dr. Naheed S. Goraya 

Abstract 

Education is an important tool to change and shape our minds because it is 

very important to learn and segregate between what we know and what we 

understand. Peace Education is the best tool to counter violence by 

equipping citizens with critical thinking skills. Sustainable development 

goals for education can reduce and eventually eliminate terrorism, 

radicalization, violence and extremism in societies. The present descriptive 

research focuses on building connections between people, programs and 

policies. This research aims at elaborating on the conceptual challenges in 

eliminating violence and explains ways to achieve this goal through 

education by identifying characteristics, trends and categories. The point of 

departure in this research is that peace education is the most effective 

instrument for combating violence and extremism.  

Key words: Sustainable Development, Counter-Violence, Peace Research, 

Socialization, De-radicalization  

Introduction 

Educational institutions are not only moulding individuals to enhance 

society and eliminate negative elements, but are also shaping a peaceful 

society. The major responsibility of educational institutions is to teach 

lessons of peace, humility, tolerance, equality and fairness. Since the 

fundamentals of National education vary from one society to another, it is 

imperative to distinguish the context-specific features before conscripting 
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any precise educational strategies for counter-violence1. Human potential is 

unlocked through education for it carries a better future for all those who 

get benefit from it.  

It goes beyond saying that today when the world is under the threat and 

finding ways to counter-violence, it is high time to re-conceptualize where 

education is positioned.  Contemporary western education considers it a 

lifelong learning process. Education is always political and ideological 

because educational practices do not take place in a vacuum. The world 

views of dominant groups in societies are reflected through education, 

eventually shaped by their values2. However, education can be used both as 

a counter-violence and promoting violence, since it is a double-edged sword 

when seen through a security lens. 

However, the purpose of education is much broader than just the cultivation 

of knowledge. Desmond Tutu, the Nobel Peace Prize Winner stresses the 

education for children in conflict zones and writes, “what could be a greater 

injustice if children are deprived of the right to education? Real peace will 

prevail when there would be justice everywhere. If schools don’t teach 

justice and tolerance, where else would they learn it3”.  

History is replete with examples where techniques of conflict resolution 

have been taught to humans for evading violence. Peace education makes 

people learn about threats of violence and tactics to adopt peace. Banta 

                                                 
1 Gul, A., Bashir, T., & Mustafa, J. (2020). Role of Educational Institutions in Building a 

Peaceful Society. Liberal Arts and Social Sciences International Journal (LASSIJ), 4(2), 

267-277) 
2Olave, B. T., & Dillon, J. (2022). Chilean physics teacher educators' hybrid identities and 

border crossings as opportunities for agency within school and university. Journal of 

Research in Science Teaching. 
3Pais, A., & Costa, M. (2020). An ideology critique of global citizenship education. Critical 

Studies in Education, 61(1), 1-16 Save the Children, 2009. 
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writes that anthropologists have mentioned about 47 relatively peaceful 

societies, existing on this planet4. However, no written literature is found 

that attests to whether there had been any kind of community-based peace 

education strategies to preserve their understanding of conflict resolution 

policies that endorse their security or not. 

This study hypothesizes that peace education is an important tool to change 

and shape the minds It has explored the importance of learning and 

segregating between what is known and what is understood. A rich diversity 

of peace education is supported by many contexts in which it is practiced. 

Because individuals differ about how to attain security, there are many 

diverse lanes to peace that are expounded in peace education classes.  

Though in the 20th century, there was remarkable progress yet peace 

education did not grasp in the educational systems around the world. It is 

essential to consider that peace research is an important aspect that has been 

left unaddressed so far and this is where the present research fills the gaps. 

This research is based on a qualitative research design to gather data and 

analyze it. This method is exploratory, it allows the data to speak for itself. 

This article aims to bridge the gap by examining the causes and 

consequences of extremism, particularly violent extremism, to provide a 

case for and critically evaluate the use of peace education through 

educational prevention strategies. 

 

 

                                                 
4Banta, B. (1993). Peaceful Peoples: An Annotated Bibliography. Metuchen, N.J: 

Scarecrow Press. 
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Explaining Violence and Counter-Violence 

The term violence has not been adequately elucidated; however different 

scholars interpreted the term in different ways with different factors. Arendt, 

for example, emphasizes that violence always plays a role in terms of 

guidance and justification yet through the end it tracks5. There are two broad 

categories of violence explained by Galtung6. 

 Direct violence –physical or mental trauma to others. 

  Indirect violence or structural violence- The circumstances that affect 

human beings’ capacity to conquer their full potential, such as poverty, 

unemployment, socio-economic inequality etc7. Whereas in policy 

discourses, only direct violence is referred to, while turning a deaf ear 

to the broader structural violence before 9/11. There had been a well-

established academic debate and discussion on the ‘root causes of 

terrorism before 9/11, however, things changed rapidly after this 

incident. 

 With time, rarely, the root causes were debated8. It gave birth to a new 

term of ‘radicalization’ and a new debate started ‘what goes on before 

the bomb goes off’.  

 The security policies were quick enough to connect violence with 

education as it is more likely related to the minds of individuals. The 

                                                 
5 Arendt, Hannah. (1969). On Violence. London: Harcourt Brace Jovanovich, Publishers 
6 Galtung, Johan, 1969.  Violence, Peace, and Peace Research ‘, Journal of Peace Research. 

Vol. 6(3). P. 167 
7Sajjad, Fatima Waqi. (2022, January 4). Rethinking Education to Counter Violent 

Extremism: 
8 Review of Policy and Practice. Pp. 59-76 

https://www.tandfonline.com/author/Sajjad%2C+Fatima+Waqi
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following years witnessed de-radicalization turning into a primary 

security policy through education9. 

Counter-violence is a shared challenge for all humanity and human rights 

fulfillment stands at the first stage of bringing peace to societies. 

Comprehending global problems and the skill to resolve conflicts leads to 

efforts of counter-violence. When cultural diversity is respected, then 

systematic education can bring peace. Human security is a closer notion 

related to peace and violence. Non-violence is not a policy; it is a way of 

life and identity.  

Concept of Socialization 

According to Habermas, "Socialization of an individual includes a 

psychological sense of belonging, the practical aspects of adopting a code 

of conduct and the desirable idea of deriving symbols in a similar 

manner10.The surge of social polarization has pressurized societies to enrich 

their innermost cohesion. This eventually led to promotion of educational 

institutions, to be considered central for ‘preventing’ and ‘countering’ 

extremist dogmas and beliefs in many countries11. Social cohesion and 

integration within a nation are normally maintained through school which 

is an imperative factor. Several researchers claim that the link between 

formal education and countering extremism can be traced through 

socialization theory. Within the broader framework of socialization theory, 

                                                 
9Preventing Violent Extremisn through Education: A Guide for Policy Makers. (2017). 

UNESCO. Retrieved from https://unesdoc.unesco.org/ark:/48223/pf0000247764 
10 Habermas, Jürgen. 1987. The Theory of Communicative Action. In Lifeworld and 

Systems: The Critique of Functionalist Reason. Translated by Thomas McCarthy. 

Cambridge: Polity Press, vol. 2. First published 1981 
11 Ghosh, Ratna, Alice Chan, Ashley Manuel, and Maihemuti Dilimulati. (2017). Can 

Education Counter Violent Religious Extremism? Canadian Foreign Policy Journal. Vol. 

23. Pp. 117–133 
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the notion of “commitment” is predominantly essential. The knowledge or 

skills remain futile, if devoid of commitment. 

Educational Prevention Strategies  

Talking about social change, education is considered a significant 

instrument for ages but with variations between cultures. However, the main 

purpose of education has been merely instilling knowledge. With the 

emergence of nationalism and mass mobilization, the demand for public 

education gained momentum. Today, considerable debate persists over the 

role of education in preventing and countering radicalization and violent 

extremism. 
 

Though educational prevention strategies have been adopted across the 

world thoes explain that violence can be barred once the core educational 

functions are approached. This was the concept introduced in the education 

system of Finland, henceforth referred to as FNAE and the National Action 

Plan for Preventing Violent Radicalization and Extremism in Finland was 

prepared (Ministry of the Interior 2016)12,13. To prevent extremism, Finland 

adopted the approach by looking at the institutional habitus of the 

educational system in the country which had a deep-rooted impact at the 

institutional level and arguing the hegemonies that are rooted in it. That kind 

of understanding is much crucial when edging education as a context for 

preventing extremisms since they represent the realities in which prevention 

is to take place. 

                                                 
12Finnish National Agency for Education. 2014. Finnish National Core Curriculum for 

Basic Education. Publications 2016: 5. Helsinki: FNAE 
13Ministry of the Interior. (2016). National Action Plan for the Prevention of Violent 

Radicalization and Extremism. Helsinki: Ministry of the Interior 
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When dealing with the national education, the understanding of the why and 

how is very much important because it is something that conveys messages 

on the acceptability and legitimacy of particular values, identities, religions 

and worldviews within the school and the wider society. The pivotal/ crucial 

role of education in the formation of cohesive and inclusive societies cannot 

be overlooked. But it certainly needs a whole school approach that remains 

consistent across different areas of curriculum and pedagogy, together with 

sustained funding and coordination. The education sector is considered an 

important partner in lessening violence in societies. For that matter, equal 

access to education is very much vital. The fact cannot be set aside that the 

role of educational institutions has not been brought into light when dealing 

with counter-violence and terrorism strategies14. 

Today societies need to take up this issue seriously through capacity 

building, civil society, community policing and human rights. Denmark in 

2014 translated Prevention of Radicalization and Extremism Action Plan 

into Preventing and Countering Extremism and radicalization National 

Action Plan. At the school level, human rights were included in the national 

curriculum for Social Studies and the compulsory subject of health and 

family education, eventually incorporated into the education system of the 

country15. 

We need a comprehensive approach to address the underlying conditions. 

The real need is to invest in the programs that promote global citizenship 

and provide comprehensive primary through tertiary education, including 

                                                 
14Alzyoud, M. S., Al-Ali, A. S., & Tareef, A. O. B. (2016). Violence against teachers in 

Jordanian schools. European Scientific Journal, 12(10) 
15Christodoulou, E., & Szakács, S. (2018). Preventing violent extremism through 

education: international and German approaches 
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technical and vocational education (Preventing Violent Extremism through 

Education).  

The leading role of education for socialization and empowerment cannot be 

undone because it is an imperative source of human transformation and 

transmission.  

Why “Peace” Education?  

Following the 2nd World War, modern peace education originated in the 

West and by the 1960s peace education was widely taught in the Western 

institutions.  Whereas talking about third world countries and the global 

South, one finds limited research on peace education policy as a subject 

rather more focus is given to the transformation of educational institutions. 

The peace-building framework does not reflect the full potential of 

education in vindicating social discrimination and other conflict drivers.  

Violence is a grave threat to contemporary societies. Both developing and 

developed nations face this dilemma. In the contemporary changing geo-

politics, it is seen through a different perspective and not only through the 

military and security lenses as earlier. The thoughts about the peace of this 

world are well explained by Murithi. He writes that “the future world will 

bank on the ability of human beings to cast-off violent and militaristic 

attitudes to resolving problems16. Consequently, Peace education should be 

the central pillar to cultivating human relations in the family, in schools, at 

the workplace, within countries and across borders”17. 

                                                 
16Murithi, T. (2009). An African Perspective on Peace Education: Ubuntu Lessons in 

Reconciliation, International Review of Education Vol. 55. Pp. 221–233 
17Hina, Khushbakht, Khalique, Muhammad; (2018). Peace Education and Need of Its 

Culture System: Identification and Review of Government Effort in Curriculum of 

Pakistan. Vol. IX (1). The Pakistan Journal of Social Issues 

https://www.prdb.pk/author/Muhammad+Khalique
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Youth can be certainly transformed positively through peace education.  The 

provision of knowledge, skills and attitude are the cornerstone to counter 

violence. How functional framework for peace can be attained? The answer 

is that formal education is a basic section of constructing peace and 

tolerance because, in civilized societies, academic institutions adopt a 

substantial share in the spread of thoughts and world perceptions18.  

Conceptual Challenges 

Violence is pervasive in societies for ages. Violence and extremism and 

their link to education are complex multifaceted problems that gained 

academic attention in the post-9/11 era19. A new trend emerged which tried 

to seek out the causes of this act and that eventually gave birth to the 

invention of new terminology in security discourses. 

Dealing with the counter-violence approach, education faces an enormous 

uphill task to support the cohesion of the community in which it functions, 

besides vesting the individual to act critically in the same community. 

Allocating funds to reinforce security measures is no more relevant as it 

seems insufficient to protect individuals. The need of the hour is to make 

efforts within a holistic framework.  

Efforts to build inclusive societies and peace do involve the study of those 

factors which give rise to this situation. Violence itself is a big barrier in the 

course of development because it is something that instils fear within 

                                                 
18DESA, D. (2009). Creating an inclusive Society: Practical strategies to promote social 

integration 
19Organization for Security and Co-operation in Europe. Office for Democratic Institutions 

and Human Rights. (2014). Preventing terrorism and countering violent extremism and 

radicalization that lead to terrorism: A community-policing approach. OSCE Office for 

Democratic Institutions and Human Rights (ODIHR). 
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communities. However, every society experiences differently. The lack of 

an integrated approach is adding fuel to fire.  Education will only be a tool 

when it becomes a catalyst for critical thinking. Unless societies involve and 

adopt free thinking and debate, no policy will work. The collective action 

can help reduce risks to peace that spans the national border. 

The societies face challenges because the role of social actors is absent in 

shaping education systems and the lack of coherent, progressive and 

contemporary education system in societies that face violent behaviours. 

Moreover, the quality of education is not monitored constantly. The 

education system does not cater to and train students to counter the prevalent 

problematic narrative in societies and media though higher education 

institutions have a larger role to play in peace promotion yet it has to begin 

from the school level20.  

Strategies to Prevent Violence through Peace Education 

Education is an important tool to change and shape minds. In this 

connection, people, programs and policies carry a significant position. 

Educational programming is not only about the content of the curriculum; it 

is also about nurturing connections between people and their communities 

to safeguard a benign, cooperative and beneficial environment21. 

Though the literature on the topic exists yet it deals with a quite narrow 

aspect: What schools and higher educational institutes ought to be doing or 

could be doing. Academic conferences are organised on a daily basis in both 

                                                 
20Omege, Kenneth. (2015). Strengthening Peace Research and Peace Education in African 

Universities. Vol. 19. African Sociological review  
21 Parker, A., Morgan, H., Farooq, S., Moreland, B., & Pitchford, A. (2019). Sporting 

intervention and social change: Football, marginalised youth and citizenship 

development. Sport, Education and Society, 24(3), 298-310 
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national and international levels, yet they never produce anything solid, 

instead focused only on future conferences and additional studies. 

The strategies to build up an inclusive resilience-building approach to 

prevent violence, adoption of instructive approach and culturally relevant 

peace program through inclusive coordination between policy makers and 

curriculum developers. Furthermore, the policy-relevant knowledge needs 

to be strengthened to have a practical presentation of peace and mapping the 

right policy. Right perceptions need to be explored, teaching tolerance 

through critical thinking and support to alternative narratives. 

The students need to learn cognitive skills and constructive criticism with 

logical reasoning. Moreover, studying anti-social behaviours rather than 

being simply human rights defenders builds community cohesion. 

Counselling for educational institutions conducts a survey of existing 

literature on the acceptance of cultural/religious differences. 

Multiculturalism and diversity training engagement of most influential 

actors (teachers, families, students and local community leaders) last but not 

the least, the reforms in national education policies are the need of the hour 

to counter extremism. 

The educational system does not respond to the challenges of increased 

violence. Multiple factors play a role in driving individuals towards 

radicalization. Geo-political and socio-economic factors could be the one 

reason. The other could be wars and conflict-ridden societies.  

 

Conclusion  

Education is the global antibody against terrorism. How the lives of children 

and nations would become productive and peaceful? How violence will be 
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shunned? The answer is through peace education which is the need of the 

hour. The resilience and critical thought process would lead toward counter-

violence. Societies can develop tools for negotiating their way through a 

complex and changing world. This needs to be done for their children and 

themselves. If we want to make the world peaceful and free of violence, we 

need to do more to inoculate our children against extremism with the 

prevalence of the rule of law, individual liberty, mutual respect and last but 

not the least inter-religious dialogue. Unless nations learn to decode 

between what is seen and what is heard? Unless multiple problems of the 

educational status quo are addressed, societies will never find the answers 

to why education fails to counter the violence. We need to re-conceptualize 

where education is positioned because education is the foundation to build 

peace. 

The fundamental principles and organisational framework of Jackson's 

"hidden" educational system must be emphasised in order to further the 

discussion on the role that education plays in preventing violence. 

Unquestionably, educating people about the fundamental principles of 

democracy, freedom and justice correct the erroneous conduct, ignorance 

and misconceptions that give rise to violent radicalism. 
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South Asian Studies, University of the Punjab, Lahore. She has also been a 

visiting Post Doc Fellow at V-Dem/ Deptt. of Political Science, University 
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Abstract 

The military era witnessed several attacks from Nigeria’s Niger-Delta 

militants, especially during General Sani Abacha’s regime to General 

Abdulsalami Abubakar’s led military government. The country suffered 

several attacks from the Niger-Delta region which comprises the oil-

producing states from the said region. These attacks continued even during 

the return to civilian administration from the military-led government in 

May 1999. The country lost a lot of resources during the said period and 

there were attacks on foreign experts working with oil companies. Some 

foreign experts were kidnapped by the Niger-Delta militants. These 

militants destroyed oil facilities as well as government’s properties. The 

region was notorious for hostility, violence and use of arms. This research 

work made use of interviews as part of the qualitative design for collecting 

data. The findings from this work opined that the then government led by 

President Yar’Adua introduced an amnesty program that led to surrender of 

arms by the militants and it restored peace and security sustainability in the 

said region. After the amnesty program, the ex-militants were sent on 

studies to acquire knowledge through school. This research work implies 

that it can help if adopted in resolving conflict with terrorists in other 

affected countries.  
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Introduction 

Conflict in any form if not carefully handled or resolved, destabilizes 

socioeconomic and political activities in the world. It may lead to killings 

and destruction of properties. Many countries in the past and present that 

witnessed conflicts especially which emanated from socioeconomic and 

political points of view include countries such as Afghanistan, Pakistan, 

Iraq, Yemen, Syria, Egypt, Tunisia and Libya. Such conflicts resulted in the 

killing of both citizens and foreigners residing in those countries at that 

given time. In all, massive destruction of properties owned by individuals 

and the government was noted and victims were also traumatized.1 

Countries that witnessed terrorism activities bore the pains as a result of 

killing of their citizens and destruction of properties. Terrorism comes with 

different challenges and the need for counter-terrorism measures becomes 

necessary to resolve those issues that lead to the conflict. Sometimes groups 

fight against the government or the given authority, hence focus of this paper 

is on Nigeria where the country has witnessed activities of the Boko Haram 

terrorist group in the Northern part since 2009 to date. Their activities led to 

killings and massive destruction of properties owned by the government, 

security agencies and individuals as well as properties belonging to religious 

groups such as attacks on churches and mosques during worship hours. 

                                                 
1Terwase, I. T., Abdul-Talib, A. N., & Zengeni, K. T. (2015). Conflict resolution: The 

truncated zoning arrangement and the Buhari political tsunami in Nigeria. Jurnal Studi 

Pemerintahan, 6(2), 248-259 
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Boko Haram has killed more than 10,000 people since it started its activities 

in 2009 to date in Nigeria.2,3 

Nigeria was known for peaceful co-existence before July 2009 when Boko 

Haram terrorist group started attacking the country by way of burning 

government institutions such as Nigeria Police Force Headquarters in 

Abuja, the United Nations Building in Abuja and many other structures 

especially places of worship. Such attacks created many challenges such as 

the Internally Displaced Persons (IDPs) camps and refugees’ camps in 

Cameroon, Niger and the Republic of Chad4.The Country equally witnessed 

issues such as kidnapping of schoolgirls from different secondary schools 

in different States of Borno and Yobe.  

In some cases, the parents of victims were found to be traumatized as Boko 

Haram claimed responsibility for kidnapping of their children from school 

in Chibok and apchi5,6. 

More so, before the arrival of Boko Haram terrorism in Nigeria, there were 

militant groups in the Niger-Delta region of Nigeria whose fight against the 

government and the oil companies was a result of the need for critical 

                                                 
2
Awojobi, O. N. (2014). The socio-economic implications of Boko Haram insurgency in 

the north-east of Nigeria. International Journal of Innovation and Scientific 

Research, 11(1), 144-150 
3 Onuoha, F. C. (2010). The Islamist challenge: Nigeria's Boko Haram crisis explained. 

African security review, 19(2), 54-67 
4Terwase, I. T., Yusuf, M., Mohammed, A. S., & Sani, S. M. (2022). The Impact of 

Terrorism on Trade in Nigeria and Chad. In Multidisciplinary Perspectives on Cross-

Border Trade and Business (pp. 76-91).  
5Maiangwa, B., & Agbiboa, D. (2014). Why Boko Haram kidnaps women and young girls 

in north-eastern Nigeria. Conflict Trends, 2014(3), 51-56 
6Nwammuo, A., & Salawu, A. (2018). Are social media platforms not effective? Analysis 

of social movements for the release of Nigerian schoolgirl Leah Sharibu abducted by Boko-

Haram. African Journal of Peace and Conflict Studies, 7(2), 95-119 
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attention which they sought to be given to them in the said region. The 

region was practically known for violence against the government to address 

socioeconomic injustice against the Niger-Delta group where crude oil 

exploration was taking place, yet bedevilled with environmental pollution 

relating to oil spillage, lack of infrastructural development, lack of job 

opportunities for the youths, as well as poverty in the region. These issues 

mentioned led the youths to take up arms against the government and the oil 

companies. 

However, the Niger-Delta militancy against the Nigerian State was resolved 

in 2009 by President Yar’Adua-led government where the militants were 

granted Amnesty and they dropped their weapons against the government.  

The Amnesty program is an unconditional pardon to all persons who have 

directly or indirectly participated in the commission of offences associated 

with militant activities in the Niger Delta. The amnesty program for the 

Niger Delta was derived from the recommendations of the Presidential 

Panel on Amnesty and Disarmament of Militants in the Niger Delta. The 

amnesty program proclamation did not compel any of the militants to accept 

the offer of amnesty. The government signed a contract with only those who 

voluntarily accepted the offer. 

Thus, this paper tends to examine the issues that led to militancy in the Niger 

Delta and its implications and explore the mechanisms for resolving the 

conflict between the militant groups and the Federal Government of Nigeria. 

The processes and mechanisms of resolving the conflict become a lesson 

from the Niger-Delta militancy which can serve as an approach to counter-

terrorism in the Northern part of Nigeria and indeed any other part of the 

world where terrorism is striving. 
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Research Method 

This research work made use of qualitative research design through the 

conduct of interviews. Several scholars were interviewed alongside some 

individuals from the Niger-Delta region of Nigeria to give an overview of 

what happened in the said region. The work also interviewed some 

Northerners on lessons from the Niger Delta and the application of its 

mechanism to the Northern part of Nigeria in resolving the Boko Haram 

terrorism in the country. For conducting this study, fifteen (15) respondents 

were interviewed.  

The Issues in the Niger-Delta 

Here, the paper made use of purposeful sampling in discussing and 

analyzing those issues that led the youths in the Niger-Delta region of 

Nigeria to the carrying of arms against the Government of Nigeria and the 

multinational oil companies such as Shell, Total etc. operating in the said 

region.  

Oil Spillage 

One of the major issues that bedevilled the peaceful co-existence in the 

Niger Delta region was the issue of oil spillage which serves as 

environmental pollution. The land became polluted with oil that spilled 

either as a result of crude oil mining or pipes that were broken. Over the 

years, oil spillage became a great issue in the Niger-Delta region since it 

affected the land directly by way of destroying farmlands as well as fish in 

the rivers. It became difficult to produce food on such lands and that affected 

agricultural production in the region.  
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Most farmers complained of environmental pollution as a factor that affects 

them in producing food for subsistence and commercial purposes in the 

Niger-Delta region. In places where oil has destroyed the land, farmers tend 

to suffer looking for alternative environments where they could get lands to 

farm on. All these became sources of conflict in the Niger-Delta region. The 

youth was provoked as a result of the oil spillage knowing very well that 

their parents cannot go to the farm to cultivate their farmlands again and that 

resulted in the carrying of arms against the oil companies and the Federal 

Government of Nigeria.  Kadafa opined that some of the causes of oil 

spillage in the Niger-Delta region could be as a result of vandalism, oil 

blowouts from pipelines as well as accidents or deliberate acts by handlers7.  

The work identifies two major areas of oil spillage in their work which 

include Ogali and Agbonchia in Rivers State which is part of the oil-

producing state in the Niger-Delta region8.  

Akpomuvie & Orhioghene argued that oil spillage is the most predominant 

and pervasive cause of environmental degradation in the Niger-Delta region 

of Nigeria9. This is a result of oil exploration and exploitation from the said 

region which has negative effects on the soil and thus, affects agricultural 

production. Ahmadu & Egbodion explain how oil spillage destroys cassava 

production in the said region. Thus, a lot of works have been examined on 

oil spillage in the Niger-Delta region of Nigeria where it has caused so much 

                                                 
7Kadafa, A. A. (2012). Oil exploration and spillage in the Niger Delta of Nigeria. Civil and 

Environmental Research, 2(3), 38-51 
8Abii, T. A., & Nwosu, P. C. (2009). The effect of oil spillage on the soil of Eleme in Rivers 

State of the Niger-Delta area of Nigeria. Research journal of environmental sciences, 3(3), 

316-320 
9Akpomuvie, O. B., & Orhioghene, B. (2011). The tragedy of commons: Analysis of oil 

spillage, gas flaring and sustainable development of the Niger Delta of Nigeria. Journal of 

Sustainable Development, 4(2), 200-210 
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damage to the land and has affected the livelihoods of the people in the 

Niger-Delta region10.  

The damages caused as a result of the oil spillage, therefore, form sources 

of conflict in the region. A respondent opined that: 

“We have suffered for so many years in the Niger-Delta 

region as a result of oil spillage. In some cases, it is as a 

result of oil exploration by the oil companies and in other 

cases, it could also be as a result of vandalism of oil 

pipelines. In such cases, it affects us directly since some 

of us are farmers. So, when we have such cases, it 

equally affects the peace in the land. People become 

angry with the oil companies. We both need peace and 

we do not want conflict. In conflict situations, people are 

involved and that could affect their livelihood too. No 

nation would deliberately want conflict either within or 

with other nations because it may affect both lives and 

properties.” 

In another response by another respondent, the issue of oil spillage is a big 

deal that needs serious attention. Thus, the respondent connotes that: 

“Oil spillage anywhere in the world hurts the 

environment and that may affect even the animals in such 

environment. In places where we have rivers and 

streams or even lakes, oil spillage can affect the fish in 

such bodies of water. The effect of such damages may 

result in a situation where farmers may lose their fish 

businesses when oil spillages may affect the rivers 

thereby killing the fishes in the said rivers or lakes as the 

case may be. All these have negative effects on the land, 

the people and their businesses.” 

                                                 
10

Ahmadu, J., & Egbodion, J. (2013). Effect of oil spillage on cassava production in Niger 

Delta region of Nigeria. American Journal of Experimental Agriculture, 3(4), 914 
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Previous research argues that with an extensive network of over 900 

producing oil wells in the Niger Delta, oil spillage and gas flow have 

become a burning issue in the Niger Delta since the spillage causes 

environmental pollution11. Many scholars who opined the same view, 

equally examine the consequences on the land, the body of water, the people 

and their properties.  

Lack of Infrastructural Development 

Social amenities are as crucial as drinking water for human survival in any 

city and any given country at large. Inadequate power& water supply and 

lack of good roads, hospitals & schools are the major focus of infrastructural 

facilities to be discussed.  

The work of Ebiwolate views that lack of physical infrastructure in the rural 

areas of the Niger-Delta region is part of the issue that contributes to the 

underdevelopment of the said region. The public libraries in the rural areas 

in the Niger Delta are not well equipped, thus, they lack Information and 

Communication Technology (ICT) which could sustain part of the 

educational facilities in the region.  

Scholars suggest that lack of good roads compounds much pressure on 

land12,13
. Because of this, so many people travel on bad roads in the rural 

areas of Niger-Delta and that creates so much difficulty for the people. 

                                                 
11 Osuji, L. C., & Onojake, C. M. (2004). Trace heavy metals associated with crude oil: A 

case study of Ebocha‐8 Oil‐spill‐polluted site in Niger Delta, Nigeria. Chemistry & 

biodiversity, 1(11), 1708-1715 
12Udie, J., Bhattacharyya, S.,(2018). A conceptual framework for vulnerability assessment 

of gas infrastructure in the niger delta. Climate, 6(1) 
13Ozawa-Meida, L. (2018). A conceptual framework for vulnerability assessment of 

climate change 
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Akpan in his work opined that lack of good roads, safe drinking water, 

electricity supply, good health facilities and inadequate good schools are all 

factors that bedevilled security and development of the Niger-Delta region 

over time14. The absence of such infrastructure contributes to a state of 

insecurity in the Niger-Delta region where the youths were used as a tool to 

fight the government or the oil companies. Some of the youth become very 

angry with the government for not providing adequate infrastructure in the 

region where it produces the major source of Nigeria’s revenue. Elum 

Mopipi & Henri-Ukoha agrees that conflict in the Niger-Delta region was 

supported by many issues including lack of infrastructural development and 

that was part of the demand by the people of Niger-Delta15. Given that, a 

respondent opined that:  

“We have been marginalized by the Government of 

Nigeria since our region is the major source of 

revenue for the country. Our region is the oil-

producing region of Nigeria, we produce oil but our 

region is not developed. That is why some of our 

youths took arms against the Federal Government of 

Nigeria. When you go to Abuja, the Federal Capital 

Territory (FCT), from General Babangida’s regime to 

the present Government of President Buhari, the FCT 

is mostly built by the government using the revenue 

that is mostly derived from the Niger-Delta region. 

That is just the truth. The country largely depends on 

oil from the Niger Delta for development of the 

country. We want to see such development in the 

Niger Delta too where our roads would be in good 

                                                 
14Akpan, P. (2014). Oil exploration and security challenges in the Niger-Delta region: A 

case of Akwa Ibom State, Nigeria. IOSR Journal of Research & Method in Education 

(IOSRJRME), 4(2), 41-48. 
15Elum, Z. A., Mopipi, K., & Henri-Ukoha, A. (2016). Oil exploitation and its 

socioeconomic effects on the Niger Delta region of Nigeria. Environmental Science and 

Pollution Research, 23(13), 12880-12889 
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shape, the Federal Government would provide 

adequate infrastructural facilities such as good 

hospitals, schools, adequate water supply for 

drinking, adequate and constant electricity supply 

and as well as adequate housing facilities.” 

More so, Amaraegbu concurred that the conflict in the Niger-Delta region 

started as far back as the early 1990s when violence and insecurity spread 

in the region as a result of unresolved issues that worried the people such as 

oil spillage and lack of infrastructural development16. Other issues later 

became a focus such as a resource control where the people wanted to 

control their resources. 

Unemployment 

Unemployment leads to poverty and people remain poor, especially those 

who are educated but lack job opportunities to work and earn a decent living. 

Hence, poverty harms the people and society in general. Unemployment 

also promotes ideas of joining destructive groups. Some youths join militant 

and insurgent groups to fight against the government of any given country 

as a result of unemployment. People who are mostly employed could be 

busy doing something meaningful with their lives17. 

The work of Terwase, argues that youths who are well trained but lack job 

opportunities tend to be available for use by militant and terrorist groups18. 

                                                 
16Amaraegbu, D. A. (2011). Violence, terrorism and security threat in Nigeria’s Niger 

Delta: an old problem taking a new dimension. African Journal of Political Science and 

International Relations, 5(4), 208-217 
17Evans, O., & Kelikume, I. (2019). The impact of poverty, unemployment, inequality, 

corruption, and poor governance on Niger Delta militancy, Boko Haram terrorism, and 
18Terwase, J. M., Terwase, I. T., Puldu, G. S., & Abdul-Talib, A. N. (2018). 

Unemployment, psychological trauma, militancy, and Boko Haram conflict Nigeria. IRA 

International Journal of Education and Multidisciplinary Studies, 13(3), 27-40 
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It also agrees that unemployment has bedevilled development of many 

countries especially young people who are energized to work as a result of 

their training. So, when the youths are unemployed, they can become tools 

in the hands of terrorists and even insurgent groups against the government 

as seen in the Niger-Delta region and some states such as Adamawa, Borno 

and Yobe in the Northeastern part of Nigeria. 

In Nigeria, the country has witnessed conflict not just in the Niger Delta 

alone but in other parts of the country, especially during President 

Jonathan’s led government where the North and South became so divided 

as a result of the zoning of the Presidency between the North and the 

South19,20,21. 

Other works such as Terwase, on the other hand, argue that in an event of a 

conflict, those that are victims become psychologically traumatized and as 

such could be affected negatively22.    

The Quest for Resource Control 

The Nigerian state is so blessed with mineral resources in all the 36 states 

of the federation. That, the quest for resource control became so prominent 

during President Olusegun Obasanjo's led administration from 1999 to 

                                                 
19Terwase, I. T., Talib, A. N. A., Siben, N. E., Puldu, G. S., & Adesina, O. S. (2017). The 

AU/NEPAD Peace and Security Governance in Africa. Otoritas: 

JurnalIlmuPemerintahan, 7(2), 93-99 
20Terwase, I. T., Yerima, H. M., Abdul-Talib, A. N., & Ibrahim, M. B. (2016). The issues 

behind agitations, conflict, and war: a case of Nigeria. International Review of Management 

and Marketing, 6(7), 17-21 
21Terwase, I. T., Adesina, O. S., Puldu, G. S., & Abdul-Talib, A. N. (2018). The Role of 

ECOWAS on Peace and Conflict Resolution in Nigeria and Gambia. IRA-International 

Journal of Management and Social Sciences, 12(3), 55-61 
22Terwase, I. T., Abdul-Talib, A. N., Zengeni, K. T., &Terwase, J. M. (2015). The 

psychological trauma on Boko Haram victims in Nigeria: Conflict resolution 

perspective. Mediterranean Journal of Social Sciences, 6(6 S4), 519-519 
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2007. The country’s Niger Delta is known as the oil-producing region and 

it contributes a major source of revenue for the country23. Resource control 

as discussed in the work of Ifeka reveals that the Niger-Delta region has 

issues such as environmental pollution and the quest for resource control by 

the people of the said region24. The work further opined how the region was 

also bedevilled by poverty and violence. Niger-Delta youths began the 

struggle for resource control when many of them felt the country was 

benefiting immensely from oil production. Such issues as discussed above 

created room for violence in the region.    

Lessons from Niger-Delta 

The work draws on lessons from the Niger Delta where the Federal 

Government of Nigeria under President Yar’Adua granted Amnesty to the 

militants in the Niger-Delta region. These lessons would create avenues 

where the present government led by President Buhari can learn how to 

handle the Boko Haram terrorists in the Northern part of the country.   

Provision of Amnesty Program 

Nigeria’s Niger Delta suffered many issues and challenges such as 

environmental pollution and degradation, lack of infrastructural 

development as well as inadequate human capital development in the said 

region. Those issues were geared toward conflict and violence in the region 

where the youths took up arms against the government and the oil-producing 

companies. Oluwaniyi argues that amnesty as a tool was used by the 

                                                 
23Terwase, I. T., Abdul-Talib, A. N., &Zengeni, K. T. (2014). Nigeria, Africa’s largest 

economy: International business perspective. International Journal of Management 

Sciences, 3(7), 534-543 
24Ifeka, C. (2001). Oil, NGOs & youths: Struggles for resource control in the Niger delta. 

Review of African Political Economy, Vol. 28 (87). 
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government led by President Yar’Adua for calling for the return of peace 

and security sustainability in the Niger Delta. The Amnesty Program was 

designed for the youth in the Niger Delta to drop their arms against the 

government and the oil companies and the program became successful25,26. 

The Amnesty program returned peace in the Niger Delta where the youths 

dropped their arms against the Nigerian State and were gainfully engaged. 

Thus, the issues of terrorism in Nigeria’s Northeast can equally be resolved 

by borrowing a leaf from the Niger-Delta conflict where the youth took arms 

against the government. This paper recommends Amnesty Program be given 

to the terrorist in   Northern Nigeria to equally drop their arms against the 

government to restore peace in Nigeria between the Boko Haram terrorist 

organization and the Federal Government of Nigeria. Oluduro & Oluduro 

(2012) posit that the Amnesty program was designed as a tool for resolving 

conflict between the youths and the government of Nigeria to achieve 

sustainable peace in the region27. That could also be employed in Northern 

Nigeria where the youth who took arms could be asked to drop their arms 

against the government for peace to be restored in Nigeria.  

 

 

                                                 
25

Oluwaniyi, O. O. (2011). Post-amnesty program in the Niger Delta: Challenges and 

prospects. Conflict Trends, 2011(4), 46-54. 
26Omadjohwoefe, O. S. (2011). Amnesty initiative and the dilemma of sustainable 

development in the Niger Delta region of Nigeria. Journal of Sustainable 

Development, 4(4), 249-258. 
27

Oluduro, O., &Oluduro, O. F. (2012). Nigeria: In search of sustainable peace in the Niger 

Delta through the amnesty program. Journal of Sustainable Development, 5(7), 48 
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Arms Control 

After the provision of the Amnesty program, the youth will drop their arms 

and that could lead to arms control in Northern Nigeria. The country needs 

peace and security sustainability, this is because without peace and security 

it is difficult to achieve meaningful development in the country. A 

respondent from the field opined that: 

“When President Yar’Adua granted Amnesty program to 

the militants in the Niger-Delta region, they dropped 

their arms against the government and surrendered to 

the Federal Government. About 30,000 youth were 

recruited into the Amnesty program and some of them 

were sent abroad for training. Today, we have Pilots, 

Engineers, Doctors, Computer Scientists and others in 

various disciplines of human endeavors’ that were 

trained by the Federal Government as a result of the 

Amnesty that was granted to them for peace and security 

to return to the region. We truly need peace in Nigeria 

and no nation on earth can do better where there is a 

state of insecurity. So, the Amnesty program can be 

applied anywhere not just in Nigeria alone.” 

 

Peace and Security Sustainability 

The most effective way of triggering development in any form is where 

there is peace and security. Since the return of peace to the Niger-Delta 

region, the oil companies have been benefiting because the fear of 

kidnapping which was mostly carried out by the youths in the region has 

stopped. The country is equally doing more production of both oil and gas 

in the said region. This work employs the Nigerian Government to equally 

apply the measures to Boko Haram terrorist group in the Northern part of 

the country for peace to return to that part of the country.  
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Scholars concurred that 30,000 youths were granted Amnesty by the Federal 

Government of Nigeria and that is a great number having militants of such 

magnitude to surrender to the government for peace to reign in the country28. 

Terwase, argue that African countries and not just Nigeria alone need peace 

and security sustainability for development to take place29.  

Conclusion 

The Nigerian State has witnessed Niger-Delta militancy and their operations 

affected the oil exploration in the region especially when they became 

violent, subsequently, the Federal Government of Nigeria led by President 

Yar’Adua offered them Amnesty and that helped to resolve the conflict in 

the Niger-Delta. This paper has drawn lessons from the resolution of the 

said conflict and has, therefore, recommended that the present Government 

should give a chance to Boko Haram by way of offering them an Amnesty 

program where they can drop their weapons against the Nigerian State.  The 

conflict started in 2009 and to date, the conflict is still ongoing and many 

people have lost their lives as a result in Nigeria. The country has lost so 

many soldiers on the battlefields on so many occasions even as they have 

equally killed so many Boko Haram members. Thus, this paper tends to 

examine the issues that led to militancy in the Niger Delta and its 

implications and explore the mechanisms for resolving the conflict between 

the militant groups and the Federal Government of Nigeria. The processes 

and mechanisms of resolving the conflict become a lesson from the Niger-

Delta militancy which can serve as an approach to counter-terrorism in the 

                                                 
28Aghedo, I. (2015). Sowing peace, reaping violence: Understanding the resurgence of 

kidnapping in post-amnesty Niger Delta, Nigeria. Insight on Africa, 7(2), 137-153 
29Terwase, I. T., Talib, A. N. A., Siben, N. E., Puldu, G. S., & Adesina, O. S. (2017). The 

AU/NEPAD Peace and Security Governance in Africa. Otoritas: 

JurnalIlmuPemerintahan, 7(2), 93-99 
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Northern part of Nigeria and indeed any other part of the world where 

terrorism is striving. 
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“Big Data” and Counter Terrorism-A Way Forward 

Maryam Baloch 

Abstract 

The contemporary era of technological advancements provides a plethora of 

opportunities for counterterrorism efforts using Big Data. Big data 

constitute records of all digital information of both the past and the present 

from the beginning of the digital age. The generation of excessive data 

makes it difficult for authorities to analyze and is highly disorganized as 

well, so it becomes difficult to extract information quickly upon need. 

Applying qualitative method, this study explores how states can utilize 

information from the big data to form solutions to counter-terrorism efforts 

swiftly. From pointing out digital alternatives like the use of algorithms, 

employing tracking capabilities and integrating pattern recognition in 

surveillance systems etc. for terrorists, this research leads to provide some 

gainful plans to combat violent extremism through big data and discovering 

opportunities for Pakistan. It identifies current and future technical and 

operational difficulties and supports the use of Big Data for national security 

spheres. 

Keywords: Counterterrorism, Big Data, Algorithms, Surveillance 

Introduction 

In the present era, data is being generated at a rapid speed from a wide range 

of sources. Now data companies have to deal with terabytes, petabytes, 

exabytes, zettabytes and even yottabytes. This complex, dynamic and 

massive volume of data is termed “big data” which can be in the form of 

structured, unstructured, or semi-structured, generated by different 
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platforms like the web, social media, finance departments, CCTV, mobile 

communication, radiofrequency, sensors, satellites and many more. In order 

to counter the spread of hate speech, threat of terrorism and violent attacks, 

this study has been analyzed to identify the significant suggestions from big 

data. 

Terrorism has been a long-running challenge for the international 

community and is a hurdle for the growth of many developing countries like 

Iran, Pakistan, Afghanistan, Iraq, Syria and many more. Contemporary 

terrorist organizations are using computational methods concerning 

technological advancement. The study tends to find potential pathways to 

combat violent extremism via big data. These innovations are being 

produced to create ease in our life but are often used negatively by 

extremists or criminals. While numerous advantages of the internet are 

obvious, it might likewise be utilized to work with the transmission of 

information within the terrorist organizations and just as material help for 

arranged actions of illegal intimidation, all of which require explicit 

specialized technical information for the successful examination of these 

crimes.  

In addition to all other opportunities in society, the technological 

advancements have brought ground breaking ideas for criminals, terrorists 

and other anti-social elements too, that are influencing societies in different 

spheres.  The modern era demands inventive plans to combat extremist 

ideologies and violence. As all the web-based social media networks are 

relatively new, so ideas to combat criminal activities through this medium 

are still under research. Platforms including Facebook, Instagram and 
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Twitter have changed the way of interaction and thus provided new 

opportunities for extremists to propagate and create threats among people.  

Additionally, criminals have also been using these social channels to 

communicate with each other regarding any criminal or terrorist act. 

Extremists are using these computational advancements for communication 

to spread hate and terror, get donors, propagate agenda, publicize crime, get 

sympathy and followers and even for training of their team members.1 Being 

cheap, faster and easily accessible, these social media platforms can be 

considered facilitating factors for terrorists. Terrorist organizations, ISIS, Al 

Qaeda, Al Shabab, Boko haram and Revolutionary Armed Forces of 

Colombia (FARC) working namly through this medium are seen using hi-

tech technologies and high-velocity content.2 Not only social media, but a 

report also shows that terrorist organizations may use PlayStation games for 

communication because it is hard to decrypt information travelled through 

PlayStation games. 

Mass surveillance programs have been conducted by different countries to 

collect relevant data to track down terrorist-related activities but 

stakeholders of those countries have also seen criticism for exploiting 

individual privacy over the digital domain. As there is no specific company 

or country that owns the data, states are getting conscious of their data being 

used by other states as a tool to contain them. This key issue of exploitation 

led the USA to ban eight Chinese applications including WeChat, TikTok 

                                                 
1Carol K. Winkler and Cori E. Dauber, Visual Propaganda and Extremism in the Online 

Environment (Carlisle, Pa: Strategic Studies Institute and U.S. Army War College Press, 

2014).  
2Martin Rudner, “‘Electronic Jihad’: The Internet as al Qaeda’s Catalyst for Global Terror,” 

Studies in Conflict & Terrorism 40, no. 1 (March 30, 2016): 10–23, 

https://doi.org/10.1080/1057610x.2016.1157403. 

https://d.docs.live.net/9754c05b28f69ff8/10.1080/1057610x.2016.1157403
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and Ali pay under the Trump administration. China and Russia are also 

under debate about manipulating the masses, as they are moving towards 

digital rule over the public and monitoring individual activities to track 

offenders through cyberspace.3 

Qualitative analysis with a simple literature review has been made to look 

forward to potential ways to combat violent extremism through big data. 

Based on the literature evaluated for this research, there are numerous 

provisos in counterterrorism techniques in the contemporary era of Artificial 

Intelligence. The previously recommended strategies to battle extremism 

through big data examination are still lacking and are somehow not much 

adequate to deal with the current techniques of terrorists.  

Primarily, this paper proposes the utilization of potential pathways to 

combat terrorism with the help of big data. Better solutions demand the 

utilization of appropriate Algorithms that separate relevant information 

from a variety of datasets along with utilizing decryption tools to analyze 

the encrypted data from hidden servers like the dark web. Relative 

opportunities for Pakistan are also presented, as Pakistan is right now 

lacking in the spheres of artificial intelligence. 

Pakistan and Big Data 

Pakistan is one of the states that have been affected most by terrorism. 

Pakistan has suffered huge human and financial losses. In the past decade, 

Pakistan did exceedingly well in countering terrorism especially in the 

Northwestern part but that success has only been through the use of military 

                                                 
3Peter Bergen et al., “Do NSA’s Bulk Surveillance Programs Stop Terrorists?,” New 

America Foundation, 2014. 
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operations.4 The problem with most developing countries in general and 

Pakistan, in particular, is to pre-empt and respond to a terror attack before 

happening. With the herald of the cyber era, it is now in the realm of 

possibility for Pakistan to move towards advancements that would allow it 

to not only detect any incoming terror attacks but to put a stop to them pre-

emptively as well. For this purpose, Pakistan needs to rely on Big Data. Due 

to restrictions imposed and the unavailability of necessary technology, many 

developing states have not been able to tap into the potential of Big Data in 

identifying or tracking suspected terrorists.  

Since 9/11, Pakistan has been engaged in a ravaging war against terrorism 

within and beyond its boundaries. This war has resulted in countless armed 

encounters between terrorist forces and Pakistan forces leading to terrible 

consequences. The consequential losses Pakistan suffered during the two 

decades of war fighting against the terrorist forces resulted in a period of 

economic crisis for Pakistan from which return seemed like a dream.5 This 

in turn led to a drastic decrease in development efforts of the country’s 

infrastructure in the way of new forms of warfare that emerged along the 

way. The alliance of Pakistan with the US, which is a much more 

technologically advanced state, gave Pakistan a fighting chance with its 

superior technology like drones, ballistic missiles, defence systems and 

surveillance systems, etc.6 Pakistan, while fully aware of the vulnerabilities 

                                                 
4 Sardar Muhammad, “War as an Instrument of Political Policy: Clausewitzian Analysis of 

Operation Zarb-E-Azb,” Pakistan Social Sciences Review 5, no. I (March 15, 2021): 314–

28, https://doi.org/10.35484/pssr.2021(5-i)25. 
5 Muhammad Shahbaz, “Linkages between Inflation, Economic Growth and Terrorism in 

Pakistan,” Economic Modelling 32 (May 2013): 496–506, 

https://doi.org/10.1016/j.econmod.2013.02.014. 
6 Fazal Wahid, “The US War on Terror in Afghanistan and Its Impact on FATA in 

Pakistan,” Global Social Sciences Review IV, no. III (September 30, 2019): 17–24, 

https://doi.org/10.31703/gssr.2019(iv-iii).03. 

http://10.0.138.156/pssr.2021(5-i)25
http://10.0.3.248/j.econmod.2013.02.014
http://10.0.123.215/gssr.2019(iv-iii).03
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that would arise in neglecting the cyber domain, was left with no other 

choice due to limitations that arose via the losses suffered in the war.  

Now, Pakistan is on the track to getting back on its feet with the help of its 

sworn ally, China. Currently, it has started to work on the digital domains 

of warfare by launching various programs within the state to develop a 

credible workforce that can effectively tackle cyber issues and establish the 

basis for e-commerce purposes. There are a lot of areas in the cyber domain 

where Pakistan is lagging far behind. Big data is one of the resources of the 

digital domain that can help Pakistan in rivalling even the most advanced 

nations in the world. The utility of Big Data is almost non-existent in general 

let alone its specific use for countering terrorism.7 Though there are many 

areas of counter-terrorism efforts that can be exploited using the big data 

streams, Pakistan is still lacking and is almost 5-10 years behind 

worldwide.8 

Pakistan is on the gray list of the Financial Action Task Force (FATF). 

Using advanced methods for tracking money using big data analytics would 

help Pakistan to get its name removed from the gray list.9 It is possible by 

using the techniques to track money laundering on digital platforms. Once 

Pakistan establishes big data servers within its borders, it can use algorithms 

instilled with various data sets of previous cases that were detected in 

                                                 
7 Ahmed Mukhtar, “Use of Big Data – a Missed Opportunity,” The Express Tribune, 

October 11, 2020, https://tribune.com.pk/story/2267971/use-of-big-data-a-missed-

opportunity. 
8zahid, Zeng, Zulfiqar, Sherish, Liu, "A Review of Policies concerning development of Big 

Data Industry in Pakistan"iCoMET 2018. 

https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8346315 
9 FATF, “Follow-up Report to Pakistan’s Assessment of Anti-Money Laundering and 

Counter-Terrorist Financing Measures,” www.fatf-gafi.org, May 2021, https://www.fatf-

gafi.org/publications/mutualevaluations/documents/fur-pakistan-2021.html. 

https://tribune.com.pk/story/2267971/use-of-big-data-a-missed-opportunity
https://tribune.com.pk/story/2267971/use-of-big-data-a-missed-opportunity
https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-pakistan-2021.html
https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-pakistan-2021.html


Big data and counter-terrorism [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1] 

  

60 

 

Pakistan to establish parameters for new patterns and unofficial transactions. 

The world is moving at a rapid pace with the developments in digital 

frameworks. Pakistan must keep up with it otherwise it will be left behind. 

To do so, it will have to adopt technological advancements.  

The world is moving towards big data for handling almost all their affairs 

whereas, in Pakistan, no recognition has been given to the value of big 

data.10 The negligible amount of work being done in Pakistan on the topic 

at hand is being carried out by private companies. Various firms like big 

players in the digital economy like Amazon, Facebook, Alibaba, etc. are 

becoming operational in Pakistan utilizing big data analytics to further 

enhance businesses, marketing and IT industries. The concerned 

departments seem to neglect the value that could have been generated by the 

use of Big Data. For a country like Pakistan, utilizing such measures could 

be very handy.  

Given its history of terrorism, it is necessary to keep tabs on the people who 

have been previously involved in any such activities. Keeping a check on 

their texts, posts, calls, etc. and getting warned of any potential threat could 

cut down the number of activities by a big number. Pakistan has already 

done well in terms of military success. Now, the need is to sustain this 

environment of relative peace. For that, Pakistan would have to move 

towards technologically efficient Big Data sooner rather than later. 

                                                 
10 Peter Layton, “Belt and Road Means Big Data and Facial Recognition, Too,” 

www.lowyinstitute.org, June 19, 2020, https://www.lowyinstitute.org/the-interpreter/belt-

and-road-means-big-data-facial-recognition-too. 

https://www.lowyinstitute.org/the-interpreter/belt-and-road-means-big-data-facial-recognition-too
https://www.lowyinstitute.org/the-interpreter/belt-and-road-means-big-data-facial-recognition-too
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Another problem facing Pakistan is the financing of terrorists. It is the 

reason Pakistan has been on the FATF’s gray list for a while now.11The use 

of big data can also help Pakistan in this regard. The programs like “know 

your client” could immensely benefit Pakistan is not only getting out of the 

gray list but can also help the country trace the origin of any money that 

could be used in any future terrorist activities in its territory.12 

Algorithms 

To deal with big data, all types of methods required specific Algorithms. 

Algorithms are the programs that help to give shape to the chaotic streams 

of information in the big data servers. It is possible to use algorithms to run 

prediction programs on the big data servers to discover any planned activity 

of terrorists. Stannat and Mecacci in their paper “Machine learning against 

terrorism” investigate the mass surveillance program explicitly by the USA, 

UK, Germany, Sweden, France and the Netherlands. They suggest that 

algorithms should contain both the “positive or negatives” to maintain 

balance until a person is confirmed to be a terrorist or non-terrorist. 

 A spurious correlation is led by the over fitting in algorithms, as applying 

more datasets results in giving correlations that may be useless for 

intelligence officials. These challenges can give us false classification of 

threats too. Authors identify the difference between the algorithms used for 

local policing and counter-terrorism, as terrorist attacks are often led by 

                                                 
11 Dawn.com, “SBP Prohibits Financial Sector from Dealing in Cryptocurrencies, Says It 

Will Take Action on Violations,” DAWN.COM, April 7, 2018, 

https://www.dawn.com/news/1399997. 
12 Exchange Commission of Pakistan, “Exchange Companies Manual CHAPTER 6 

GUIDELINES & STANDARDS for ANTI-MONEY LAUNDERING and COMBATING 

FINANCING of TERRORISM” (), accessed July 17, 2021, 

https://www.fmu.gov.pk/docs/AML_CFT_Guidelines_in_EC_Manual_by_SBP.pdf. 

https://www.dawn.com/news/1399997
https://www.fmu.gov.pk/docs/AML_CFT_Guidelines_in_EC_Manual_by_SBP.pdf
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lone-wolf terrorism making it difficult to find “digital signatures" and use 

them for further predictions. The paper then says that this problem can be 

solved by “increasing the size of training datasets” because the smaller size 

of datasets can only be helpful in crime estimation of minor violations. 

Algorithms for countering violent extremism need to have already identified 

terrorists to be successful. Normally it would require intensive investigative 

work by the authorities to determine the identity and motives of any 

suspected terrorist. 

However, the big data streams carry loads of information about each 

individual about his digital history. Algorithms allow users to access 

specific parts of big data to find information about their targets. There are 

different types of algorithms that are used for various purposes on big data 

servers. Some allow access to personal information of individuals. Some 

programs work to explore the financial and travel history. Multiple 

algorithms can be used simultaneously to explore the entire life of any 

terrorist including communications with others, financial transactions, 

travel history and relations with other people. The information of all such 

aspects is already on big data servers. However, since it is such a big 

database, algorithms are necessary to extract just the required pieces of 

information. 

The Hadoop cluster system is proposed for combating terrorism efforts 

around the world. This system uses multiple algorithmic approaches like 

parallelization, annotators and annotations, lemmatization, stop word 

remover, term frequency, inverse document frequency and singular value 

decomposition. This performance has been used in the criminal system in 

which the experiment's success was determined to be 100%. The success 
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rate reached 80% in introducing multiple criminal terms with documents. 

This method also proved effective in node clusters. It can also be used by 

security agencies in combating terrorism and terrorist activities.13 The 

parallelization approach divides a single task unit into multiple units and 

performs simultaneously on each divided unit. The parallel units are 

managed by a cluster manager program that increases the processing speed 

of large streams of data by many folds. Annotators and annotations work by 

tagging specific documents, images, videos, social media posts, etc. This 

allows for faster detection of common patterns of communication followed 

by the terrorists.  

Once these terms are identified, the process of lemmatization will then 

merge the similar terms to establish more specificity. The stop words 

remover further removes unnecessary words. Term frequency and inverse 

document frequency define the weightage of the terms that are derived from 

the search. Singular value decomposition further elucidates the terms that 

have high weightage and identifies the sensitive terms with 100% accuracy. 

The proposed method can be a potential source of counter-terrorism efforts. 

It carries great potential in recognizing the key terms that can be used in 

analyzing the streams of big data to find out any sort of communication by 

the terrorists. 

 

 

                                                 
13 Binod Kumar Adhikari et al., “Detection of Sensitive Data to Counter Global Terrorism,” 

Applied Sciences 10, no. 1 (December 25, 2019): 182, 

https://doi.org/10.3390/app10010182. 
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Along with Algorithms, there are many potential pathways to be highlighted 

in the field. Following are the some of the significant actions mentioned. 

Tracking Money Laundering 

The transition of economic markets from analog to digital brought about 

many changes in financial transactions around the world. It opened new 

doors for state and non-state actors to go about their businesses. The transfer 

of money using online platforms leaves a trace of the identity of the person 

or organization making transaction. Records of these transactions become a 

part of big data that can be accessed by the concerned authorities. The non-

cash payment methods that lead to financial crimes are recorded in big data 

storage hubs. The various patterns followed in the conduct of illegal 

transactions are recorded in the database and analyzed by the Financial 

Intelligence Unit (FIU).  

The FIU can use the given patterns to form a typology that highlights the 

activities of such unlawful operations.14 The Financial Action Task Force 

(FATF) is the authority responsible for tracking the illegal activities in 

financial transactions across all regions. The FATF on Anti-Money 

laundering is especially active in investigating terror financing and its 

sources. There is an increasing need to automate the different typologies so 

they can be used to detect new patterns of money laundering that surface 

across the world wide web. 

Thor Olavsrud recommends automating anti-TBML (Trade Based Money 

Laundering) monitoring system that is essential for collecting and analysing 

                                                 
14 Kirill Plaksiy, Andrey Nikiforov, and Natalia Miloslavskaya, “Applying Big Data 

Technologies to Detect Cases of Money Laundering and Counter Financing of Terrorism,” 

2018 6th International Conference on Future Internet of Things and Cloud Workshops 

(FiCloudW), August 2018, https://doi.org/10.1109/w-ficloud.2018.00017. 
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external and internal structured and un-structured data. He is convinced such 

a program should appropriately adjust across key business regions and 

integrate computerized processes utilizing an assortment of cutting-edge 

methods, including Text investigation, Web examination, Web-slithering, 

Unit cost examination, Unit weight investigation, Network (relationship) 

examination of exchange accomplices and ports, international exchange and 

nation profiling investigation. 

The proposed method of automation will result in the use of the data 

collected by banks about their customers to form a better track of their 

transactions. The banks record personal information of all their clients like 

their name, age, background, businesses or jobs, their financial history and 

the locations of their transactions. Whenever there is a breach in the 

financial security or a national security threat is identified, the data gathered 

is used by the Financial Investigation (FI) that works to form a clear path of 

the financial movements both in cash and by digital platforms. The 

formation of history allows for tracking the current pathways of transactions 

by using the set typologies formed by various data sets.  

The findings of the FI then lead to Information Security (IS) branch that 

further investigates the IP addresses and digital footprints of the 

transactions. Big Data tools are used to analyze the information obtained by 

both FI and IS and their resultant observations and hypothesis are then 

transferred to the law enforcement authorities to act upon. It would be 

helpful to introduce new methodologies to automate the new generations of 

variants of money laundering and terrorism financing. The proposed method 

includes generating new typologies from existing criminal cases to form 

new variants. The data from these variants can then be analyzed by the big 
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data tools to detect any unlawful activities of the data sets that are formed 

as a result of automation. 

Games – Modes of Communication 

Initially, games were invented for entertainment. What started as a 

children’s plaything is now one of the most dangerous and untraceable 

modes of communication among the terrorists. There are thousands of 

online games that have been launched all around the globe and have the 

feature of online communication in real-time. Belgium’s Deputy Prime 

Minister, Jan Jambon, gave a warning about the secret communications of 

terrorists over gaming platforms three days before the Paris attacks. He 

emphasised that communications through gaming systems, including the 

PlayStation 4 (PS4), are significantly more difficult to monitor than those 

over social media sites like Facebook or WhatsApp. 

The PS4 Network (PSN), provides a party chat function that allows for text 

and voice communications among players. The feature can also be accessed 

via mobile phones making it much harder to track and easier to exploit.15 

Jeff Bakalar in an interview with CBSN cited how terrorists can utilize 

gaming stages to communicate in a tiny space to be gotten catch as the data 

and correspondence from gaming stations would be encrypted texts, that are 

difficult to be found. The domain of online gaming goes mainly unnoticed 

on monitored channels of social media. The difficulty in tracking 

communications and cryptocurrency transactions in online games provides 

                                                 
15 Ethan McMahon, “Communicating Terror: The Role of Gaming Consoles and 

Backdoors,” Columbia Journal of European Law, January 15, 2016, 

http://blogs2.law.columbia.edu/cjel/preliminary-reference/2016/communicating-terror-

the-role-of-gaming-consoles-and-backdoors/. 

http://blogs2.law.columbia.edu/cjel/preliminary-reference/2016/communicating-terror-the-role-of-gaming-consoles-and-backdoors/
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a vacuum where terrorist organizations and other criminal offenders can 

carry out their businesses without much risk of detection.  

The online gaming systems can be exploited mainly for four purposes i.e., 

content propagation, radicalization & recruitment, communication, combat 

training and money laundering & terrorist financing. Such terrorist goals can 

be deterred to some extent by adopting surveillance in online games. The 

gaming companies should cooperate with security authorities to stop 

terrorist’s efforts on such platforms. During the 2000s, various terrorist 

groups used online gaming to teach war tactics and influence the minds of 

young gamers in joining their cause. One such example is a game developed 

by Al-Qaeda called “Salil al-Sawarem” (The Clanging of the Swords).16 

Terrorists have also been known to use popular games like world of warcraft 

for their recruitment efforts and crypto transactions. To put a stop to such 

transgressions, the lawful authorities need to form algorithms that will alert 

them to certain keywords used in any online game. The keywords can 

constitute commonly used words by terrorists in other intercepted 

communications. Furthermore, gaming companies can also provide security 

agencies with access to their encryptions which would allow for a quicker 

breakdown of terrorist communications that can be analyzed via big data 

tools. The information from games also constitutes a chunk of big data so 

the algorithms necessary to pick out the necessary parts of the data would 

need access from the companies. 

                                                 
16 Ahmed Al-Rawi, “Video Games, Terrorism, and ISIS’s Jihad 3.0,” Terrorism and 

Political Violence 30, no. 4 (August 5, 2016): 740–60, 

https://doi.org/10.1080/09546553.2016.1207633. 
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Following Social Behaviour 

Following the social behaviour of a terrorist can be detrimental to 

recognizing the motives and identities of terrorists all around the world. The 

use of deep neural networks (DNN) by identifying five key parts of terrorist 

activity can be used to deter their acts pre-emptively. In the paper 

"Prediction of Future Terrorist Activities Using Deep Neural Networks" M 

Irfan along with his colleagues have recognized five distinct variables that 

are vital to foresee counterterrorism. These variables are regardless of 

whether the kind of assault is self-destruction, regardless of whether the 

assault is fruitful, what sort of weapon might potentially be utilized, which 

locale might conceivably be focused on and what sort of fear monger will 

be utilized. They have created various models because of conventional 

Artificial Intelligence (AI) strategies, yet the outcomes have exhibited that 

these models can't make forecasts with high exactness. They have created 

NN-and DNN-based models and the outcomes have exhibited that DNN-

based models are the most reliable.  

The model because of DNN has exhibited over 95% exactness contrasted 

with other best-in-class strategies in AI. These profound learning-based 

procedures can help states and police to figure out the variables of 

psychological warfare and to plan techniques to manage illegal intimidation 

before a terrorist movement can occur. The components important for 

predicting a terrorist attack include if the attack is suicide or not, if it is 

successful or not, the kind of weapon that is to be used, the targeted region 

and what sort of terrorist will conduct the attack. Various techniques are 

being developed to focus on these parameters and form DNNs that can 

potentially predict any terror attacks in a given region before they can 

happen. Presently these algorithms have not proven to be very successful. 
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However, the models based on DNN have proven to be 95% more accurate 

than other neural networks.17 If more effort is put into the algorithms 

forming the DNN, the resultant programs may one day be able to predict 

future terrorist attacks with the highest accuracy. However, a huge data set 

is required for that purpose which can be collected by accessing confidential 

information available on the servers of intelligence agencies around the 

world. Only with the collective efforts of multiple states can such a program 

be made possible. 

Another proposed method of analyzing social behaviour could be to follow 

the social media patterns of known terrorists. The records of information 

recorded on big data like the duration of their time on social media apps, 

their followers, posts, etc. can be used to measure the influence any user has 

achieved.18 

Since it is difficult to tackle all social media accounts and platforms, using 

this method, the profiles of high-level propagandists can be classified into 

various categories under their influence level. This will help to identify and 

deal with the most immediate threats first so that major damage can be 

avoided. The profiling of terrorists would also reveal their locations so 

stopping propaganda efforts will not be the only reward. The predictive 

algorithms based on behaviour analysis can also lead to the discovery of 

unknown terrorists should they follow the patterns recorded in the data sets 

of social media profiles. 

                                                 
17 M. Irfan Uddin et al., “Prediction of Future Terrorist Activities Using Deep Neural 

Networks,” Complexity 2020 (April 22, 2020): 1–16, 

https://doi.org/10.1155/2020/1373087. 
18 Cristina Sánchez-Rebollo et al., “Detection of Jihadism in Social Networks Using Big 

Data Techniques Supported by Graphs and Fuzzy Clustering,” Complexity 2019 (March 

10, 2019): 1–13, https://doi.org/10.1155/2019/1238780. 
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Psych Evaluations 

Realizing the intentions of terrorist agents and stopping them in their tracks 

is the core element of anti-terrorist operations. The task of terrorist profiling 

is to separate the terrorist from the common man. It is often found that they 

are the same person. Big data serves to contain heaps of information about 

the daily lives of any individual that can access the internet. However, it is 

difficult for even teams of individuals to go through all that data to find one 

specific thing. Algorithms help to put that jumbled data into an organized 

stream that can easily be sifted through by data analytics.  

The psychological evaluations of a terrorist mindset can help to identify 

them from their behaviour. This sort of data is hard to come by but can be 

extremely useful in the threat profiling of an individual. Multiple data sets 

containing profiles of various terrorists are uploaded to an algorithm that 

runs pattern recognitions from those data sets onto the information available 

in big data servers. The information from these data sets helps to identify 

individuals that can be a possible threat. The data sets become the basis of 

recognizing patterns from real-time data including personal information of 

each known terrorist like their name, age, emails, phone calls and travelling 

history etc.19 

The psychological profiling of a terrorist is difficult because there is a lack 

of sufficient effort to understand his behaviour. Though there is much data 

to be found on speculations of terrorist motives, there is little or no 

information about the inner workings of the terrorist mind. The reason is 

that there are hardly any terrorists that would willingly participate in a 

control group to profile their motives. Also, different organizations have 

                                                 
19https://link.springer.com/article/10.1007/s11948-020-00254-w#Sec2 
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different ideologies and various goals which affects the mind of different 

terrorists in different ways. The data gathered from big data can give a 

certain viewpoint into the lives of various terrorists that can in turn reveal 

their motives and indifferences towards each other and the world. It is 

speculated that psychological profiling can be the greatest asset in pre-

empting terrorist attacks should it become possible. The use of big data in 

establishing parameters of the judgment of the psychological mind of a 

terrorist can be a huge leap in that direction.  

Geo Tag Devices 

Geo-tag devices have a global positioning system (GPS) integrated into 

them that can send the coordinated location of anything they are tagged in 

the form of a message or an image. In the contemporary era, geo-tag devices 

are used in cars to keep a track of their movements in certain areas. These 

are mostly implanted by banks when they loan out a vehicle or by the police 

when they need to run surveillance on a suspect. The geotag devices are 

directly linked to GPS satellites. The link allows for tracking the real-time 

location of anything that is tagged with the device. It is also possible to tag 

online posts on digital social platforms.  

In 2014, a person from New Zealand who moved to the Islamic State (IS) 

and tweeted some posts that were geotagged. He later realized his mistake 

but not before giving away his location. This technology can be used to track 

terrorists across any region. Their locations in real time could lead to their 

contacts in a state and reveal their plans of action. The information obtained 

from geotags can be instrumental in verifying suspects. Counter-terrorism 

authorities have revealed that geotags provide a lot of information about 

suspected individuals. 
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Though they are currently in use, geotags can further be improvised into 

identifying the unknown enemies as well. The use of geotags along with 

predictive algorithms that are provided with established data sets to predict 

new sources of communications among terrorists can potentially allow for 

the discovery of the exact locations of terrorist groups. Geotags can also be 

used to keep a track of propaganda efforts on social media. They can be 

programmed to search for specific keywords or images using the Hadoop 

cluster system to automatically remove any malicious content that can 

influence the minds of the young generation. 

Emotion Recognition System 

Machine learning and face recognition software has long been in use in both 

domestic and international affairs. They have now become so common that 

even mobile phones carry facial recognition security systems. Now, along 

with facial recognition, there is also development in the emotional 

recognition of an individual. Although the US has been working on this 

technology for a long time and has had a great measure of success. China 

has also been in the works to obtain this technology for quite a while. 

Recently, they have been successful to an extent where they could even take 

the lead over the US. The Chinese systems have been able to detect the 

emotions a person is feeling with up to 95% accuracy. 

They are of the view that their technology can have unrivalled uses in both 

military and non-military domains. In 2018, the Alpha Eye of China was 

able to point out a trained sniper from eight soldiers by observing their 

expressions. This was done at a pace higher than even the most trained 
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physicians.20 It is theoretically possible to use this technology to recognize 

terrorists to catch them in the act. Many suicide bombers and newly trained 

assets of terrorist organizations show signs of emotional distress when on a 

mission. Their psychological profiles along with the emotional detection 

programs can, to a great degree, work to prevent terrorist attacks on a global 

scale.  

Such measures implemented in states across the globe will raise a lot of 

questions about the privacy of individuals, however, it is a necessary 

sacrifice for greater security. The emotion recognition systems should make 

use of security and traffic cameras around important structures to establish 

emotional profiles of individuals seen in the cameras. Any suspicious 

individual would soon be apprehended and questioned by the authorities. 

This model will take a lot of time and effort to be implemented. Initially, a 

lot of issues can arise about false positives and the inflow of stressful 

individuals. For this purpose, various data sets would have to be introduced 

in programs after they have been installed to keep the focus on individuals 

that can harm civilians. But, the benefits of such a program are every bit 

worth the effort as the rewards could potentially bring peace to entire 

regions. 

Access to Local Departments 

Since big data is just a muddle of information that spans over yottabytes, 

there are not many systems that can effectively access it. Even among major 

tech companies, there is only a select few that can access more than a few 

domains of big data as it requires a huge amount of processing power. For 

                                                 
20 Huang Lanlan and Lin Xiaoyi, “China Leads in Emotion Recognition Tech, Reinforces 

Privacy Rules to Tackle Abuse - Global Times,” www.globaltimes.cn, 2021, 

https://www.globaltimes.cn/page/202103/1217212.shtml. 
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instance, iTech Art is a company that specializes in Artificial neural 

networks in big data. They also excel in AI algorithms and applications, big 

data cluster management, parallel processing and GPU processing. IBM 

keeps its focus on the Hadoop system, Stream computing and Federated 

discovery and Navigation.21 

Therefore, the access to the servers of big data is restricted in the law 

department to intelligence agencies or those dealing with national threats. 

Since there is a lack of necessary processing power in the official servers of 

government agencies, they cannot afford unrestricted access to bug data that 

hinders their abilities to perform their jobs. However, it should be possible 

to provide access to a few smaller data sets of big data to local law 

enforcement agencies as well.  

The local authorities can use such data sets to run the light predictive 

analysis, emotion detection, facial recognition and pattern analysis on any 

given suspect to make quick judgments. This could help them to recognize 

and effectively deal with the already known threats. It takes some time for 

local agencies to contact the higher authorities for access upon suspicions 

about an individual or a group. This hassle can be avoided if local 

departments are provided with a degree of access that can be managed. It 

will increase their chances of apprehending terrorists before they can get a 

shot at implementing their plans. 

The local agencies would also have to sign agreements to misuse not the 

given access. There are a lot of suspicions of corruption and fraud among 

                                                 
21Software Testing Help, “Top 13 Best Big Data Companies of 2019,” 

Softwaretestinghelp.com, November 20, 2019, https://www.softwaretestinghelp.com/big-

data-companies/. 
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the local law enforcement authorities by the people. The governance system 

will have to ensure that the data access will not compromise the integrity of 

the citizens in any way. It would go a long way in establishing trust with the 

civilians if the inappropriate access to their information from big data 

servers was made punishable by law. The cooperation of the public is just 

as necessary in maintaining national security as in the establishment of law 

enforcement agencies and courts to ensure social justice. 

Dark Web Tracing and Blockage 

The dark web is a part of the internet that is not accessible to the public. 

Some specific requirements have to be met to access that platform. Even if 

someone manages to access the web, the workings of the system are too 

complex for any common man to understand. It is imperative to make sure 

to hide one’s digital signature before entering the dark web as it is extremely 

easy to track someone who is not using the proper equipment for hiding his 

identity.  

The encryptions that are used by professional hackers and terrorists on the 

dark web are too complex to track. This is because the dark web covers most 

illegal markets and trade agreements. It is believed that many of the world’s 

elite personalities use the dark web to gather things like artwork, drugs, 

machines etc. that would normally be inaccessible to the public. It is also 

possible to get fake identification documents and weapons. The promise of 

anonymity along with access to all sorts of unique and illegal goods make 

the dark web alluring to anyone looking to carry discreet transactions. 

Terrorists have also been known to use the dark web for communications, 

propaganda and weapons deals.  
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They possess the necessary hardware to mask their signature on the digital 

domain on the dark web. Therefore, the law enforcement agencies are left 

with no other choice but to access the dark web themselves to follow the 

communication pathways of terrorists. This approach, however, can only 

work if it is known when the terrorists are communicating and what IP they 

are using for their messages. That is why it is not a very successful way of 

countering terrorists as often there are decoys found among the intercepted 

communications that are extremely misleading for the authorities.  

One way to overcome this situation would be to form algorithms that can 

detect subtle changes in the changed IP addresses that are formed using 

external hardware. Should this become possible, it would change the whole 

dynamic of the dark web as anonymity would no longer be guaranteed. This 

could not only disrupt the illegal trades and transactions over the dark web 

but could also lead to the discovery of established and potential terrorist 

hideouts, the revelation of their attack plans and the locations of the sleeper 

cells etc. The ability to track the real location of the user of the dark web 

could provide us with the data sets to unravel multiple encryptions on the 

dark web.  

Dividing National and International Communication Platforms 

Social media provide a great attraction for people of both young and old 

generations. The influence has expanded to such an extent that life without 

it seems unimaginable for the younger generations. Terrorists also use social 

media to send their propaganda messages across the borders and into the 

world. Despite efforts from multiple companies and authorities, the social 

media accounts of terrorists are active on many platforms. Since major 
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social media platforms are utilised by people around the world, terrorists 

will find it easier to direct their propaganda efforts towards masses at once. 

This can be avoided by launching social media applications separately for 

national and international use. The national applications can focus on the 

people of a state that can have no outside interference. The propaganda 

launched on such platforms would tell us that there are terrorists within the 

state and their locations can become relatively easier to trace. The option of 

hiding the identity by using a VPN would still be available but the impact 

would be greatly reduced as it would become easier to identify posts from 

outside sources.  

International applications should be launched separately where people can 

interact with each other on a global scale. The global applications should be 

completely accessible by the governing authorities without any data 

restrictions so they may be able to monitor any terrorist chatter on such 

platforms. The posts on such platforms would be harder to track but also 

less likely to influence the minds of young people once they realize that they 

cannot be trusted. There is the possibility of hiding the digital signature to 

access anonymous servers, however, if the algorithms to track the activity 

on the dark web become a reality, then they can be utilized in such 

applications to break the multi-layered encryptions that hamper the 

detection efforts of intelligence agencies. The implementation of such a 

system will be met with much hostility, especially from the younger 

generation that has become increasingly dependent on social media in their 

daily activities. But that has also made them susceptible to dangerous 

suggestions from terrorist propaganda.  Ultimately, it will be up to the 
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people how they choose to reach the information provided to them, but this 

system can help them to better identify who the real enemy is. 

Conclusion 

Cyberspace is considered to be a complicated domain in state affairs as it 

does not have any physical parameters for control. Unlike the other domains 

of land, sky, sea and outer space, cyberspace exists in a virtual plane and is 

easily accessible by all individuals around the world. The new time of 

worldwide extremist warfare has carried new difficulties to which the speed 

of progress in counterterrorism practice has been phenomenal in the world's 

long history of safeguarding the safety of respective states.  

This paper investigates the need for inventive ideas, distinguishing the 

analytical difficulties of taking care of expanded volumes of data, 

considering new functional difficulties from arising dangers and inspects 

how Big Data can quickly foster counterterrorism practices to speed up the 

ID of terrorist organizations, support recognizable proof of the underlying 

foundations of radicalization inside web-based networks and increment the 

adequacy of counterterrorism procedures to protect residents from the 

contemporary threat of terrorism.  

This is not practically possible to achieve enduring success through big data 

only, it is mandatory to have a combination of both Human intelligence and 

big data analytics. Tasks for examiners arrive when the data is collected and 

now, they have to analyze it to other levels to get a realistic view of changing 

nature of situations and that too is demanding. Specifically, in circumstances 

where oppressors are trying hard to misuse and manipulate the platforms 

that are the source of the information that is to be analyzed by officials.   



Big data and counter-terrorism [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1] 

  

79 

 

A large amount of data is to be considered again and again for better results. 

So the combination of Human intelligence and big data is mandatory to 

achieve the desired results of peace maintenance whether in a specific state 

or globally. Different cyber-attacks and physical assaults have brought the 

security agencies to use big data in finding the clues to offenders and 

offences. From the ascending amount of data, security officials have infused 

largely in the artificial intelligence and technologies to gather and analyze 

data. Even though the expertise of agencies lacks in dealing with a huge 

amount of data, the security departments still try their level best to analyze 

and excel in their managerial capabilities with the help of big data.   

Although the process of extracting useful information from this exponential 

amount of data is tough and crucial, still agencies are somehow successful 

in the race. So the use of big data for combating violent extremism is not 

too futuristic and even some countries are already on the path. We can 

predict the success and complete elimination of terrorism under the umbrella 

of big data.  
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Cryptocurrency and Terror Financing: Threats and Policy 

Options for Pakistan 
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Abstract 

Cryptocurrencies offer both positive and negative aspects. However, the use 

of cryptocurrencies for terror financing outweighs every other aspect. Its 

potential to be used by terrorists and hostile actors to carry out heinous acts 

poses a threat to global peace. It takes on a more serious form in developing 

countries like Pakistan, which is fighting a battle against terrorism for the 

last few decades. Nonetheless, now digital financing has become an 

undeniable reality of the modern world, it is essential to devise a 

comprehensive strategy for breaking the nexus between terrorism and 

cryptocurrencies.  

This paper intends to explore the answers to the questions that why 

cryptocurrencies are becoming a preferred mode for terror financing. It 

argues that the anonymity, decentralization and operational ease of 

cryptocurrencies make them a preferred medium for terrorist organizations. 

Therefore, enhancing institutional capacity by training human resources and 

making dedicated efforts at the national level will prove to be instrumental 

in delinking terrorism and cryptocurrencies. Moreover, close collaboration 

between international watchdogs and national institutions is essential in 

mitigating the threat of the use of cryptocurrencies for militancy and 

terrorism.  

Key Words: Cryptocurrencies, Terror financing, Terrorism 
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Introduction 

The advent of cryptocurrencies is a watershed event in the discourse of 

international political economy. It is changing the world in every 

dimension.1 The decentralization, anonymity and global outreach associated 

with digital currencies have increased its popularity among individuals, 

groups, organizations and even states. However, governments and 

international financial institutions are apprehensive of the use of such 

currencies by hostile actors to finance their nefarious activities as predicted 

by recent reports and analyses.2 

The international economic organizations have made efforts to fill the 

structural loopholes in the formal banking and financial sectors, which 

terrorist outfits have been exploiting for their benefit, however, a lot of work 

is yet to be done. Cryptocurrencies have become a preferred mode of terror 

financing as it has the potential to unleash new opportunities for terrorist 

groups who aim to circumvent surveillance system enacted nationally and 

internationally.3 In such conditions, it is imperative to analyze the role of 

cryptocurrencies in empowering terrorist organizations especially in 

developing states. 

Pakistan remained confronted with the challenges of terrorism and militancy 

since the post-Afghan war era. Reportedly 80,000 Pakistanis have lost their 

lives because of the menace of extremism. The country also suffered 

                                                 
1 FATF, “Virtual Currencies – Key Definitions and Potential AML/CFT Risks”, June 2014, 

http://www.fatfgafi.org/media/fatf/documents/reports/Virtual-currency-key-definitions-

and-potential-aml-cft-risks.pdf 
2 ECB, “Virtual Currency Schemes – a further analysis”, February 2015, 

https://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf 
3 A. MARSHALL, “P2P Cryptocurrency Exchanges, Explained”, April 2017, 

https://cointelegraph.com/explained/p2p-cryptocurrencyexchanges-explained.  

http://www.fatfgafi.org/media/fatf/documents/reports/Virtual-currency-key-definitions-and-potential-aml-cft-risks.pdf
http://www.fatfgafi.org/media/fatf/documents/reports/Virtual-currency-key-definitions-and-potential-aml-cft-risks.pdf
https://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf
https://cointelegraph.com/explained/p2p-cryptocurrencyexchanges-explained
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economic losses worth billions of dollars in the fight against terrorism. 

Pakistan has launched several military operations to root out terrorism. Zarb 

E Azb was followed by a series of operations, resultantly Pakistan emerged 

as one of the few countries which countered terrorism successfully. 

However, the presence of the Islamic State of Khorasan (IS-K), Tehreek 

Taliban Pakistan (TTP) and militant groups in Afghanistan continued to 

pose a serious threat to Pakistan.4 Coupled with this, the use of digital 

economy for terror financing has emerged as an existential threat to the 

country. It is thus imperative to wipe out all sources of terror financing due 

to precarious geostrategic threats existing already. Pakistan has successfully 

closed major avenues of terror financing which is also lauded by the 

Financial Action Task Force (FATF), a specialized agency committed to 

ending money laundering and terror financing.5 Despite significantly 

improving the formal channels used for circulation and flow of cash, 

terrorists may transfer money to any part of the world through 

cryptocurrencies. Therefore, significant strategies are needed to act swiftly 

and decisively.6 

A smooth flow of money and aid is a lifeline for terrorist outfits. They chalk 

out different strategies for diversifying their sources of funding. People from 

                                                 
4Sajid, I. (2021). Pakistani premier says sanctioning Taliban would help Daesh/ISIS. 

Retrieved from AA: https://www.aa.com.tr/en/asia-pacific/pakistani-premier-says-

sanctioning-taliban-would-help-daesh-isis/2389382 
5FATF. (n.d.). Follow-up report to Pakistan's assessment of anti-money laundering and 

counter-terrorist financing measures. Retrieved from 2021: https://www.fatf-

gafi.org/publications/mutualevaluations/documents/fur-pakistan-2021.html 
6 ECB, “Virtual Currency Schemes – a further analysis”, February 2015, 

https://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf 

https://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf
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different walks of life participate in funding terrorist organizations.7 The 

nature and source of funding vary according to organizational structures and 

objectives of the terrorist groups.8 The organizations use available means to 

grasp maximum resources for the attainment of their malicious objectives. 

Terrorist organizations need finances for two purposes primarily. Firstly, to 

carry out the acts of violence and terrorist operations. Secondly, it is needed 

for technical necessities and organizational sustainability.9 Terrorism is a 

source of living for terrorists.10 Therefore, money is inevitable for any 

terrorist organization.  

The sources of terrorist financing are wide-ranging. Criminal activities like 

theft, robberies, extortion, ransom human trafficking and drug trade are the 

preferred choices of terrorist organizations. With the above-mentioned 

sources of funding, organizations have to deposit their illegal money to 

legitimate bodies. Therefore, cryptocurrencies due to their nature provide 

relative ease to a terrorist organization for terror financing.  The current 

modus operandi of the cryptocurrency dealers, traders and financer are 

through large-scale companies. For instance, Binance Holding Inc is an 

international company worth $100bn.11 Money can be transferred, like that 

                                                 
7G. HILEMAN and M. RAUCHS, “Global Cryptocurrency Benchmarking Study”, 

Cambridge Centre for Alternative Finance, 2017, 

https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/alternative-

finance/downloads/2017-global-cryptocurrencybenchmarking-study.pdf 
8 Kyle Torpey, “Darknet Customers Are Demanding Bitcoin Alternative Monero,” Bitcoin 

Magazine, August 26, 2016  
9 J. P. Buntinx, “ZCash Becomes the New Cybercrime Currency as Criminals Deploy 

Malicious Mining Software,” themerkle.com, December 15, 2016  
10Ablon, Lillian, Martin C. Libicki, and Andrea A. Golay, Markets for Cybercrime Tools 

and Stolen Data: Hackers’ Bazaar, Santa Monica, Calif.: RAND Corporation, RR-610-JNI, 

2014  
11CNBC. (2022). 2021 recap: Biggest crypto scams of the year. Retrieved JANUARY 12, 

2022, from https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-

of-the-year-11914962.html 

https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/alternative-finance/downloads/2017-global-cryptocurrencybenchmarking-study.pdf
https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/alternative-finance/downloads/2017-global-cryptocurrencybenchmarking-study.pdf
https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-of-the-year-11914962.htm
https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-of-the-year-11914962.htm
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of other digital exchanges, to any part of the world from this platform. It 

remains legit and there are no legal ramifications to assess the underlying 

regularities. The companies working through appear legitimate in the 

exchange of money.  

Another major source is getting money from legal sources such as fund-

raising campaigns. Terrorist organizations have sympathizers who provide 

them with money. Moreover, arms trade and money laundering are also a 

source of funding for terrorist organizations.  The most glaring example in 

this regard is ‘Fund the Islamic Struggle without leaving a trace.12 It is a 

notorious dark web page that campaigns for funds to sponsor terrorist causes 

in different parts of the world. It has been allegedly operated by ISIS. 

According to Weimann et al, this website has been actively employing 

cryptocurrency for its operation. 

In a similar context, the FBI traced and closed a mammoth network named, 

‘The Silk Road’ which was involved in such activities. It was operating 

through the Dark web and received funds from Bitcoin.13 Similarly, Barhun 

Naim, who sponsored and conducted the 2016 Jakarta attacks, used Bitcoins 

and other cryptocurrency sources.14 Moreover, a group was apprehended in 

America which used to facilitate ISIS in collecting Bitcoins. The examples 

                                                 
12Weimann et al Perspectives on Terrorism 

Vol. 10, No. 3 (June 2016), pp. 40-44 (5 pages) 
13 Jake Frankenfield, “Silk Road Definition,” Investopedia, accessed January 27, 2022, 

https://www.investopedia.com/terms/s/silk-road.asp. 
14UN. (n.d.). Countering the use of cryptocurrencies to finance terrorism in the Middle 

East. Retrieved JANUARY 2022, from 

https://www.un.org/counterterrorism/events/coutering-use-of-cryptocurrencies-to-

finance-terrorism-in-Middle%20East 
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simply show that there has been an incessant rise in the utilization of all 

possible means by terrorists to use cryptocurrencies for illicit purposes.  

Defining Cryptocurrency 

A cryptocurrency is a unit of measure, medium of exchange and store of 

value. Cryptocurrencies do not have any inherent value. Their value depends 

on the value of other currencies and assets.  Forbes defines cryptocurrency 

as a medium of exchange that is digital, encrypted and decentralized. Unlike 

the U.S. Dollar or the Euro, there is no central authority that manages and 

maintains the value of a cryptocurrency.15 

Instead, these tasks are broadly distributed among a cryptocurrency’s users 

via the internet whereas cryptocurrencies use blockchain technology for 

implementing their transactions. The parties involved in the transaction 

validate and authenticate the entire ledger and transaction. Alistair Milne 

defines cryptocurrencies as an asset on a blockchain that can be exchanged 

or transferred between network participants and hence used as a means of 

payment—but offers no other benefits.16 

Cryptocurrency works through peer-to-peer transactions.17 There is no 

involvement of any banking channel. Payment can be sent and received 

from any part of the world without involving in any legal and financial 

                                                 
15 Dylan Yaga et al., Blockchain Technology Overview, National Institute of Standards and 

Technology (NIST), NIST Interagency Report 8202, January 2018, pp. 12-25, at 

https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8202.pdf. 
16 Paul Schrodt, “Cryptocurrency Will Replace National Currencies By 2030 According to 

This Futurist,” Time.com, 

March 1, 2018, at http://time.com/money/5178814/the-future-of-cryptocurrency/. 
17 Jake Frankenfield and Melody Kazel, “Bitcoin Mining,” Investopedia, last modified 

2022, accessed April 11, 2022, https://www.investopedia.com/terms/b/bitcoin-mining.asp. 

https://www.investopedia.com/terms/b/bitcoin-mining.asp
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formalities. Advance coding techniques are used to verify and authenticate 

transactions. Encryption is provided to currency and public ledgers. 

Complex mathematical problems are solved during the mining of 

cryptocurrency.18 It requires ample computing power. The picture below 

explains how cryptocurrencies work.  

 

Source: Software testing help 

                                                 
18Nandan Gowda and Chandrani Chakravorty, “Comparative Study on Cryptocurrency 

Transaction and Banking Transaction,” Global Transitions Proceedings 2, no. 2, 

International Conference on Computing System and its Applications (ICCSA- 2021) 

(November 1, 2021): 530–534. 
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Research Questions 

Primary research question 

i. What are the measures required for prevention of terror financing 

through cryptocurrency in Pakistan? 

Secondary research questions 

ii. How is a cryptocurrency used in terror financing? 

iii. How can Pakistan cooperate with international organizations and 

partner countries to counter this threat? 

Literature Review 

Cynthia et al have discussed the use of cryptocurrencies for terror financing. 

They argue that terror financing has been shifting in size and scope. Modern 

and more volatile sources have entered the domain.19 The most threatening 

among them is cryptocurrency. Their research has focused on two basic 

questions. The first one is the tendency of terrorist organizations to use 

cryptocurrency. The second question is how the organizations will use 

money in the future. They will be using future technologies to expand their 

sources of information and money.20 It has furthered the unanimity and the 

level of high-volume transactions. They believe that the future endeavours 

of terrorist organizations will flow from cryptocurrencies.  

                                                 
19Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of 

Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed 

2022. https://www.rand.org/pubs/research_reports/RR3026.html. 
20Teichmann, F.M.J. (2018), "Financing terrorism through cryptocurrencies – a danger for 

Europe?", Journal of Money Laundering Control, Vol. 21 No. 4, pp. 513-

519. https://doi.org/10.1108/JMLC-06-2017-0024 

https://www.emerald.com/insight/search?q=Fabian%20Maximilian%20Johannes%20Teichmann
https://www.emerald.com/insight/publication/issn/1368-5201
https://doi.org/10.1108/JMLC-06-2017-0024
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Several features have been identified which make the digital currency a 

vigorous source of money laundering and then terror financing and five 

basic characteristics of cryptocurrencies have been highlighted.21 The first 

among them is anonymity. One cannot know who is sending and receiving 

the money. It protects the parties at both ends. It makes the whole process 

cumbersome for law enforcement agencies to detect. The second pivotal 

aspect is the usability of cryptocurrencies. They are more prone to be used 

in any type of circumstances.  

The third important aspect is the acceptance of cryptocurrencies. They are 

widely accepted by the people and organizations as no authentication 

mechanism exists to recognize if the currency is earned through illicit and 

illegal means. The fourth important characteristic of cryptocurrencies is 

their reliability. They are simply efficient for the end-users. The last 

characteristic which makes it more effective is the volume of transactions. 

People can use these transactions for a high volume.  

Furthermore, scholars believe that currently, the use of cryptocurrencies is 

relatively low. People are not properly aware of the severity. In the years to 

come, the use of cryptocurrencies by terrorist organizations will be the 

prime source of funding. They will be using it without any fear of the law. 

The researchers recommend that the government and law enforcement 

agencies must take proper measures to counter and curtail proliferation of 

terror financing sources.  

                                                 
21y Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of 

Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed 

2022. https://www.rand.org/pubs/research_reports/RR3026.html. 

 



Cryptocurrency and terror financing [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1] 

 

89 

 

Cuica et al argue that since 2008 the use of cryptocurrencies has been 

increasing. It will rise at an incessant pace in the future. Cryptocurrencies 

were developed to safeguard the economy against shocks and recessions.22 

Yet, the hostile actors have infused it for their vicious purposes. It is because 

of the inherent and inalienable characteristics of cryptocurrencies. The key 

is the hidden identity of its users.  Terrorist groups like ISIS and Al Qaeda 

have also already used these means to attain their terrorist and violent ends.23  

Government agencies from different parts of the world need to collaborate 

and take multilateral initiatives in this regard. It would ensure that 

companies, organizations and people comply with the rules and regulations, 

otherwise, implications of cryptocurrencies for global peace and harmony 

are detrimental.  

Zhu et al found that cryptocurrency will become a prime source of terror 

financing in the future. The developing countries would be at a higher risk. 

They further argued that there is a need to strengthen supervision of national 

and international institutions. Their research concluded that it would only 

be possible by making a consensus-based international system. The 

governments around the world must develop their national-level plans of 

action as well.  

Cho et al believe that financial technologies and digital payment methods 

have ushered in a new era for terrorists. They are more motivated and 

                                                 
22y Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of 

Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed 

2022. https://www.rand.org/pubs/research_reports/RR3026.html. 
23y Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of 

Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed 

2022. https://www.rand.org/pubs/research_reports/RR3026.html. 
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equipped to exploit vulnerabilities of the international system. Terrorist 

organizations will use cryptocurrencies for terrorism purpose. Globally, the 

state agencies may not be able to decipher the sources. It would have 

become a distant choice for the end-users.  

Afzal et al argue that cryptocurrencies are illicit and illegal means of transfer 

of money. The Federal Board of Revenue and Federal Investigation Agency 

do not allow trade and transactions through cryptocurrencies. These 

institutions have recognized the negative aspects of trading via 

cryptocurrencies and are focusing on taking appropriate measures for 

regulation of digital financing as a key priority.  

This research explains the threats that cryptocurrency and online financing 

have posed to developing states. It also suggests viable solutions and policy 

recommendations to counter the threats and challenges in the context of 

Pakistan. This research highlights that the present pitfalls in the legal 

structures regarding cryptocurrencies need to be reformed.  

Literature Gap 

The existing literature does not explain and elucidate the use of 

cryptocurrencies for terrorist activities in the case of Pakistan. There is a 

dearth of proper empirical research which can provide an effective analysis 

of the cryptocurrencies in the context of Pakistan. The existing literature 

either focuses on terror financing issues or the prospects of the 

cryptocurrency.  

In addition, the government has banned cryptocurrencies. It will not work 

in the future, because the technology cannot be stopped from making its 

inroads. Thus, the inflow of cryptocurrency needs efficient preventive and 
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pre-emptive measures. Otherwise, it will be difficult in the years to come to 

stop terrorists from employing these digital means. So, there must a 

comprehensive strategy to curtail the use of cryptocurrencies in terror 

financing.  

Methodology 

The following study is qualitative, exploratory and descriptive. Data is 

collected from secondary sources. For the secondary data, journals, research 

articles, newspapers, reports, laws, cases and internet sources have been 

consulted. An analytical approach is adopted to identify and comprehend 

the multifarious aspects of the subject under consideration. The components 

of cryptocurrency and terror financing are discussed thoroughly for better 

and deeper introspection. The analysis provided is opinion-based, however, 

it is firmly rooted in evidence. The study is an effort to cover and thoroughly 

analyze the prospects of mitigating the security threat of cryptocurrency for 

Pakistan. The implications of the cryptocurrency have been discussed by 

observing different cases in various countries and inference has been made 

in the context of Pakistan.  

Threats and Challenges of Online Financing for Pakistan 

The existing literature shows that developing countries lack laws and 

regulations to govern the issues of terror financing through cryptocurrency. 

In this regard countries need to implement policies to counter threats of 

terror financing.  

The Need for Consolidated Formal Mechanism 

A formal mechanism is needed to eliminate the terrorist financing sources. 

The FATF tried to convince the states to manage conventional sources of 
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terror financing. The government has implemented different policies to end 

terror financing through banking channels.24  It has control over digital 

mechanisms of payment. Now, there is a need to build policies to tackle the 

emerging threat of cryptocurrencies too.  

The following graph shows how hackers, terrorists and other criminals can 

use cryptocurrency for illicit purposes. They exploit companies and 

individuals to pay ransom to recover their data and other vulnerable online 

sources. The organizations have no other option but to pay.  

The money can be spent for terrorism and criminal purposes as the graph 

elaborates.   

 

Source: FATF  

                                                 
24Darknet Bust: Global Law Enforcement Raids Massive Counterfeiting Organization,” 

Deep.Dot.Web, December 17, 2016. As of February 22, 2019: 

https://www.deepdotweb.com/2016/12/17/ 

https://www.deepdotweb.com/2016/12/17/
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Money Laundering for Terror Financing 

Organizations like ISIS can get money from cryptocurrency.25 As 

cryptocurrency is decentralized and the state usually does not have access 

to the transactions,26 it can be used to conduct trans-national terrorist 

operations and to finance acts of terrorism globally. This has the potential 

to strengthen various militant groups in different parts of the world.  

Anonymous Nature of Finance 

The picture below shows how cryptocurrency works. It explains the overall 

covert mechanism of its operation.  In the long term, it would empower the 

enemies of the state. It must be dealt with by the government with severe 

action.  

 

Source: Block Geeks 

                                                 
25 Andreessen, Marc, “Why Bitcoin Matters,” New York Times, January 21, 2014. As of 

February 23, 2015: http://dealbook.nytimes.com/2014/01/21/why-bitcoin-matters 
26 Atlas, Kristov, “Weak Privacy Guarantees for Shared Coin Mixing Service,” security 

advisory blog post, June 9, 2014a. As of February 21, 2019: 

http://www.coinjoinsudoku.com/advisory/ 

http://dealbook.nytimes.com/2014/01/21/why-bitcoin-matters
http://www.coinjoinsudoku.com/advisory/
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Source: Medium.com 

Coordination between the Institutions and Allocation of Funds 

The concerned institutions need to enhance their capacity and capability to 

handle this emerging threat. They must develop an efficient governmental 

policy and institutional framework to cooperate with other states and engage 

international institutions. It would lead to significant reforms in the long 

term. Moreover, dedicated funds for curbing cryptocurrencies in terror 
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financing are required.27 The threats are real and the activities of the terrorist 

organizations are increasing28 hence, appropriate response is inevitable. 

Crypto Scams and Terror Financing 

Similarly, Crypto scams and frauds are on the rise. According to CNBC,29 

an American TV channel, the scammers plundered more than $7.8bn from 

crypto investors in 2021 alone. It was done by getting access to their 

accounts. The most notorious example of a crypto scam in 2021 was related 

to Save the Kids. It was celebrity sponsored and lauded the initiative. The 

people behind it had good intentions but the cryptocurrency dealing in it was 

fraudulent. It was run through FaZe but the people investing in it sold their 

coins. It led to a disastrous end for the investors. On the other hand, the 

Squid Coin was also a malicious scheme. It was promoted and sponsored by 

the creators of the Squid Game. It was amply planned as the creators fled 

with millions of dollars. In addition, the Poly Network hack led to the loss 

of $600mn.  In a similar domain, the maintainers and developers of the 

Afriscyrpt fled with billions of dollars. The developers were running a 

currency exchange. Yet once they developed to a certain extent they fled 

with the money. Lastly, Bored Club Non-Fungible Token faced incessant 

fraud, too.  

                                                 
27 Baron, Joshua, Angela O’Mahony, David Manheim, and Cynthia Dion-Schwarz, 

National Security Implications of Virtual Currencies: Examining the Potential for Non-

state Actor Deployment, Santa Monica, Calif.: RAND Corporation, RR-1231- OSD, 2015. 

As of June 15, 2018:  
28 Ben-Sasson, Eli, Alessandro Chiesa, Christina Garman, Matthew Green, Ian Miers, Eran 

Tromer, and Madars Virza, “SNARKs for C: Verifying Program Executions Succinctly and 

in Zero Knowledge,” in Ram Canetti and Juan A. Garay, eds., Advances  
29 CNBC. (2022). 2021 recap: Biggest crypto scams of the year. Retrieved JANUARY 12, 

2022, from https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-

of-the-year-11914962.htm 

https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-of-the-year-11914962.htm
https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-of-the-year-11914962.htm
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Contrary to it, the situation in Pakistan has not been different. Federal 

Investigation Agency has filed a case against Binance, the largest crypto 

exchange. The agency has alleged that more than 100,000 people have been 

looted through fake transactions.30 According to FIA, the majority of people 

have complained that they are unable to access their apps. The money 

involved in this scam is more than $100 million.31 

Now it is imperative to analyze what it holds for militant organizations. The 

incidents of crypto frauds indicate that cryptocurrency carries attraction for 

militant organizations. Terrorist groups can gather funds from different parts 

of the world. It would give them shear cover. For instance, ISIS and other 

terrorist organizations can collect money from external sources.32 Similarly, 

the terrorist groups working under the banner of other larger outfits can also 

benefit from it.  

The two major financial regulators of Pakistan, the Securities and Exchange 

Commission of Pakistan and the State Bank of Pakistan require to develop 

a policy framework to monitor cryptocurrencies.33 Yet, the data shows that 

people are interested to invest in it.34 However, in the absence of any legal 

                                                 
30 Singh, A. (2022). Pakistan’s Investigation Agency Contacts Binance About $100M 

Scam. Retrieved January 12, 2022, from 

https://www.coindesk.com/policy/2022/01/10/pakistans-investigation-agency-contacts-

binance-about-100m-scam/ 
31DAWN. (2022, JANUARY 10). Cryptocurrency scam. Retrieved JANUARY 12, 2022, 

from https://www.dawn.com/news/1668566/cryptocurrency-scam 
322022, from https://www.dawn.com/news/1649393 
33TRIBUNE, E. (2021, NOVEMBER ). Cyber crimes on the rise in Pakistan, worldwide. 

Retrieved JANUARY 2022, from https://tribune.com.pk/story/2327396/cyber-crimes-on-

the-rise-in-pakistan-worldwide 
34 GEO TV (2022). The great potential of cryptocurrencies in Pakistan. Retrieved January 

2022, from https://www.geo.tv/latest/392581-the-great-potential-of-cryptocurrencies-in-

pakistan 

https://tribune.com.pk/story/2327396/cyber-crimes-on-the-rise-in-pakistan-worldwide
https://tribune.com.pk/story/2327396/cyber-crimes-on-the-rise-in-pakistan-worldwide
https://www.geo.tv/latest/392581-the-great-potential-of-cryptocurrencies-in-pakistan
https://www.geo.tv/latest/392581-the-great-potential-of-cryptocurrencies-in-pakistan
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and regulatory framework in place, the whole business has been declared 

illicit.  

It is pertinent to mention that effective laws to regulate the transfer, 

exchange and trade of cryptocurrencies should be developed. In the absence 

of laws, the anti-state elements may exploit the vulnerabilities and 

compromise peace and stability.  

Policy Recommendations 

Virtual currencies are emerging at an incessant rate. There is a need to have 

effective strategies. In this regard, the government must take the following 

policy actions. These actions are vital to eliminating the threat of terrorism 

through cryptocurrencies. In this regard, the partnership between private 

entities and organizations is inevitable. That requires dynamic national 

cooperation based on coherent and pragmatic actions.  

Robust, Effective, Efficient, Comprehensive Rules & Regulations 

Governments must develop rules and regulations to keep a check on the flow 

of cryptocurrencies. Banning cryptocurrencies is merely a cosmetic action.35 

For instance, YouTube, PUBG and other social media and internet platforms 

were previously banned by the Pakistan Telecommunication Authority. Yet, 

the people managed to find ways of accessing and using these platforms 

even during the ban. Any similar approach for cryptocurrency would be 

insufficient. So, the total expulsion of cryptocurrencies is part of the 

problem. Hence there is a dire need for reforms in the legal and regulatory 

                                                 
35Biryukov, Alex, and Ivan Pustogarov, “Bitcoin over Tor Isn’t a Good Idea,” paper 

presented at the 2015 Institute of Electrical and Electronics Engineers Symposium on 

Security and Privacy, San Jose, Calif., May 18–20, 2015  
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mechanisms.  It should be done through the national and provincial 

consensus. The regulators must devise frameworks that can curb the 

malicious use of cryptocurrency and educate the youth about its 

consequences.  

The most effective way will be to develop a framework to regulate and 

monitor the use of virtual currency. It would be possible by getting help 

from international institutions.  It can be attained through the advancement 

in technology and investing in research and development spheres. Similarly, 

there is a need to have expert working groups at different policy levels of 

the government. In this regard, cooperation between the Securities and 

Exchange Commission of Pakistan, Federal Investigation Agency, Federal 

Board of Revenue, national intelligence agencies and provincial revenue 

and police authorities is required. They should collaborate to comprehend 

the depth of the problem. For instance, European Union, through European 

Commission has been working to make rules of crypto transfer public. 

European Banking Authority regulates the affairs related to cryptocurrency.  

It has been working to intercept and have a check over the transfer of 

cryptocurrencies under the guidelines of FATF. Pakistan must also work to 

develop and become part of such a system.   

Capacity Building of Law Enforcement Agencies 

There must be proper training sessions and agency-level frameworks. The 

government agencies must allocate substantial resources to handle the 

proliferation of cryptocurrencies. The capacity of law enforcement agencies 

to investigate cases related to cryptocurrencies needs to be enhanced. It will 

help the government to find out the culprits. But without prior training, it is 

not possible. Agencies, like FIA, which deal with cybercrime and 
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cryptocurrency need to develop skills and expertise. They need to augment 

their capabilities through training.  

Cooperation with Foreign Governments and International Agencies 

The government of Pakistan must engage and collaborate with international 

institutions. In this regard, technical and technological cooperation from 

United Nations, European Union, ASEAN, SAARC and World Economic 

Forum must be sought. Similarly, engagement with International Monetary 

Fund, World Bank Group and Financial Action Task Force should be 

accelerated. It would help to trespass the route of counter-terrorism with 

relative ease. These international organizations must also ensure to provide 

suitable assistance to underdeveloped countries. Otherwise, developing 

countries have insufficient financial and economic resources to combat 

terror financing. 

Enhanced Intelligence Sharing 

There should be internal and external intelligence sharing. The government 

agencies must enhance institutional cooperation.36Interdepartmental and 

inter-governmental intelligence should be strengthened. It would empower 

institutions to properly check activities of agents and entities working 

against the interests of the state. It would develop a salubrious mechanism 

to comprehensively eliminate terror organizations in the long run. Terrorist 

organizations are not oblivious of modern trends. They use money at the 

ground level. So proper check and balance over suspicious organizations 

will help to eliminate chances of proliferation of ill-gotten money. It is 

                                                 
36Callimachi, Rukmini, “Not ‘Lone Wolves’ After All: How ISIS Guides World’s Terror 

Plots from Afar,” New York Times, February 4, 2017. As of June 20, 2017: 

https://www.nytimes.com/2017/02/04/world/asia/ 
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beneficial to mention that through effective coordination of SECP, FIA and 

State Bank of Pakistan, the targets of the FATF 2018 agenda have been 

achieved. Pakistan achieved 26 out of 27 points, including terror financing 

in the 27 Point Action Plan of 2018. With the effort of different agencies, 4 

out of 7 points have been achieved in the 2021 Action Plan. Overall, it 

indicates that inter-agency coordination and cooperation is a remedy against 

terror financing. 

Registration 

As per the Financial Action Task Force Guidelines, the government must 

register the entities trading in virtual currencies. It should be done at the 

federal level. The trading companies must be held legally bound to the laws 

and rules of Pakistan. It is imperative to have a ruled-based system for 

dealing with cryptocurrencies. In his regard, international cooperation is 

also essential.37  It is pertinent to mention that international organizations 

related to cryptocurrency have shown empathy toward the stance of 

Pakistan. FIA has consulted with Binance to unearth the crypto scam in 

December 2021 and to explain the company's association with fake ‘online 

investment mobile applications.38 These applications were identified as 

OKIMINI, BB001, HTFOX, MCX, HFC and FXCOPY, to name a few, that 

were using Binance blockchain addresses for transactions. Binance assured 

the FIA’s Cyber Crime Wing of its support regarding the matter.39 The 

                                                 
37 Carmona, Anais, “The Bitcoin: The Currency of the Future, Fuel of Terror,” in Misty 

Blowers, ed., Evolution of Cyber Technologies and Operations to 2035, Switzerland: 

Springer International Publishing, 2015, pp. 127–135.  
38 Qazi Hassan | Dawn.com, “Binance Nominates Investigation Team to Liaise with FIA in 

Crypto Scam Probe, Says Official,” DAWN.COM, last modified January 11, 2022, accessed 

April 11, 2022, https://www.dawn.com/news/1668866. 
39 Faheem Siddiqui, Rs18b cryptocurrency scam: Hopes rises for Pakistanis as Binance 

assures FIA of full cooperation in probe, THE NEWS, retrieved from 
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company appointed two of its officials to analyze the matters and to 

cooperate in the process of investigation. Such steps would be effective in 

curbing the misuse of cryptocurrency.  

Supervision of the Financial Sector 

Government must work to supervise the digital platforms giving access to 

cryptocurrencies. It is necessary to have a comprehensive market. It would 

curb the malicious intentions of the terrorist organizations. In this regard, 

there is a need to have a comprehensive national plan of action. So the role 

of the State Bank of Pakistan is crucial. For instance, the Reserve Bank of 

India has been working to devise rules for managing crypto training. 

Similarly, the US Federal Reserve, Federal Deposit Insurance Corporation 

and OCC have been working to frame rules.   

Compelling Crypto Currency Providers 

The government must build structures to validate transactions through 

online service providers. Companies should be guided in implementing rule-

based systems.40 For instance after 9/11, the US intelligence agencies got 

access to bank accounts of thousands of people, according to The New York 

Times.41 The program was defended on the pretext of public welfare. The 

situation is quite similar. Companies and organizations can be forced to 

comply with the government request related to access to the data of the 

suspects.  

                                                 
https://www.thenews.com.pk/latest/924354-cryptocurrency-scam-hopes-rises-for-

pakistanis-as-binance-assures-fia-of-full-cooperation-in-probe 
40Chaum, David, Amos Fiat, and Moni Naor, “Untraceable Electronic Cash,” in Shafi 

Goldwasser, ed., Advances in Cryptology: Proceedings of Crypto ’88, Berlin: Springer-

Verlag, 1990, pp. 319–327. 
41 James Rise (2006), Bank Data Is Sifted by U.S. in Secret to Block Terror. The New York 

Times. https://www.nytimes.com/2006/06/23/washington/23intel.html  
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Conclusion 

Terror financing in the digital age has become a grave challenge. Countries 

should build suitable conditions in which the use of cryptocurrencies can be 

regulated and there should be proper checks on terror financing. The 

assistance of the government institutions and private sector, as well as the 

international organizations, is equally important. The present rules and 

regulations do not have the capacity to handle the menace of digital terror 

financing. It can only be handled through coordinated efforts at all policy 

levels.  

This study examines the growing problem of cryptocurrencies being used 

for terror financing as well as the threats it poses to the financial and 

economic stability of developing countries like Pakistan. It also highlights 

the national and international structures and institutions needed to address 

the danger and to alleviate the problem. It is critical to recognize that, as 

technology advances, hostile actors will have more access to the digital 

finance world. This study offered a thorough analysis of the issue to 

help scholars, decision-makers and researchers with better comprehending 

the situation. 
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Social Media as a Source of Radicalization: A Case Study of 

Pakistan 

Manam Hanfi 

Abstract  

Since its inception Pakistan has been confronted with multiple internal and 

external security challenges, however, the post-9/11 attacks scenario further 

complicated the landscape of religious extremism, radicalization and 

terrorism. The surge in terrorism in Afghanistan brought spillover effects of 

the War on Terror on Pakistan and experienced a transition from old to new 

terrorism, where extremist organizations incorporate internet to disseminate 

propaganda, generate funds and recruit & train people. This study integrates 

the media dependency theory to understand social media, dark web and 

radicalization nexus. Furthermore, the study investigates radicalization 

through social media by terrorist organizations in Pakistan with the help of 

case studies of Noureen Jabbar Laghari and Bushra Cheema. Five ways to 

counter radicalization in Pakistan have been suggested including a counter-

narrative on social media, content analysis of the data on the internet, 

curriculum and Madrassa reforms, peace education and use of technical 

software such as eGLYPH to quickly remove radical data from social media. 

Lastly, the research attempts to contribute to counter-radicalization by 

combining the media dependency model and ideas for counter-

radicalization as the dependency model elaborates on the impact of mass 

media content on the audience. 

Keywords: Social Media Radicalization, Counter radicalization, Content 

Analysis, Curriculum reform, Madrassa reforms.  
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Introduction 

The 9/11 attack has changed the way the world viewed terrorist 

organizations. The United States declared a “War on Terror” against Al-

Qaeda which was operational in Afghanistan, with a threat to the world and 

supporters of the terrorists that “Either you’re with us or you’re with 

terrorists”.1 Pakistan joined hands with the United States of America in the 

war on terror. But things turned out more different than President Musharraf 

had intuited. The War on Terror has affected Pakistan as much as it affected 

Afghanistan as it brought poverty, economic, political and social miseries, 

unemployment, extremism, sectarianism, unrest and radicalization to 

Pakistan.2 

Al-Qaeda diverted its attention from the main goal of the 1990s and 2000s 

and shifted its focus on fighting the United States on Afghan soil and 

resulting in the emergence of new regional and local militant organizations. 

The evolution of mass media has revolutionized the world. On one hand, it 

did bring the world closer but it also multiplied the threat of cyber-terrorism 

and cyber-radicalization. Dr. Asma Shakir Khwaja mentioned how the 

availability, accessibility and affordability of people to the information have 

increased. Due to internet connectivity, the world is just a click away.  

According to the Digital 2022 Report published by Hoot suite and “We Are 

Social”, there were more than 82.90 million internet users in Pakistan.  

 

                                                 
1 “Transcript of President Bush’s address”, CNN/ US. September 21st, 2001 
2 What is Islamic State”, BBC News. (December 2, 2015) 

 



Social media as a source of radicalization  [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1] 

 

106 

 

The following figure shows an overview of the adoption and use of 

connected devices and services: 

 

Figure 1: Country profile outlook Pakistan 

The internet users have multiplied over the period as follows: 

 

Figure 2: Internet users in Pakistan 
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The following figure describes the social media users in Pakistan:  

 

Figure 3: Socialmedia users in Pakistan 

Facebook is the most used social media channel in Pakistan.3 

 

Figure 4: Web traffic referrals from social media 

                                                 
3 “Facebook most popular social network in Pakistan: Report”, The express tribune, July 

3rd, 2018. 



Social media as a source of radicalization  [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1] 

 

108 

 

The above-mentioned figure 1, figure2, figure 3 and figure 4 show the 

number of internet users has increased after the introduction of 3G/4G in 

Pakistan as they are providing cheap access to the internet. There are two 

reasons for the high rate of social media subscribers in Pakistan: one is the 

successful penetration of 3G/4G/5G and the development of broadband 

internet and secondly, the smartphones are affordable. Pakistan has already 

placed itself in the first twenty countries with the highest number of internet 

users leaving behind Canada, Switzerland and Australia.4 

Theoretical Framework 

This study incorporates the Media Dependency Theory presented by Sandra 

Ball Rock each and Melvin DeFluer in 1976.5 This theory is a combination 

of different theories, for example, it takes ideas from the social categories 

theory of psychology, extends the concepts of the uses and gratification 

approach of mass media and also focuses on the impact of media on the 

audience.6 The media dependency theory proposes a link between users, 

media and the social system in which they exist. As mentioned by George 

Siemens in Connectivism theory human is always striving to get new 

information. Media dependency theory claims that depending on media 

fulfills this need of human beings. According to the uses and gratification 

theory, people choose what they want to see. So the dependency of all are 

                                                 
4 “Internet users by country (2016)”, Internet live stats.  

5 “Dependency Theory”, Communication Studies theories, University of Twente, Last 

updated: February 27th, 2017. https://www.utwente.nl/en/bms/communication-

theories/sorted-by-cluster/Mass%20Media/Dependency%20Theory/ 
6 Ibid  
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not similar, users have the authority to select and use.7 Two factors define 

the dependency of users on specific media: 

 Users depend on that media, which fulfills their needs more 

comparatively, 

 People depend on media to get updated about social environment. It is 

usually applied during a crisis time when policies are changing rapidly.8 

 The audience chooses their dependence based on their needs and 

interests.9 

The needs of users are not always personal but sometimes these are defined 

by the cultural and social structures and interactions. What users choose to 

watch is depending on their interaction with the outside world. The user’s 

behavior is defined by his interaction with society and what he watches on 

media. There are three potential results from the user’s dependency on 

media, cognitive, affective and behavioral.10 The cognitive effect means a 

change in liking and disliking, the affective effect works on your emotions 

i.e. creating emotional affiliations with certain things based on likes and 

dislikes and lastly, the behavioral effects are the actions and inactions taken 

by users as a result of cognitive and affective effects.11 

 

                                                 
7David L, "Uses and Gratification Theory," in Learning Theories, January 26, 2016. 

https://www.learning-theories.com/uses-and-gratification-theory.html 
8“Dependency Theory”, Communication Studies theories, University of Twente, Last 

updated: February 27th, 2017. https://www.utwente.nl/en/bms/communication-

theories/sorted-by-cluster/Mass%20Media/Dependency%20Theory/ 
9 Ibid 
10Yang Lin, “Media Dependency Theory”, Britannica, May 29th, 2014. 

https://www.learning-theories.com/uses-and-gratification-theory.html 
11 Ibid  
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Ball Rock each and DeFluer put forward a model for this interaction: 

 

Figure 5: Conceptual model of media dependency 

The media maintains individuals’ dependency on them by always providing 

them with new and relevant information.12 Cognitive and affective effects 

help in the maintenance of this dependency because people do not think 

rationally but emotionally which results in higher involvement of users.13 

                                                 
12 Ibid 
13 Ibid 
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Figure 6: Step by step media dependency process 
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Higher the media dependency higher will be the user’s cognitive and 

affective arousal and it will define their actions. For example, putting the 

case study of Noureen Laghari on this model. Noreen Laghari in her 

interview mentioned that she participated in a conversation in a post on 

Facebook. Her desire to learn new facts convinced her to get involved in a 

religious conversation with a person that she thought was rational. She 

started depending on that person or indirectly on the ISIS (Islamic State of 

Iraq and Syria) narrative. Her dependency on ISIS results in strong cognitive 

arousal on religious matters. With the passage of time and higher 

dependency on ISIS to get the information she was emotionally affiliated 

with the organization, as religion is a sensitive and emotional subject and 

she started thinking emotionally and not logically which ultimately resulted 

in behavior that she thought was right.14 

Social Media Radicalization 

There are five ways in which ISIS is using the internet: Firstly to spread 

propaganda, secondly to send and receive finances to carry out terrorist 

activity and thirdly for online training of the recruits and lone-wolf terrorists 

who are living far away from the headquarters, fourthly planning the activity 

if the members are present somewhere else and fifthly for the cyber-attacks 

such as hacking and identity theft which hides the identity of a terrorist 

because they are using someone else’s profile.15
 

 

 

                                                 
14 92 News HD,”Exclusive interview with Noureen Laghari”, video, May 8, 2017. 
15United Nations Office on Drugs and Crime, “The use of internet for terrorist purposes”. 

(Vienna: UNODC, 2012) 
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Propaganda 

''Organizations, such as ISIS, use social media websites, Facebook, 

YouTube and Twitter, to spread manipulated information. The manipulation 

involves the manipulation of facts as well as religion. The members of ISIS 

are not only fighters but doctors, engineers and also social media managers. 

The social media team spreads propaganda by manipulating religious 

beliefs.  

Internet and Social media channels are more famous among college and 

university students, that’s why ISIS published magazines on the internet and 

can be downloaded easily even today. ISIS published two magazines 

namely Dabiq and Rumiyah.16 

Dabiq was the first magazine published by ISIS in 2014 with the first issue 

titled “The Return of Khilafah”.17 The main objective of this issue was to 

inform the people about the presence of ISIS in Iraq and Syria, to inform 

people that khilafat has been announced and lastly to call upon the Muslims 

to join ISIS.18 This issue declared democracy as an evil and requested the 

Muslim states to abandon it immediately and do hijrah to the Islamic State 

of Iraq and Syria. 

The second issue of Dabiq was titled, “The Flood”. The crux of the issue 

was that ISIS threatened the Muslims all around the world to join ISIS 

otherwise ISIS will carry out Jihad against them.19 All other volumes of 

Dabiq till the 15th volume included the further elaboration of the main aims 

                                                 
16 “Islamic state’s (ISIS, ISIL) Horrific magazine”, Clarion project. 
17 “The Return of Khilafah”,Dabiq, Issue 1 
18 “The Return of Khilafah”,Dabiq, Issue 1 
19 “The Flood”, Dabiq. Issue 2 
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and objectives of ISIS, including the Khilafat, Imam and emphasis that 

Islam permits violence.  

After Dabiq, Rumiyah was published in 2016.20 Contrary to Dabiq, 

Rumiyah was more extremist in its content. Rumiyah legitimizes the use of 

force against non-Muslims, keeping in mind that Rumiyah not only 

legitimizes violence against armed personnel but also against children and 

women. It says: “Muslims were reminded that the blood of the disbelievers 

is halal and killing them is a form of worship to Allah.21 

Their propaganda is somehow successful because people are joining ISIS 

and the rise in extremism is a harsh reality. One of the important questions 

under consideration is what motivate people to do hijrah? The answer was 

given by two Indonesian girls, who along with their families migrated from 

Indonesia to Syria.22 They said that they watched videos posted by ISIS 

members on social media channels, where everything was a dream for us, a 

fantasy world where everyone was living peacefully under the caliphate, 

kids are playing, adults were busy in their own social life and none of them 

are worried about anything because of good governance there were no 

economic and social problems, but when they reach there, the reality was 

far different from what they saw at social media.23 They shared that within 

one month they started to plan their return.  

 

                                                 
20 “Rumiyah”Issue 1 
21Ibid 
22 Sarah El Deeb, “Seeking an ISIS dream, one Indonesian family finds a nightmare in 

Syria”, Stuff.  
23 Ibid 
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Financing 

No organization can work without financing. Terrorist organizations raise 

funds on social media channels by manipulating people through 

disinformation and discourse that supports their narrative.24 Internet 

banking or online banking has helped in providing funds to terrorist 

organizations. Apart from banking other service providers such as PayPal 

have emerged as an important entity for fund transfer.25 Online money 

transfer is also a victim of fraud, in a way that bank accounts are being 

hacked by the terrorist organization, they extract all money from the account 

and either transfer it to their accounts or utilize it in online shopping.    

The concept of “Zakat”, which is one of the five pillars of Islam and is 

obligatory for every adult person, was also given in the online magazine of 

ISIS “Dabiq”.26 The amount of taxes is as high as 2.5% on goods and 

agriculture, as well as business and commerce, this tax generates USD 900 

million per year.27 Other than taxes or Zakat, ISIS is dependent on its 

agricultural products, especially wheat, this helps them in a way that they 

are not dependent on outside sources for their food, but they can feed their 

locals with their production.28 

Terrorist organizations use social media as a platform to call for donations. 

Sometimes with hidden personalities and sometimes openly, they use 

                                                 
24United Nations Office on Drugs and Crime, “The use of internet for terrorist purposes”. 

(Vienna: UNODC, 2012) 
25  Ibid 
26 “The Return of Khilafah”, Dabiq, Issue 1 
27 “The financing of the Islamic State in Iraq and Syria”, AFET. Available at: 

http://www.europarl.europa.eu/RegData/etudes/IDAN/2017/603835/EXPO_IDA(2017)60

3835_EN.pdf 
28“The financing of the Islamic State in Iraq and Syria”, AFET.  
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applications such as Telegram for transferring the funds.29The benefit of 

using social media as a source of funding for terrorist groups is that they 

may engage in online crimes like identity theft and solicit donations from 

their profiles into their accounts. 

Training and Planning 

Terrorists understood the importance of internet in today’s world. They have 

uploaded magazines that help in radicalization and recruitment of people. 

Then the third and most important step is the training of those individuals 

and making plans. They use social media channels to communicate with 

each other. This communication also includes the online training of lone 

wolf terrorists. For this purpose, the terrorist organizations have uploaded 

their manuals online in PDF formats on how to carry out a terrorist attack 

and how to make bombs and chemicals at home.30 The e-book that was 

published by ISIS to train people entitled “How to survive in the west: A 

Mujahid guide”, is easily available on Google and its links are present all-

over social media channels specifically Twitter and Facebook.31 This book 

helps in training the Mujahideen as well as their planning. This book is 

specifically for the Muslims living in the west, where the non-Muslim 

population is more than the Muslims and where Muslims are frequently 

under the threat. This book provides a framework on how to carry out 

religious obligations in such circumstances and how to prepare oneself for 

Jihad.32 The first part of the book focuses on in-depth guideline on how to 

                                                 
29Stacey Yuen, “Its not just Russia – terror financiers are also using social media 

propaganda”, CNBC.  
30LizzeDearden, “New York attack: Terror manuals containing instructions for bomb used 

by Akayedullah remain online”, Independent.  
31 Tom Batchelor, “Islamic State terror manual tells Jihadis how to make a bomb”, Express 

United Kingdom.  
32 “How to survive in the west: A Mujahid guide (2015)”, ISIS, 2015 
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act so that you do not catch the eyes of the intelligence agencies and other 

people around you; it advises them to be not so obvious with their religion, 

if you are a revert you should keep it hidden, if you are a Muslim then you 

should act similarly like you used to do before, there is no need to change 

your looks, group and activities.33  It advises them to dress just like the non-

Muslims in a way that they should hide their real identity from the 

intelligence agencies, they legitimize looting the money that non-Muslims 

own and lastly communicate within themselves or ISIS just like the 

intelligence agencies do, for example, the very old lemon ink letter in which 

the paper looks normal until it is under fire, this will help in a way that no 

one can read your messages and secondly used code words, never 

communicate directly.34 

The second part of the book is completely focused on physical training, it 

suggests them to exercise daily, go for a run before breakfast and go to the 

gym, other than that it advises them to go for self-defense training and 

practise target at home with the help of kids toys like guns, crossbow, etc.35 

The next part of the book focuses on carrying out the jihadi (Effort or 

struggle in way of God) activity, this part focuses on the strategy of the 

activity and how important it is for the Jihadis to connect to the world 

through social media channels after the activity has been done. It shows 

them that claiming responsibility for any action against the non-Muslims is 

the biggest part of Jihad and mass media channels will help in doing so 

because they are always waiting for breaking news, claiming responsibility 

threatens the non-Muslims and there is a reward for Jihadis.36 Lastly, it 

                                                 
33Ibid 
34 Ibid. page 8-18 
35 “How to survive in the west: A Mujahid guide (2015)”, ISIS, 2015 
36 Ibid 
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suggests them to use Wikipedia, WikiHow and YouTube, which will help 

them in carrying out any activity, all they have to do is to write, “How to 

…” and the results will help them out.  WikiHow has numerous results when 

being searched with “How to make a bomb”, it provides them with step-by-

step instructions to make bombs.37 The following image shows a simple 

process to make a non-lethal vinegar bomb. 

The magazine published by Al-Qaida, “Inspire”, in 2010 had one topic in 

its content “Make a Bomb in the kitchen of your mom, The AQ chef”, which 

has a pictorial stepwise manual on making a bomb by using the products 

easily available in a kitchen.  

The following images show one of the processes of making a bomb: 

 

Figure 7: Preparation for the inflammable substance (Step A&B) 

                                                 
37“How to make bomb”, WikiHow.(Available on: https://www.wikihow.com/Make-a-

Vinegar-Bomb) 
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Figure 8: Preparation for the inflammable substance (Step C&D) 

 

Figure 9: Preparation for the inflammable substance (Step E) 



Social media as a source of radicalization  [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1] 

 

120 

 

Cybercrime 

The world of internet is not safe from criminal activities as well; these 

criminal activities are known as Cybercrimes in the digital world. 

Cybercrimes include spamming, hacking, phishing and identity theft, etc.38 

Terrorist organizations are known for using fake identities on social media. 

They have been instructed in online magazines and e-books to use fake 

identities on social media and also steal identities which are commonly 

known as identity theft. The users have been instructed to use internet safely, 

in a way that the search does not gain attention of intelligence agencies. For 

this purpose, they have introduced people to a browser TOR, where the IP 

address is different every time a person searches for it.39 Using this browser 

will not lead the intelligence agencies to your home place firstly and 

secondly, they will not be able to track the search pattern one has made 

because of the changed IP address.  

Case Study of Noureen Jabbar Laghari 

Noureen Jabbar Laghari, a 19 years old girl, was a student at Liaquat 

University of Medical and Health Sciences in Hyderabad. She went missing 

one day on her way to college on 10th February 2017.40 She was found in 

Punjab housing society on 14th April as a result of an intelligence operation 

and was returned home. In an interview, she disclosed that she traveled from 

Hyderabad to Lahore because she was tempted by the concept of Khilafat 

on social media. She was approached by the members of ISIS and then she 

asked them if she wants to do Hijrat (migration).41 She tried to relate the 

                                                 
38 “What is cybercrime? How to deal with it?” The windows club. 

39 “How to survive in the west: A Mujahid guide (2015)”, ISIS, 2015.  
40 “Exclusive interview with Noureen Laghari”, 92 News.  
41 Ibid 
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concept of Hijrat with religious interpretation and was inspired by the 

concept of an Islamic state. She was told that she will be taken to an Islamic 

state from Lahore, therefore she came to Lahore first. There she was married 

to Ali Tariq, the same person who used to talk to her on social media, who 

was killed during the operation.42 When came to Lahore she was directed to 

carry out a suicide attack on Christians, however, she was arrested by the 

night before the attack was planned.43 There had been an impression that 

she went to Syria for training44 but she refused such claims.45 

Not only this but social media has a wide range of official and unofficial 

pages which are banned by the government of the Islamic Republic of 

Pakistan. The famous ones include Ahl-e-Sunnat Wal Jammat (ASWJ), 

Sipah-e-Sahaba (SSP), Lashkar-e-Jhangvi (LeJ) and Tehrek-e-Nifaz-e-

Shariat-e-Muhammadi.46 

                                                 
42Muhammad Hussain Khan and Imran Gabol, “Woman held after encounter in Lahore 

went to Syria for training”, Dawn News.  
43 Ibid 
44 Ibid 
4592 News, “Exclusive interview with Noureen Laghari”. 
46Jahanzaib Haque and Omer Bashir, “Banned outfits in Pakistan operates openly on 

Facebook”, Dawn News.  
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Figure 10: Organizations with the most Facebook pages47 

 

Figure 11: Highest number of Facebook groups48 

*ASWJ – Ahl-e-Sunnat Wal Jamat, BSO – Baloch Student organization 

Azad, SSP – Sipah-e-Sahaba 

                                                 
47Jahanzaib Haque and Omer Bashir, “Banned outfits in Pakistan operates openly on 

Facebook”, Dawn News.  
48 Ibid 
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There are at least 15,000-20,000 users per page and group; some may have 

less or more.49 These pages and groups are being used to spread the 

propaganda by communicating the links to the other chat rooms on the 

internet and also sharing information regarding the upcoming magazine or 

issue brief. The groups are usually closed and require administrative 

permissions to be added, hence the number of people reporting it is fewer to 

ban that group. Terrorist organizations usually keep on changing their chat 

rooms, to use these Facebook pages and groups to share links to the new 

group.50 

Case Study of Bushra Cheema 

Bushra Cheema, with her three daughters and a son, joined ISIS.51 Bushra 

did her MPhil from Punjab University and was serving as a principal at 

Noor-ul-Huda Islamic center in Lahore. She joined ISIS with the help of 

social media, to clear some concepts, which have not been shared; She 

contacted Abu Bakar al-Baghdadi, through WhatsApp and Skype who 

convinced her to join ISIS.52 She told her husband that she is leaving for 

Kasur to attend Dars-e-Quran, but later she told her husband on WhatsApp 

that she is leaving for Syria, a week later she called her husband and told 

him that she is going to Syria via Iran and tried to convince him to join her 

                                                 
49Jahanzaib Haque and Omer Bashir, “Banned outfits in Pakistan operate openly on 

Facebook”, Dawn News.  
50Rita Katz, "A Growing Frontier for Terrorist Groups: Unsuspecting Chat Apps", wired, 

January 9, 2019. Available on https://www.wired.com/story/terrorist-groups-prey-on-

unsuspecting-chat-apps/ 
51Khurram Shahzad, “Pakistani woman along with her four children leaves for Syria to join 

ISIS”, Daily Pakistan.  
52Umer Cheema, “20 men, women, children from Lahore join Daesh, go to Syria”, The 

News.  
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and kids as well.53 She is now in Syria and reaching out to female folk 

through social media and convincing them to join ISIS by sharing video 

links on Facebook and WhatsApp.54 

Counter Radicalization 

Considering Pakistani society and keeping in view different political, socio-

cultural and religious aspects in mind, the following model has been 

developed to counter radicalization in Pakistan. The model has been 

developed with the help of interviews and available work on the subject. 

 

 

                                                 
53, “Pakistani woman along with her four children leaves for Syria to join ISIS”, Daily 

Pakistan.  
54Umer Cheema, “20 men, women, children from Lahore join Daesh, go to Syria”, The 

News.  
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Counter Narrative 

Internet is considered a basic human right and any move to bring changes in 

policy lead to the restriction of freedom of speech.55 People can never be 

safe from cyber-attacks and extremist ideology on the internet and it is not 

possible to control the communication by radical organizations through 

social media websites, as mentioned by Luke Bertram internet was not 

designed to be safe and secure.56 It aimed to make communication easier. 

The threat on the internet is unavoidable due to technical defaults. This 

western liberal democratic ideology that considers access to the internet a 

basic necessity is not suitable for developing societies. Cyberspace 

facilitated the adoption of radical ideology as diffusion of innovation theory 

argues that people adopt the ideas from smaller groups to a larger group till 

almost everyone has adopted the ideology.57  

The solution to counter the threat on the internet given by various scholars 

is to control the internet usage of terrorists and remove their presence from 

social media. The threat could not have vanished because the development 

of those accounts, groups, pages and channels is continuous. If the 

authorities block fifty pages/groups, the terrorist organizations will make a 

hundred more within minutes.58 There are two options through which the 

internet can be made safe from the threat of radicalization and extremism, 

                                                 
55An interview with Dr. Arshi Saleem, Head of Department Peace and conflict studies, 

National defense University, Islamabad. 26th June 2018 
56Luke Bertram, “Terrorism, the internet and social media advantage: Exploring how 

terrorist organizations exploit aspects of the internet, social media and how these platforms 

could be used to counter violent extremism”, Journal for de-radicalization, 2016. 
57 “Diffusions of Innovations theory”, YMCAUST.  
58An interview with Dr. Arshi Saleem, Head of Department Peace and conflict studies, 

National defense University, Islamabad. 26th June 2018 
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one by coercion and the other by persuasion.59 Coercion means diminishing 

the terrorist organizations with the help of hard power, using power in a way 

that others feel threatened to redo any act which contains violence and 

people do not look upon the radical ideologies. On the other hand persuasion 

means convincing the people not to join the terrorist organizations with the 

help of soft power by enlightening them about the cons of joining such 

organizations and providing them clarifications about the misperception and 

misinterpretations about both religion and state.60 

The ideology of terrorists now has strong roots within the society because it 

was not addressed at the time when extremist ideology was being marketed, 

since then it became popular and created a violent narrative of religion. The 

narrative which will counter this ideology must focus on the ideology that 

is more convincing, logical and less violent and most importantly has 

authenticity. But the issue is that these voices are faint in front of the trap 

set by terrorist organizations. It is important to understand the game played 

by terrorist organizations and its time that the government and civil society 

work together to create and make counter-narrative successful. The 

difficulty is in identifying the sympathizers of terrorist groups and their 

ideology which are still present in the state and are helping out these 

organizations monetarily.61 

 

 

                                                 
59 An interview with Dr. Khurram Iqbal, Assistant professor, Department of International 

Relations, National Defense University, Islamabad. 27th June, 2018 
60 An interview with Dr. Khurram Iqbal, Assistant professor, Department of International 

Relations, National Defense University, Islamabad. 27th June, 2018 
61Ibid 
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Content Analysis 

Youth, today, is dependent on mass media for information and clarifications 

and as mentioned by media dependency theory, people depend on media for 

their need to be socially stable62, supported by the Connectivism theory of 

learning through networks, according to which in today’s world people are 

dependent on the internet for information because it is faster and has various 

sources of information which eliminates the chances of bias.63 

The terrorist organizations are not using the conventional ways to reach out 

to people i.e through their websites and pages where they are just posting 

about violence and the Islamic state working under Sharia law, but they are 

facilitating youth with the answer to their queries about religion on social 

media channels and websites which look like normal websites responding 

to the issues related to religion.64 If they find the answer for something and 

receive a convincing answer they will start to do further investigation on the 

religious matters through that website or scholar. That person may give them 

the guideline to access their “other” website or to the dark web where they 

are free to ask anything without the threat of intelligence agencies checking 

their web history. Dr. Saleem further explained the need to analyze the 

content, it is because currently, the Governments provide the cyber security 

department with a list of organizations to remove mentioned pages and they 

put their names on their cells and remove/ban them but what is necessary to 

understand is that the terrorists are clever, they make accounts, pages and 

                                                 
62“Dependency Theory”, Communication Studies theories, University of Twente, Last 

updated: February 27th, 2017. https://www.utwente.nl/en/bms/communication-

theories/sorted-by-cluster/Mass%20Media/Dependency%20Theory/ 
63 George Siemens, “Connectivism: A Learning Theory for the Digital Age”, December 12, 

2004. 
64 Ibid 
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groups with different spellings or with little name change and it does not 

come under the list of ban pages that is why it is necessary to analyze the 

content before removing or banning the pages.65 

To deal with such a situation, it is necessary to form small units that are 

continuously analyzing the content on social media and removing those 

pages. One way to counter rising extremism by analyzing the content 

through social media is given by Dr. Hany Farid in collaboration with 

Counter Extremism Project (CEP), which is eGLYPH technology.66 The 

eGLYPH technology is based on the objective of removing messages, audio 

and videos on social media websites containing any message of violence 

and extremism before it gets viral.67 Each message, audio and video has a 

digital fingerprint on it, eGLYPH scans that fingerprint and automatically 

reports to the social media authorities. They then take the action 

accordingly. This software was ready to use in 2015 but is only used in some 

services in the United Kingdom and Germany.68 No social media channel 

has adopted this technology to counter radicalization through their 

channels.69 

Curriculum and Madrassa Reforms 

Radicalization, extremism and terrorism cannot be combated unless both the 

government and society join hand in hand to counter extremism. If the 

government is bringing reforms and society is not ready to adopt them then 

                                                 
65An interview with Dr. Arshi Saleem, Head of Department Peace and conflict studies, 

National defense University, Islamabad. 26th June 2018 
66Counter Extremism Project Unveils Technology to Combat Online Extremism”, Counter 

extremism project.  
67 How eGLPYH Technology works”, Counter extremism project.  
68Marc Ginsberg, “Silicon Valley is dragging its feet combating online terrorism”, 

Huffington post.  
69 Ibid 
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no matter how good these reforms are, they will not succeed. Youth from 

educational institutions is prone to join radical organizations than illiterate 

people. Youth is the favorite target of terrorist organizations such as ISIS 

and Al-Qaeda.70These organizations trapped medical students like Noureen 

Laghari and Muhammed (an IT graduate from Peshawar) and even inspired 

a school principal. The reason why students from professional educational 

institutes are more inclined to be radicalized and recruited is that the current 

curriculum focuses on a technicality rather than philosophy.71 

Bringing Madrassa reforms will challenge the impression that Madaris are 

breeding/violent extremism. The reforms will help in bridging the gap 

between the two extremes.72 Since 1947, the reforms centred on bringing 

equivalence between the madrassa students and contemporary studies 

students, it is now a need of the hour to bring structural reforms.73 The issue 

of madrassa registration has always been under discussion in the political 

sphere and has caused security concerns in the past, therefore madrassa 

registration must not be voluntary but mandatory.74 Although the National 

                                                 
70An interview with Dr. Khurram Iqbal, Assistant professor, Department of International 

Relations, National Defense University, Islamabad. 27th June, 2018 
71 Ibid. An interview with Dr. 
72 Dr. Fazal Rabbi and Dr. Shahid Habib, “Discourse on Madrassa Education Reform in 

Pakistan: Challenges to state narrative and its implications”, Al Bairah, Vol 8, no. 1. 

(Availabale at: (https://numl.edu.pk/journals/subjects/156775385912-01-134-ENG-V8-1-

19-Formatted.pdf)  
73Shafiq Qurban, Politics of Madrassa Reforms and changing trends in Education policies 

in Pakistan: A case study of Musharraf regime”, Journal of Political Science & Public 

Affairs, vol 9, no 8. (Available at: https://www.longdom.org/open-access-pdfs/politics-of-

madrassa-reforms-and-changing-trends-in-education-policies-inpakistan-a-case-study-of-

musharraf-regime.pdf)  
74 Dr. Fazal Rabbi and Dr. Shahid Habib, “Discourse on Madrassa Education Reform in 

Pakistan: Challenges to state narrative and its implications”, Al Bairah, Vol 8, no. 1. 

(Availabale at: (https://numl.edu.pk/journals/subjects/156775385912-01-134-ENG-V8-1-

19-Formatted.pdf)  

https://numl.edu.pk/journals/subjects/156775385912-01-134-ENG-V8-1-19-Formatted.pdf
https://numl.edu.pk/journals/subjects/156775385912-01-134-ENG-V8-1-19-Formatted.pdf
https://www.longdom.org/open-access-pdfs/politics-of-madrassa-reforms-and-changing-trends-in-education-policies-inpakistan-a-case-study-of-musharraf-regime.pdf
https://www.longdom.org/open-access-pdfs/politics-of-madrassa-reforms-and-changing-trends-in-education-policies-inpakistan-a-case-study-of-musharraf-regime.pdf
https://www.longdom.org/open-access-pdfs/politics-of-madrassa-reforms-and-changing-trends-in-education-policies-inpakistan-a-case-study-of-musharraf-regime.pdf
https://numl.edu.pk/journals/subjects/156775385912-01-134-ENG-V8-1-19-Formatted.pdf
https://numl.edu.pk/journals/subjects/156775385912-01-134-ENG-V8-1-19-Formatted.pdf
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Action Plan does talk about the madrassa reforms, the practical 

implementation is far from the theory.  

It is vital to incorporate peace education in the curriculum reforms as peace 

education not only focuses on the content quality of the curriculum but also 

enhances teaching quality. It can help in addressing the stereotypes towards 

other sects and faiths and can provide the basis for inter-sect and inter-faith 

co-existence through “negotiations, reconciliation, international solidarity, 

social justice, intercultural learning, sustainable development and 

harmony”.75 The curriculum and madrassa reforms will address the root 

cause of the problem with sustainable peace rather than kinetic solutions 

that leave room for the re-emergence of violent conflict.  

Media Dependency Model and De-Radicalization 

The media dependency theory elaborates the relationship between the 

effects of media content and the audience in developing an opinion about 

something.76 It explains the process of media dependency, starting from 

conscious or unconscious interaction to greater addiction to media for 

information that causes cognitive, affective and behavioral effects on 

people.77 The process of radicalization starts either with selective exposure 

to the information or with accidental exposure. The accidental exposure 

results in either dependency or deactivation from media. If it is dependency, 

it leads to cognitive and then affective arousal. Cognitive arousal means 

                                                 
75 Zahid Shahab Ahmed, “Peace Education in Pakistan”, USIP Special Report, no. 400, 

March 2017. (Available at: https://www.usip.org/sites/default/files/2017-03/sr-400-peace-

education-in-pakistan.pdf)  
76 “Dependency Theory”, Communication Studies theories, University of Twente, Last 

updated: February 27th, 2017. https://www.utwente.nl/en/bms/communication-

theories/sorted-by-cluster/Mass%20Media/Dependency%20Theory/ 
77 Ibid 

https://www.usip.org/sites/default/files/2017-03/sr-400-peace-education-in-pakistan.pdf
https://www.usip.org/sites/default/files/2017-03/sr-400-peace-education-in-pakistan.pdf
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giving attention to the relevant and new information and then affective 

arousal is a strong liking or disliking of this information or idea. The higher 

the arousal the more involvement of the person in that idea, which leads to 

a change in attitude, behavior and opinion. Whatever perception is exhibited 

by the organization is embraced by the audience as it is.  

The terrorist organizations are successful because they make people 

dependent on themselves for knowledge on social media, then they convince 

them to create a perception of liking towards certain things and disliking 

towards others such as the people joining ISIS and sister organizations are 

against the Westphalian system of governance, they only consider a 

particular type of governance legitimate. People are convinced to join such 

organizations because they are responding to every question, whether 

related to religion or the system of governance.  

This model of media dependency could be used for de-radicalization 

purposes because it not only involves addressing the structural issues but 

also social and psychological aspects, which leads to complete de-

radicalization. Accidental and conscious observation may occur for the de-

radicalization purpose but what needs to be addressed is whether this 

observation turns into media/channel dependency or not. To make people 

dependent on the channel, it is important to involve in sharing such 

information in which they are already showing interest, but with a different 

perspective and then changing the discourse in a way that creates strong 

liking and disliking for the opposite ideology, convincing them with the 

facts in favor of the absence of violence and Westphalian system of 

governance.  
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The people who buy their ideology are unaware of the consequences of their 

actions, if they are shown the full picture, at least the sympathizers of their 

ideology will be less in number. Terrorist organizations are against the 

western system of governance but in reality, they are dependent on the 

economic system proposed by the west and have high stakes in it.78 Not only 

this, the incorporation of peace education at the school as well societal level 

will encourage people to stand against violence. Once they start finding 

flaws in one thing they will start to research the ideology presented by the 

terrorist organization and will negate any violent ideology.  

 

Conclusion 

The nature of conflict has changed over time, from inter-state to intra-state, 

from known actors to unknown and from legitimate actors to illegitimate 

actors.79 The new type of conflict cannot be resolved through conventional 

means that include the use of force or international pressure on the opponent, 

because in terrorism the actor is hidden and he may be present within the 

society. The obstacle in controlling the growing radicalization is that the 

                                                 
78An interview with Dr. Khurram Iqbal, Assistant professor, Department of International 

Relations, National Defense University, Islamabad. 27th June, 2018 
79 Ms. Saba Noor, Lecturer department of Pace and Conflict studies, NDU 
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authorities are still using the old ways for conflict resolution or de-

radicalization. At this stage of extreme radicalization, the nature of conflict 

resolution needs to be changed. New methods and techniques are needed to 

counter the threat posed by terrorist organizations. It is a need of the hour to 

acknowledge and accept the socio-cultural differences and develop socio-

cultural sensitive de-radicalization strategies and policies. De-radicalization 

is a process in which people set their previous ideologies apart and adopt a 

new ideology that is less extreme than the present ideology.80 

The research finds that the terrorist organizations use the internet in five 

ways, they radicalize people by spreading propaganda in the form of posts, 

photographs, videos and magazines that are easily available online, then 

recruit them, give them training on how to carry out any terrorist activity or 

further recruit people, to raise funds for their organization and lastly to carry 

out cyber-attacks to hack accounts and identity theft to remain anonymous. 

They are using religious references to radicalize people and due to little 

awareness of religion, people fall into the trap set by extremism.  

Current counter-extremism policies lack the importance of the need for safe 

and protected internet usage. An analysis of the above discussion states that 

banning terrorist organizations sites is not a viable solution. It is time to 

realize that the use of hard power over the terrorist, whether it is physical or 

virtual, will only result in more destruction. The key to handling violence is 

the persuasion of radicalized people. The rise in extremism is not only 

because of unsafe and unprotected internet but because of the seeds of 

hatred, which were planted through the curriculum. To counter this, it is 

                                                 
80B. Doosje, A. W. Krulanski, L. Mann, A. R. Feddes, “Terrorism, radicalization and de-

radicalization”, Current opinion in psychology.  
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necessary to bring reforms and inclusion of peace education in the 

curriculum, so the next generation could be saved from extremism. The 

research concludes that it is mandatory to give due attention to the internet 

immediately, to mitigate the influence of terrorist organizations. 

Ms. Manam Hanfi is Director Operations at Strategic Research Institute, 

a pioneer organization in bridging the gap between Academia and Social 

Media. She holds an MPhil degree in Peace and Conflict Studies from 

National Defence University, Islamabad. She can be reached at 
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Cyberwarfare: A Threat to National Security 

Dr. Saba Sahar, Areesha Anwer 

Abstract 

The rise of emerging technologies and the growing use of internet has led to 

a more digitized world where cyberspace has become the new battleground 

for nations to compete with each other. Cyber attacks comprise a range of 

assaults that can put at risk the critical infrastructure and thereby the national 

security of a state. Damage by cyber-attacks could be inflicted through cyber 

espionage, hacktivism, ransomware or cyber terrorism. Cyberspace has a 

significant effect on the instruments of national power such as diplomacy, 

economy, military prowess and control over information. Thus, it requires a 

‘whole of nation approach’ at all levels to protect the physical and network 

security of critical infrastructure which is imperative for national security. 

Cyber-attacks have become a potent tool in the hands of both state and non-

state actors because of their relative cost-effectiveness, difficulty of 

attribution, anonymity and ambiguous nature.  

The study comprehensively identifies the nature of cyber-attacks that 

endanger the national security of Pakistan. Furthermore, the paper examines 

the extent of the resilience of the cyber security policy of Pakistan in 

providing a robust mechanism to contend with the threat of cyber-attacks. 

This research also provides policy recommendations to enhance the cyber 

security infrastructure of Pakistan. This research is qualitative and both 

primary and secondary sources have been used to analyze the research topic.  
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Introduction 

In the modern age as states rely deeply on networks and digital 

infrastructure, the number of cyber-attacks has tripled over the last decade 

especially targeting the financial services industry.1 Hostile elements 

seeking to derail information systems can breach cyber security and inflict 

physical damage on critical infrastructure.2 In response, states require 

capabilities to recover from and avoid significant cyber risks including the 

setting of security standards, technical innovation, sector-specific risk 

management and the effectiveness of the indigenous cyber security industry. 

According to a Foreign Policy magazine survey cyber is the “single greatest 

emerging threat”.3 

Cyber security has the potential to revolutionize our future including our 

national security as contemporary global communication and connectivity 

are becoming increasingly dependent on cyber technologies. Pakistan has 

already embarked upon this path of digital transformation under the slogan 

“Digital Pakistan.” To realize this digital transformation, Pakistan has taken 

several initiatives including formulating Pakistan’s Cyber Security Policy 

2021 which attaches top priority to securing Pakistan’s cyberspace in its 

National Security Policy4. Pakistan is facing cyber-attacks against targeted 

                                                 
1 Jennifer Elliott and Nigel Jenkinson, Cyber Risk is the New Threat to Financial Stability, 

IMF blog 2020 
2Gabi Siboni and Sami Kronenfeld Iran and cyberspace warfare Military and Strategic 

Affairs, December 2012 Volume 4, No. 3, available at  https://www.inss.org.il/wp-

content/uploads/systemfiles/MASA4-3Engd_Siboni%20and%20Kronenfeld.pdf 
3Peter W Singer and Allan Friedman What everyone needs to know Oxford University 

Press 2014, available at:  https://news.wttw.com/2014/01/15/cybersecurity-and-cyberwar 
4 See National Cyber security policy 2021 

https://www.inss.org.il/wp-content/uploads/systemfiles/MASA4-3Engd_Siboni%20and%20Kronenfeld.pdf
https://www.inss.org.il/wp-content/uploads/systemfiles/MASA4-3Engd_Siboni%20and%20Kronenfeld.pdf
https://news.wttw.com/2014/01/15/cybersecurity-and-cyberwar
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individuals, organizations and the government and ranks 79 on the global 

cyber security index ranking 2020 in terms of measures taken5. Therefore, 

the “whole of a nation” approach is imperative to ensure robust cyberspace. 

This entails intelligence sharing and developing defensive and offensive 

cyber capabilities. It also includes innovative up skilling and education 

schemes and campaigns aimed at heightening public awareness.  

Cyber Deterrence 

Deterrence theory was developed during the Cold war to address the 

challenges which emerged after the development of nuclear weapons. 

Nuclear deterrence was successful in keeping both United States and Soviet 

Union from engaging in direct conflict. Cyber deterrence should play a 

similar role in the digitalized world as it seeks to influence an adversary’s 

behaviour by discouraging him from doing any unwanted activities. Hence, 

many states have embraced cyber deterrence as a driving policy position in 

addressing attacks in cyberspace.6 

The existing cyber defence and offence capabilities of states still have gaps 

that prevent the full protection of cyberspace. Deterrence-by-denial denies 

the adversary state the incentive to carry out a cyber offensive. Deterrence 

by denial, at its core, is the ability of a state to decrease the probability of 

network penetration to the degree that it either disincentivises an attack or 

grinds an attacker to halt over time. Deterrence by denial strategies 

endeavours to improve cyber capabilities so that despite adversarial 

ventures, a cyber-attack might have a low rate of success. Deterrence-by-

                                                 
5Global Cyber Security Index 2020, available at: https://www.itu.int/dms_pub/itu-

d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf.  
6Cybersecurity: Deterrence Policy, Congressional Research Service report January 18, 

2022,  https://crsreports.congress.gov/product/pdf/R/R47011 

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
https://crsreports.congress.gov/product/pdf/R/R47011
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punishment threatens an adversary with costly consequences in an event of 

a cyber-attack.7 

The Problem of Attribution 

Cyber attribution refers to allocating the responsibility of an attack to an 

attacker or group of attackers and subsequently, unveiling their real-world 

identity.8 Attributing a cyber-attack to the perpetrator is a difficult task as 

the origin of the attack mostly remains unknown and leaves no physical 

evidence. Therefore, it is hard to distinguish the cyber assault, that 

originated from one country against the other was carried out by the 

state.9Cyber-attacks can be masked as an attack by a state when in reality it 

could emerge from a non-state actor as well. Hence, it is difficult to decipher 

the origin of the cyber-attack and thus refrains from deterring the enemy.  

Joseph Nye describes deterrence by denial as an effective deterrence 

mechanism in cyberspace. The ambiguity surrounding attribution compels 

states to resort to deterrence through denial.10 Thus, deterrence by denial is 

a key question for policymakers. Maintaining robust cyber infrastructure 

can help become a shield against cyber-attacks from both states and non-

state entities. It is to mention that, this does not fully eliminate the possibility 

of cyber-attacks. It is hard to deter and punish the unseen enemy. Hitting 

back at the wrong target may worsen the situation and weaken deterrence. 

                                                 
7Cyber Deterrence: The Past, Present, and Future, NL ARMS Netherlands Annual Review 

of Military Studies 2020,  
8Klaus-Peter Saalbach Attribution of Cyber Attacks, Springer 

2019,https://link.springer.com/chapter/10.1007/978-3-658-25652-4_13 
9Lorraine Finlay, Christian Payne. The attribution problem and cyber armed attacks, 

University of Notre Dame Australia, school of law,2019  

https://researchonline.nd.edu.au/cgi/viewcontent.cgi?article=1089&context=law_article 
10Joseph S.Nye Deterrence and Dissuasion in Cyberspace, International Security, Vol. 41, 

No. 3 (Winter 2016/17), pp. 44–71, doi:10.1162/ISEC_a_00266 

 

https://link.springer.com/chapter/10.1007/978-3-658-25652-4_13
https://researchonline.nd.edu.au/cgi/viewcontent.cgi?article=1089&context=law_article
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This can further incentivize cyber terrorists to take advantage of the 

situation. Given the time required to recognize the origin of the attack, 

attribution becomes more challenging for states in the domain of 

cyberspace.11 

Offensive Cyber Capabilities 

One of the increasing risks for cyber is enormous global digitization. A 

distinction between offence and defence is blurred in the complex domain 

of cyber security, mainly due to security paradox.12 Offensive cyber 

capabilities are needed because of deterrence as areas of conflict in 

cyberspace are ambiguous, without a clear starting and ending point. 

Physical and cyber conflicts are intertwined and, therefore, cyber domains 

cannot be treated as different from physical ones. Cyber-attacks can subvert 

the target with catastrophic impacts on critical infrastructure. Resilient cyber 

capabilities help resist offences and circumvent the harm to other domains 

of security and critical areas.13 

Further, opacity, asymmetry and attribution remain a problem in 

cyberspace. Military offensive cyber capabilities are designed surgically to 

bring down sophisticated critical civilian and military networks during an 

armed conflict. In addition, in the latest Cyber Strategy of the United States, 

the offensive cyber policy is strongly emphasized and it has been said in 

public that the US Defence Advanced Research Projects Agency (DARPA) 

                                                 
11Lorraine Finlay, Christian Payne. The attribution problem and cyber armed attacks, 

University of Notre Dame Australia, school of law,2019   

https://researchonline.nd.edu.au/cgi/viewcontent.cgi?article=1089&context=law_article 
12Limnéll, Jarno. Offensive cyber capabilities are needed because of deterrence. Accessed 

at https://cyberwar.nl/d/20130200_Offensive-Cyber-Capabilities-are-Needed-Because-of-

Deterrence_Jarno-Limnell.pdf 
13Ibid 

https://researchonline.nd.edu.au/cgi/viewcontent.cgi?article=1089&context=law_article
https://cyberwar.nl/d/20130200_Offensive-Cyber-Capabilities-are-Needed-Because-of-Deterrence_Jarno-Limnell.pdf
https://cyberwar.nl/d/20130200_Offensive-Cyber-Capabilities-are-Needed-Because-of-Deterrence_Jarno-Limnell.pdf
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is focusing its research on offensive cyber capabilities. It has also been 

announced by many countries that a response to a cyber-attack is not limited 

to the cyber domain, which is understandable. 

Cyber Attacks on Critical Infrastructure: An International Approach 

“Systems-of-systems” integrated with massive information and 

communications infrastructures exposes critical infrastructures to 

significant cyber threats”.14A cyber-attack on the critical infrastructure of a 

state is a threat to its national security. In such a case, denial-by-defense will 

help counter cyber-attacks by both states as well as non-state actors more 

adequately. However, denial-by-punishment will be more effective to deter 

states solely as the threat of retaliation can deter the intention of an offensive 

cyber-attack.  

The United States has been working on developing its cyber security policy 

since the 1990s focusing on countering cybercrime and preventing losses to 

the corporate sector. However, there has been a sharp and intensifying 

concern about protecting the country’s critical information infrastructure. A 

key component of the US 2018 cyber strategy is its Cyber Deterrence 

Initiative (CDI). This states that the US will work closely with allies in 

responding to cyber-attacks (including through intelligence-sharing), 

attributing attacks, formulating public statements of support for actions 

taken and jointly imposing consequences against those responsible. 

                                                 
14BélaGenge, István Kiss, Piroska Haller, A system dynamics approach for assessing the 

impact of cyberattacks on critical infrastructures, International Journal of Critical 

Infrastructure Protection, Volume 10, 2015. 
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The figure shows an annual increase in cyber-attacks and data comprised 

during the mentioned period in the US. 

Critical National Infrastructures (CNI) around the world are mostly 

controlled by private companies. Notably, the private sector controls 

roughly 90 percent of US critical infrastructure. The threat to critical 

infrastructure has raised a serious question in the world coalescing into the 

massive booming business of cyber security, one of the fastest-growing 

industries in the world. From 2006 to 2020, 156 significant15 attacks were 

made on the United States with an average of 11 significant attacks per year.  

In 2014 President Xi Jinping initiated a wave of internet-related 

organizational reforms and new laws and regulations to make China a cyber 

                                                 
15Significant cyberattack refers to hacks into a country’s critical infrastructure, each attack 

costs more than $1 million  https://www.visualcapitalist.com/cyber-attacks-worldwide-

2006-2020/ 

https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
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power.16  China’s first national Cyberspace Security Strategy was published 

in 2016 and was supported by China’s first Cyber security Law in 2017. On 

the industry side, the ‘Made in China 2025’ strategy, announced in 2015, is 

of particular significance. Identifying reliance on foreign vendors for its 

core internet technology as China’s biggest cyber risk, this ambitious 

strategy intended to ensure that 70% of the core internet technology the 

country depended on would be manufactured domestically by 2025 and that 

it would become a world leader in such technology by 2030.17 This is 

complemented by the Belt and Road Initiative (BRI), in which the Digital 

Silk Road component is designed to open up markets in the developing 

world to Chinese technology.18 

The United Kingdom’s critical national infrastructure officially consists of 

13 sectors which include Chemicals, Civil Nuclear, Communications, 

Defence, Emergency Services, Energy, Finance, Food, Government, Health, 

Space, Transport and Water. Each of these sectors is required by the 

government to produce an annual Sector Security and Resilience Plan, 

incorporating cyber security issues, while individual companies are 

responsible for their business continuity and resilience plans.19 There is a 

proven system for incident alerting and response, cyber defence exercises 

involving government and industry and a dedicated national risk 

                                                 
16Paul Triolo, Lorand Laskai, Graham Webster, and Katharin Tai, ‘Xi Jinping Puts 

“Indigenous Innovation” and “Core Technologies” at the Center of Development 

Priorities’, New America, 1 May 2018 
17 Ibid 
18Laura G. Brent NATO’s Role in Responding to China’s ‘Cyber Superpower’ Ambitions, 

horizon scanning, and analysis, Cyberspace strategic outlook 2030 Vol.2, 2022 CCDCOE. 

P-36-46 
19Public Summary of Sector Security and Resilience Plans, Cabinet office UK,2017 
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register.20The UK Government’s assessment of threats to Critical National 

Infrastructure (NCI) is based on a continuous cycle of learning lessons from 

real-world events.21 

 

 Source: Visual capitalist data 

streamhttps://www.visualcapitalist.com/cyber-attacks-worldwide-2006-

2020/22 

                                                 
20Harrop, Wayne; Matteson, Ashley Journal of Business Continuity & Emergency 

Planning, Volume 7, Number 2, Winter 2013-2014 
21Public Summary of Sector Security and Resilience Plans, Cabinet office UK,2017 
22Carmen Ang, The most significant cyberattacks from 2006-2020 

https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/ 

https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
https://www.ingentaconnect.com/content/hsp/jbcep;jsessionid=2f14nphnkre6e.x-ic-live-03
https://www.ingentaconnect.com/content/hsp/jbcep;jsessionid=2f14nphnkre6e.x-ic-live-03
https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
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The figure shows that the UK is the second-largest victim of significant 

cyber-attacks after the United States. It is estimated that by 2025 cybercrime 

is going to cost the global economy around $10.5 trillion which is almost 

$20 million every minute.23 

The UK government focuses on improving its resilience by strengthening 

the capabilities in cyberspace to withstand and recover from disruption. Its 

approach to security and resilience focuses on Resistance, Reliability, 

Redundancy and Response and Recovery. 24 

International Dialogue and Agreements on the Use of Cyber 

Capabilities Under UN Auspices 

There are two parallel major UN-sponsored initiatives aimed at addressing 

the future of cyber security. First, the Group of Governmental Experts 

(GGE) operating under the auspices of the United Nations was formed in 

2004. In period 2019-2021 GGE comprised of experts from 25 member 

states including five permanent members of the UN Security Council. It is 

working to promote responsible state behaviour in cyberspace.25 Second, the 

Russian-sponsored Open-Ended Working Group (OEWG) was established 

in 2018. It is tasked to examine the developments in the field of Information 

and Telecommunications in the context of international security.  

To date, six working groups of GGE have been created and the core 

achievement has been the recognition that international law applies to 

                                                 
23 Carmen Ang, The most significant cyberattacks from 2006-2020 

https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/ 
24Public Summary of Sector Security and Resilience Plans, Cabinet office 

UK,2017https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/ 
25 Dan Efrony The UN Cyber Groups, GGE and OEWG – A Consensus is Optimal, But 

Time is of the Essence  

https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
https://www.visualcapitalist.com/cyber-attacks-worldwide-2006-2020/
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cyberspace and the introduction of non-binding and voluntary norms of 

responsible state behaviour.26 The more recent working group of GGE 

concluded its work in May 2021 by adopting a consensus report. The report 

recognized the application of International Humanitarian Law (IHL) to 

cyberspace, precisely it acknowledges that IHL applies to cyber operations 

during an armed conflict. The 2021 report stresses that “states need to take 

responsible steps within its capacity to end the ongoing activity in its 

territory through means that are proportionate, appropriate and effective and 

in a manner consistent with international and domestic law.” 27 

Building on the 2015 GGE report, the latest report of 2021 expands on 

principles of international law that are relevant in cyberspace. It accelerates 

the prohibition of the threat or use of force against the territorial integrity or 

political independence of another state, respect for human rights and 

fundamental freedoms and non-intervention in the internal affairs of other 

states. EU has emphasized that “the critical infrastructures are no longer 

confined to the borders of states, but are increasingly becoming 

transnational and interdependent,” GGE report highlighted the lack of 

protection and regulation of such infrastructure, linking this unsettled issue 

to capacity-building and calling for closer interstate and public-private 

cooperation. 28Overall, GGE re-emerged as the main inclusive process for 

the application of international law to cyberspace and demonstrated 

progress from its previous rounds.  

                                                 
26Adina Ponta, Responsible State Behavior in Cyberspace: Two New Reports from Parallel 

UN Processes, Insights, American Society of International law, July 2021 Vol: 25, Issue:14 
27Ibid 
28Ibid 
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Unlike GGE, OEWG deliberated in public and member states could submit 

public contributions to its deliberations. In March 2021 OEWG passed the 

unanimous resolution and produced a report adopted by 68 participating 

states. This was the first report on cyber security of this scale with direct 

governmental participation. During the first round of OEWG, several 

countries emphasized the threat of misinformation and foreign inference in 

their electoral processes. Although, the report only gives a brief reference to 

the election interference to the underlying critical infrastructure.  

In the first section, the report focuses on the rising number of hostile cyber 

operations which destabilize public services such as “medical facilities, 

financial services, energy, water, transportation and sanitation.” The second 

section deals with rules, norms and principles. It recommends the 

development and implementation of norms of responsible state behaviour 

and the exchange of best practices for the protection of critical 

infrastructure. The third portion backs the GGE statement that international 

law including the UN charter applies to cyberspace. The fourth portion of 

the report says the confidence-building measure (CBMs) are policy tools 

aimed at mitigating threats and building trust & communication channels 

and have been traditionally promoted in tackling international security 

issues such as nuclear non-proliferation or disarmament. The fifth section 

identifies CBMs to develop trust while capacity building is also the focus of 

the report outline. Finally, the report identifies the importance of regular 

institutional dialogue under the auspices of the United Nations.29 

                                                 
29Adina Ponta, Responsible State Behavior in Cyberspace: Two New Reports from Parallel 

UN Processes, Insights, American Society of International law, July 2021 Vol: 25, Issue:14 
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Currently, OEWG is working on a second mandate 2021-2025 with an 

organizational session held in June 2021. The first substantive session of 

OEWG was held in December 2021 followed by the second substantive 

session held from 28 March to 1 April 2022 in New York.30The OEWG 

group discussed the existing and potential threats in the ICT sphere and data 

security rules, norms and principles of responsible behaviour of states in 

cyberspace. It also addressed the question of how international law applies 

to the use of ICTs by states, confidence-building measures and capacity 

building. The next OEWG substantive session will be held on 25-29 July 

2022.31 

It is to note that despite the wide mandate given to each group – the GGE 

and OEWG – by the UNGA resolutions that establish them, both reports 

reveal a cautious approach. They mainly focus on voluntary, non-

controversial issues such as encouraging states to enhance their cooperation 

in capacity building and Confidence Building Measures (CBM) to meet the 

challenges in tackling existing and potential threats. 

Cyber terrorism refers to "premeditated, politically motivated attacks by 

sub-national groups or clandestine agents against information, computer 

systems, computer programs and data that result in violence against non–

combatant targets”32 

In 2002, the US Centre for Strategic and International Studies defined cyber 

terrorism as “the use of computer network tools to shut down critical 

                                                 
30UN OEWG and GGE, https://dig.watch/processes/un-gge 
31UN OEWG and GGE,https://dig.watch/processes/un-gge 
32Maura Conway, Reality Bites: Cyber terrorism and terrorist use of the internet, first 

Monday, peer-reviewed   journal on the Internet, 

2002,https://firstmonday.org/article/view/1001/922 

https://dig.watch/processes/un-gge
https://dig.watch/processes/un-gge
https://firstmonday.org/article/view/1001/922
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national infrastructure (such as energy, transportation, government 

operations) or to coerce or intimidate a government or civilian 

population”.33 

Cyber terrorism is a more attractive and cheaper method for terrorists than 

traditional methods because they do not need to invest money and buy 

weapons. Additionally, compared to conventional forms of terrorism, cyber 

terrorism needs less physical preparation, fewer mortality risks and greater 

mobility, making it more appealing for terrorist groups to attract and keep 

adherents. 

Cyber terrorists break into computers that control dams or air traffic control 

systems, wreaking havoc and endangering not only millions of lives but 

national security itself. 34 

It ought to be mentioned that, most of the critical infrastructure of Western 

countries is networked through computers. Therefore, mostly electric power 

grids and emergency services are vulnerable to cyber terrorist attacks 

because computer systems that run them are highly complex, making it 

effectively impossible to eliminate all weaknesses. One such example is the 

Tamil Tiger Guerrilla fighter’s attack on the computer systems of the Sri 

Lankan State in 1998.  The Sri Lankan embassies around the world were 

flooded with the message that “We are the Black Internet Tigers and we are 

going to disrupt your communications systems.” Similarly, in 2003, a 

Japanese cult named Aum Shinrikyo (“Supreme Truth”) conducted a 

                                                 
33Hacktivism, Terrorism, Espionage, Disinformation Campaigns and Warfare in 

Cyberspace, United Nations office on drugs and crime, module 14, 

https://www.unodc.org/e4j/en/cybercrime/module-14/index.html 
34Gabriel Weimann, Cyberterrorism: How real is the threat? United States Institute of 

Peace, special report,2004 https://www.usip.org/sites/default/files/sr119.pdf 

https://www.unodc.org/e4j/en/cybercrime/module-14/index.html
https://www.usip.org/sites/default/files/sr119.pdf
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complex cyber-attack including obtaining sensitive information about 

nuclear facilities in Russia, Ukraine, Japan and other countries as part of an 

attempt to attack the information security systems of these facilities.35 

Cyber Espionage 

Cyber espionage can be described as a method of intelligence collection, 

particularly to obtain or access information that is not normally publicly 

available. The techniques of cyber espionage include using human resources 

(agents) and technical means by hacking into computer systems.36 

A pitfall attached to taking retaliatory measures in cyberspace is the problem 

of attribution. Cyber-attacks carried out by state A maybe retaliated by state 

B if the origin of the attack is known. However, a cyber-attack by non-state 

actors can not necessarily be traced back to its attribution. Pakistan has also 

remained a target of cyber espionage.  The Intercept 2016 Report states that 

US National Security Agency NSA spied on the top officials of Pakistan 

through Second date malware. 

Since cyber espionage is carried out for spying and collecting intelligence 

such tactics are usually carried out by states hence the chances are that the 

cyber offender is a state actor and the likelihood of tracing the origin of such 

an attack is possible in some cases. To deter cyber espionage, offensive 

policy measures should be adopted. This will increase the response 

mechanism and will deter the possible cyber-attacks faced by Pakistan. 

                                                 
35 Cyber Crime and Cyber Terrorism Investigator's Handbook; Chapter 13 
36 Ibid  
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Hacktivism 

There is no universal definition of hacktivism but it has been described as 

the intentional access to systems, websites and/or data without 

authorization. The techniques also include the signing of online petitions, 

hashtag campaigns, creating a campaign website, recruiting volunteers and 

obtaining funds from members and supporters.37 

Hacktivism has entered mainstream social media such as Twitter and 

Instagram. Protected by their anonymity, hacktivists can be less inhibited in 

expressing ideas or abuse and can be much more impervious to criticism 

and debate, than people who hold similar beliefs but express and defend 

them publicly. In short, hacktivism can appear more shadowy work of fringe 

groups and outsiders, than traditional forms of activism.38Anti-state 

elements often use such techniques to malign the other state. For example, 

the use of fake hashtags against Pakistan; # statekilledKarimabaloch 

#statekilledusmankakar and the migration campaign that India ran against 

Pakistan through the srivasta group.   

Ransomware 

Ransomware is a type of malware and malicious software, used to commit 

cybercrimes. When a computer or a network is attacked with ransomware, 

the malicious software blocks access to the system and encrypts its data. 

Thus, cybercriminals demand ransom money from the victims of cyber-

attacks to release their data. In terms of national security, ransomware 

                                                 
37Hacktivism, Terrorism, Espionage, Disinformation Campaigns and Warfare in 

Cyberspace, United Nations office on drugs and crime, module 14, 

https://www.unodc.org/e4j/en/cybercrime/module-14/index.html 
38Tom Sorell, Human Rights and Hacktivism: The Cases of Wikileaks and Anonymous, 

Journal of Human Rights Practice, Volume 7, Issue 3, November 2015, Pages 391–410, 

https://www.unodc.org/e4j/en/cybercrime/module-14/index.html
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attacks are a red line for the states, because they can block the critical data 

of important national institutions and the blocked data could be used against 

the victim state. 39 

One of the significant ransomware attacks on the United States was 

witnessed in May 2021 when the hackers took down the Colonial Pipeline 

which led to fuel shortages across the East Coast. Charles Carmakal, senior 

vice president at cyber security firm Mandiant said in an interview that the 

Colonial Pipeline was hacked by a private network account which allowed 

the hackers to remotely access the company’s computer networks. 

According to a Bloomberg report, the Colonial Pipeline transports almost 

2.5 million barrels of oil daily from the Gulf Coast to the Eastern Seaboard. 

The ransomware attack resulted in a blockade of the gas stations and higher 

fuel prices.40 

Cyber-attacks on Pakistan 

With the expansion of cyberspace in the sectors of finance and energy, the 

threat of cyber-attacks has increased noticeably. Reportedly Pakistan’s 

finance and energy sectors were the frequent targets of cyber-attacks.41. 

Since cybercrimes are a risk to systematic financial stability, the attacks on 

the critical infrastructure of any state are a matter of its national security. It 

is important to note that cyber-attacks taking place in one 

country/organization or a company can have repercussions worldwide. For 

example, a cyber-attack hit Careem app in 2018 that resulted in a 

                                                 
39 What is ransomware?  https://www.kaspersky.com/resource-center/threats/ransomware-

attacks-and-types 
40 William Turton and Kartikay Mehrotra, Hackers Breached Colonial Pipeline Using 

Compromised Password, June 2021 
41K-Electric suffered a targeted ransomware attackhttps://www.hackread.com/netwalker-

ransomware-hits-pakistan-power-supplier-k-electric/ 

https://www.kaspersky.com/resource-center/threats/ransomware-attacks-and-types
https://www.kaspersky.com/resource-center/threats/ransomware-attacks-and-types
https://www.hackread.com/netwalker-ransomware-hits-pakistan-power-supplier-k-electric/
https://www.hackread.com/netwalker-ransomware-hits-pakistan-power-supplier-k-electric/
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compromise of information of 14 million users from several countries. 

Consequently, information such as email address, trip details, customer 

identity and phone numbers became a target.42 

National Cyber Security Policy of Pakistan 2021 

In July 2021, the federal cabinet of Pakistan approved the first National 

Cyber security Policy of Pakistan. The policy emphasizes the development 

of a response framework to deal with the threats of cyber terrorism and 

cyber-attacks. It further elaborates on a national cyber vision to have a 

protected, robust and enhanced nationwide digital ecosystem for national 

security and socio-economic progress.43 Further, the policy mentions the 

development of an integrated digital eco-system to protect the crucial digital 

assets of states. The policy envisions active defence against cyber-attacks 

and internet-based services as well as adequate response measures in case 

of acts of aggression against national sovereignty44.  

 

Following are the focus areas of Cyber security policy of Pakistan 2021:  

a) Establish a governance framework 

b) Address the importance of information systems and critical 

infrastructure  

c) Promote data governance and protection 

                                                 
42Rubab Syed, Ahmed Awais Khaver & Muhammad Yasin Cyber Security: Where does 

Pakistan stand? Sustainable Development Policy Institute  SDPI February 2019 

https://www.think-asia.org/bitstream/handle/11540/9714/Cyber-security-where-does-

pakistan-stand%28W-167%29.pdf?sequence=1 
43Ministry of Information and technology, National Cybersecurity policy of Pakistan, July 

2021.https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Polic

y%202021%20Final.pdf 
44Ibid 

https://www.think-asia.org/bitstream/handle/11540/9714/Cyber-security-where-does-pakistan-stand%28W-167%29.pdf?sequence=1
https://www.think-asia.org/bitstream/handle/11540/9714/Cyber-security-where-does-pakistan-stand%28W-167%29.pdf?sequence=1
https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Policy%202021%20Final.pdf
https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Policy%202021%20Final.pdf
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d) Promote online privacy 

e) Establish an information assurance framework 

f) Create cyber security awareness 

g) Capacity building 

h) Achieve independence/indigenization   

i) Emphasize the national/global cooperation framework 

j) Emphasize the adoption of a risk-based approach45 

In essence, Cyber Security policy 2021 is aimed at protecting the cyberspace 

of Pakistan by developing a robust cyber security defence. The policy places 

cyber-attacks at par with attacks on the core aspects of national security. 

However, policy mainly focuses on defensive approach which is also 

imperative for securing cyberspace but it should also adopt an offensive 

approach to deterring cyber-attacks. It ought to be mentioned that this kind 

of approach cannot be considered a panacea against cyber-attacks. The 

policy measures, therefore, should be a blend of both offence and defence 

to comprehend cyber threats. 

The Resilience of the National Cyber Security Policy of Pakistan 2021 

The 2021 cyber policy mentions establishing a structure to safeguard the 

cyberspace of Pakistan. It is a positive step towards the security of 

cyberspace. The policy states that an interactive digital ecosystem will be 

developed to safeguard digital assets from cyber-attacks. Moreover, special 

courts will be established at the national level to resolve cybercrime matters. 

One of the principal rules of cyber security is safeguarding the Critical 

Infrastructure (CI) and Critical Information Infrastructure (CII). The policy 

                                                 
45Muneeb Imran, Pakistan’s Cybersecurity Policy in 2021: A Review, Industry news, 

November 2021 https://www.isaca.org/resources/news-and-trends/industry-

news/2021/pakistans-cybersecurity-policy-in-2021-a-review 

https://www.isaca.org/resources/news-and-trends/industry-news/2021/pakistans-cybersecurity-policy-in-2021-a-review
https://www.isaca.org/resources/news-and-trends/industry-news/2021/pakistans-cybersecurity-policy-in-2021-a-review
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document maintains enforcement of cyber security risk management 

methodologies, developing a mechanism for the protection of CII and 

enforcement of the use of digital certifications and their accreditation 

including accreditation of national security standards in developing national 

security standards for public and private sectors.46 

This establishes that the policy is indeed resilient as it comprehensively 

covers the existing and possible cyber threats to the CI and CII of Pakistan. 

In addition to that, the policy covers domestic cyber threats like cybercrimes 

as well. The number of existing and possible cyber threats to the digital 

infrastructure of Pakistan is not small. Cyber-attacks in the past were carried 

out by both states as well as non-state actors. Ransomware, malware, 

hacktivism, cyber espionage, cyber terrorism and other cyber-attacks have 

also affected Pakistan. This necessitates vigilance in all areas of the policy. 

The policy mechanism should not only follow defensive, but rather a 

combination of defensive and offensive approaches to better contend with 

the threats of cyber-attacks. The National Security Policy of Pakistan (NSP) 

2022-2026 was officially released on January 14, 2022. The NSP highlights 

present and future threats faced by Pakistan in its neighbourhood and 

emphasizes the “whole-of-a-nation” approach to deal with these threats at 

all levels including land, air, sea, cyber and space.47  

                                                 
46Ministry of Information and technology, National Cybersecurity policy of Pakistan, 

July2021. 

https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Policy%20

2021%20Final.pdf 
47Rabia Akhtar, Pakistan’s new national security policy: a step in right direction, Atlantic 

council, January 2022 available at: 

https://www.atlanticcouncil.org/blogs/southasiasource/pakistans-new-national-security-

policy/ 

 

https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Policy%202021%20Final.pdf
https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Policy%202021%20Final.pdf
https://www.atlanticcouncil.org/blogs/southasiasource/pakistans-new-national-security-policy/
https://www.atlanticcouncil.org/blogs/southasiasource/pakistans-new-national-security-policy/
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Policy Recommendations 

It is imperative to note that policy measures must be implemented in their 

earnest to achieve the desired policy goals. Likewise, the framework given 

in the National Cyber security Policy requires prompt implementation given 

the sharp rise in cyber-attacks and cybercrimes in Pakistan and all over the 

world. Investments must be made in the ICT sector and emerging 

technologies to enhance the digital infrastructure of Pakistan, which will 

serve as a barrier to cyber-attacks.  

The National Cyber security Policy 2021 must be updated with the 

relevance of time and technological advancement and an accountability 

mechanism must be put in place to monitor the development and goals 

achieved in the given time. 

A whole-of-Government Approach – including diverse ministries, public 

agencies and public administration, must be taken, to not only provide a 

common solution to a problem but also work to implement those solutions 

at the national level. National vulnerability assessment centres and national 

crime and coordination centres should be established and there should be a 

collaboration with the private sector and international cyber security 

research organizations. 

Cyber deterrence cannot be carried out by the government alone but with 

the assistance of the public too. Civilians are on the front lines of cyber 

warfare. Therefore, it is important to create general public knowledge about 

cyber warfare and the actions that must be taken individually. This would 

lead to creating an effective cyber deterrence.  

Cyberwarfare is a novel domain of warfare, a challenge requiring an 

immediate global response to escape any catastrophe. This can be done 
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through extensive international cooperation. Multilateral discussions on 

such issues help formulate rules and norms for such threats. Hence, there is 

a need for Cyber regulation and an agreed battlefield on a cyber treaty. The 

malicious cyber-attacks have impacted the global supply chains of the 

services sector. This issue can also be addressed by creating global norms 

and treaties to manage a global supply chain. 

Cyber deterrence works when the enemy is convinced of a counter offensive 

in cyberspace.  It is, therefore, important to have a policy and declaration of 

offensive capabilities and readiness to communicate the rules of 

engagement. This awareness prevents conflicts. Many countries have said 

that a response to a cyber-attack will not be limited to the cyber domain. The 

US, China, Russia and other countries are incorporating professional people 

possessing cyber expertise to cope with such threats. 

Conclusion 

There have been several challenges to national security given the rise of 

emerging technologies notably in cyberspace. Currently, adversaries are 

carrying out jeopardizing tactics against each other by targeting sensitive 

areas unable to be retaliated through physical force. Conflicts in the 

foreseeable future will not only be fought by the armies on battlefields but 

also by the malicious codes possessing the capability to subvert the critical 

infrastructure of a country. Any such assault could paralyze the mobilization 

of armies and the resources needed at the time of war. Therefore, cyber 

security measures and strengthening resilience in the system through policy 

implementation and investments in emerging technologies is the pivotal 

factor in national security.  
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It exhibits the prominence of safeguarding the infrastructure which is 

fundamental to national security. The importance of cyber security also 

highlights the growing potency of cyber incursions and better ways to target 

critical institutions of a state. Therefore, it needs to be recognized that cyber 

security is national security. 
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