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Abstract:  

The world is facing different forms of Cybersecurity challenges. Cyber-

terrorism is emerging challenge that has become a real threat for the peace 

and security of many countries. During the last decade and half use of cyber 

technologies to challenge the national autonomy, disturb the social and 

economic fabric of countries has been established. Hence, Cyber space is 

accepted as a fifth operational domain after land, sea, air and space. The 

goals of Cyber-terrorism can be social, political, ideological, religious, or 

similar. For instance, the motive behind state-sponsored Cyber-terrorist 

attacks can be political. Cyber-terrorism activities carried out by 

anonymous groups may have social or ideological agenda. Cyber-terrorists 

achieve their goals through a number of acts, such as destroying critical 

infrastructure and information systems, compromising communication 

systems, obtaining classified information, spreading propaganda, 

intimidating people, launching Distributed Denial of Service (DDOS) 

attacks, and planting Advanced Persistent Threats (APTs).  

This paper covers some of the recent Cyber-terrorism incidents in order to 

understand the impact of Cyber-terrorist activities on peace and security of 

the countries. The paper also highlights Pakistan’s current Cybersecurity 

approach, the internal and external security challenges in the context of 

Cyber-terrorism. Paper also reviews the capacity enhancement technologies 

in cyber domain such as Cyber ranges and Cyber drills and summarize the 
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recommendations that can really help the country in improving the overall 

Cybersecurity posture. 

Keywords: Cyber-terrorism, Global Cybersecurity strategies, Pakistan’s 

Cybersecurity posture, Cyber Ranges 

Introduction 

Over the last three decades advancements in information and 

communication technologies, globalization and geo-political incidents 

emerged a new society which human history has never experienced before. 

The majority of the countries who were opponents in the cold war era are 

presently cooperating with each other; working for the betterment and 

secure future of the world. The global collaboration has given a boost to 

technology sector, especially information and communication technologies. 

Although the world has thrived due to globalization, it is also a fact that 

terrorism has emerged as a critical threat. It is debatable whether terrorism 

increased due the globalization or it is the result of excluding some 

communities from being a part of globalization which turned them into a 

global threat1. However, the main concern is the fact that terrorism has 

become more prominent than ever. One such devastating threat is the 

emergence of Cyber terrorism.  

Many people confuse the term “Cyber-crime” with “Cyber-terrorism”. 

However, there is a difference of approach between the two terms.  Cyber-

crime refers to a criminal act where the computer technology is used as a 

1 A. Khan and M. A. R. Estrada, "Globalization and terrorism: an overview," Quality & 
Quantity, vol. 51, pp. 1811-1819, 2017. 
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vector, a target, or both2. Cyber-crime can be related to non-political, non-

social, non-religious, or non-ideological objectives, such as hacking, fraud, 

forgery, money laundering, and illegal interception of data that can 

compromise the confidentiality, integrity, and availability of information3. 

On the other hand, Cyber-terrorism can be an act of spreading fear among 

communities through different acts, such as threatening state security, 

destructing critical assets, displacing habitats, killing people, and causing 

financial damage to the countries4.  Although the term “Cyber-terrorism” 

first appeared in 1980s by Barry Collin, a research fellow at Institute for 

Security and Intelligence in California, there is no single definition of 

Cyber-terrorism that has gained global acceptance. Few attempts have been 

made by different researchers to define the term “Cyber-terrorism”. Some 

definitions explained the “Cyber-terrorism” in a broader perspective while 

others have narrowed down the concept. For instance, Dorothy Denning, a 

US-American information security researcher, tried to incorporate different 

threat vectors and motives in her Cyber-terrorism definition. According to 

Denning; “Cyber-terrorism is the convergence of cyberspace and 

terrorism. It refers to unlawful attacks and threats of attack against 

computers, networks, and the information stored therein when done to 

intimidate or coerce a government or its people in furtherance of political 

or social objectives. Further, to qualify as Cyber-terrorism, an attack 

should result in violence against persons or property, or at least cause 

enough harm to generate fear. Attacks that lead to death or bodily injury, 

2 L. Janczewski, Cyber warfare and cyber terrorism: IGI Global, 2007. 
3 K. Archick, D. Foreign Affairs, and T. Division, "Cybercrime: The council of Europe 
convention," 2005 
4 A. Alqahtani, "The Potential Threat of Cyber-terrorism on National Security of Saudi 
Arabia," in ICIW 2013 Proceedings of the 8th International Conference on Information 
Warfare and Security: ICIW 2013, 2013, p. 231 
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explosions, or severe economic loss would be examples. Serious attacks 

against critical infrastructures could be acts of Cyber-terrorism, depending 

on their impact. Attacks that disrupt nonessential services or that are mainly 

a costly nuisance would not”5. Mark M. Pollitt, a 20-year veteran of the US 

Federal Bureau of Investigation (FBI) narrowed down the “Cyber-

terrorism” definition by combing the “Terrorism” definition, by the US 

Department of State, with the “Cyberspace” concept of Barry Collin. 

According to Pollitt; “Cyber-terrorism is the premeditated, politically 

motivated attack against information, computer systems, computer 

programs, and data which result in violence against non-combatant targets 

by sub national groups or clandestine agents”6. 

This paper reviews the Cyber-terrorism challenges by highlighting some 

past Cyber-terrorist attacks against different countries. The main 

contributions of the paper are as follows: 

 An overview of Cyber-terrorist attacks in different countries 

 Pakistan’s conventional security challenges 

 Pakistan’s Cyber ranking in Global Cybersecurity Index (GCI) surveys 

 A comparison of Pakistan GCI ranking with regional powers 

 Cybersecurity challenges of Pakistan 

 Pakistan’s current Cybersecurity infrastructure 

 Recommendations for Pakistan’s current Cybersecurity posture 

5 D. E. Denning, "Cyberterrorism: Testimony before the special oversight panel on 
terrorism committee on armed services US House of Representatives," Focus on Terrorism, 
vol. 9, 2000. 
6 M. M. Pollitt, "Cyberterrorism—fact or fancy?," Computer Fraud & Security, vol. 1998, 
pp. 8-10, 1998. 
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The rest of the paper is organized into following sections. Section 2 covers 

few internationally recognized Cyber-terrorist attacks and their impact. 

Section 3 is about Pakistan’s current Cyber-security state, the challenges, 

and way forward for the country. Section 4 concludes the paper. 

Past Cyber-Terrorist Attacks 

In November, 1988 Robert Morris caught the attention of the world by 

creating a program termed as Morris worm. Robert Morris was a graduate 

student at Cornell-University who launched the worm in order to map the 

internet. Although the intentions were not to harm the internet, the worm 

slowed down around 60,000 machines connected to the internet at that time, 

costing an estimated loss of $98 million7. After this event, many 

Cybersecurity researchers have started working on enhancing the internet 

security to protect the cyberspace from such devastating incidents in future. 

However, the efforts were not enough to stop the misuse of the internet and 

technology8. Cyber-terrorists managed to breach the Cyber-defense of 

different states on many occasions. Many of these attacks were a threat to 

the national security of the countries. Following is the brief overview of 

some of these Cyber-terrorist attacks, highlighting the apparent mission 

goals, motives, and the impact of these Cyber-terrorist attacks. 

Guardians of Peace (Sony Hack) 

On 24th of November 2014, an anonymous cyber group called “Guardians 

of Peace” hacked into Sony Pictures Entertainment network located in 

7 S. Furnell and E. H. Spafford, "The Morris Worm at 30," ITNOW, vol. 61, pp. 32-33, 
2019. 
8 H. Orman, "The Morris worm: A fifteen-year perspective," IEEE Security & Privacy, vol. 
1, pp. 35-43, 2003. 



Global Cyber Terrorism: [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL II, ISSUE I

6 

California. The objective of the attack was to stop Sony motion Picture from 

releasing a political satire movie about North Korea. The group not only 

leaked thousands of confidential documents of Sony Pictures but also erased 

about 100 terabytes of data, costing tens of millions of dollars to the 

company. Many theaters refused to screen the film after the attack and 

threats from the group. Sony Pictures was forced to stop releasing the film. 

The United States government condemned the act by officially attributing 

the attack as state-sponsored Cyber-terrorism by the government of North 

Korea9.  

The Red October 

“The Red October” was Cyber espionage campaign against government, 

research, and diplomatic organizations located in the Eastern Europe and 

Central Asia (the former USSR Republics). The attack was an Advanced 

Persistent Threat (APT) that was launched in 2007 and remained 

undiscovered until 2013.  There is no clear evidence about the originators 

of the attack but the analytical reports suggested that the perpetrators were 

from a Russian-Speaking territory. Initially, the attackers targeted a selected 

group of people through spear phishing attack and then installed more 

sophisticated modules and software to accomplish the espionage mission. It 

is believed that the attackers managed to steal the sensitive information 

related to nuclear and energy groups, research institutions, and aerospace 

organizations10. 

9 B. A. Walton, "Duties Owed: Low-Intensity Cyber Attacks and Liability for 
Transboundary Torts in International Law," Yale LJ, vol. 126, p. 1460, 2016. 
10 K. Krombholz, H. Hobel, M. Huber, and E. Weippl, "Advanced social engineering 
attacks," Journal of Information Security and applications, vol. 22, pp. 113-122, 2015. 
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Stuxnet 

Stuxnet was probably the most sophisticated cyber-attack that was launched 

to physically destroy the target (cyber-physical system). The attack was an 

APT, which was discovered in 2010. The analysis showed that the program 

has a number of advanced attacking parameters, such as exploiting zero-day 

vulnerabilities; and changing libraries, targeting Supervisory Control and 

Data Acquisition (SCADA) systems. Stuxnet was allegedly designed to 

target the Iranian nuclear project. It is believed that Stuxnet was injected 

into the targeted computers through a USB drive. The program first attacked 

the attached computer system and then infected the other computers in the 

network by exploiting the vulnerabilities. The ultimate target of Stuxnet was 

the machine controlling the centrifuges. The attack was severe enough to 

destroy 1,000 centrifuges out of 5,000 working at that time by changing 

their spinning speeds and altering the configurations11. Some research 

studies indicate that the Stuxnet was a joint venture of the countries who 

wanted to destroy or slow down Iran’s efforts to achieve nuclear 

capabilities, however there was no official statements by the countries 

claimed the responsibilities for the attack12. 

Dark Seoul (Operation Troy) 

South Korea remained under a series of cyber-attacks from 2009 to 2013. 

In 2009, South Korea was hit with Distributed Denial of Service (DDOS) 

attack that resulted in discontinuity of a number of online services including 

the banking systems. A number of websites including Ministry of Defense, 

11 Z. Masood, R. Samar, and M. A. Z. Raja, "Design of a mathematical model for the 
Stuxnet virus in a network of critical control infrastructure," Computers & Security, vol. 
87, p. 101565, 2019. 
12 M. Kenney, "Cyber-terrorism in a post-stuxnet world," Orbis, vol. 59, pp. 111-128, 2015. 
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Ministry of Public Administration and Security, National Intelligence 

Services, and major South Korean banking services remained blocked for 

six days. The U.S, an ally of South Korea, was also targeted in these attacks. 

New York Stock Exchange, Pentagon, and White House websites were also 

clogged in the attacks. The 2009 pattern of attacks was repeated in 2011 

where the targets were government, military, and critical infrastructure 

websites including the network of U.S ground and Air Force in South 

Korea. In March 2013, the attackers were able to hack major South Korean 

banks and television stations. The attackers deleted the Master Boot Record 

(MBR) of tens of thousands of computers in these attacks. This series of 

attacks were named as “Dark Seoul” which later changed into “Operation 

Troy”. Operation Troy was attributed as an act of Cyber-terrorism since the 

main objective of these attacks was espionage and sabotage of organizations 

in South Korea13. South Korea blamed North Korea for these attacks. 

Table 1 shows brief summary of the aforementioned attacks in terms of 

mission, Chosen targets, Impact, Motivation, and time before detection of 

attacks. 

Table 1: Summary of Past Cyber Terrorism Attacks 

Attacks Mission Target(s) Impact Motivation Time 
Period 

Guardians 
of Peace Threat  Sony Pictures 

Headquarter High Ideological 2014 

The Red 
October Espionage 

Eastern Europe 
and Central 
Asian (i) 
Nuclear and 

High Political 2007 - 
2013 

13 T. Feakin, "Playing blind-man’s buff: estimating North Korea’s cyber capabilities," 
International Journal of Korean Unification Studies, vol. 22, pp. 63-90, 2013. 
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Energy 
Groups, (ii) 
Aerospace 
Organizations, 
(iii) Research 
Organizations 

Stuxnet Sabotage Iran Nuclear 
Program 

Very 
High Political 2007 - 

2010 

Dark 
Seoul 

Espionage, 
Sabotage 

South Korean 
Websites, 
Banks, TV 
stations 

High Political 2009-
2013 

Pakistan’s Cybersecurity Approach (Challenges and Solution) 

Pakistan is a developing country with strong geopolitical hold in South 

Asia. Pakistan has shown great commitment to boost its Information 

Technology (IT) sector. United Nations Conference on Trade And 

Development (UNCTAD) ranked Pakistan in top 10 booming digital 

economies in the world in its Information Economy Report 201714. With 

the evolution of Information and Communication Technology (ICT), the 

security challenges of ICT and other critical infrastructure have also 

increased. The Cybersecurity challenges of Pakistan can’t be analyzed fully 

without knowing the conventional security problems of Pakistan. 

Conventional Security Challenges of Pakistan 

The 2001 U.S invasion of Afghanistan changed the security paradigm of 

South Asia. Pakistan became an ally of United States against global war on 

14 U. N. C. o. T. A. Development, "INFORMATIONECONOMY REPORT2017," 
https://unctad.org/en/PublicationsLibrary/ier2017_en.pdf, 2017. 
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terrorism15. Pakistan had to pay a great price for becoming a part of the 

global efforts against terrorism. The non-state actors and states-sponsored 

terrorists managed to expand the epicenter of war from Afghanistan to the 

border areas of Pakistan, creating a political unrest and violence in the 

country. According to the U.S. National Consortium for the Study of 

Terrorism and Responses to Terrorism (START), 84% of the total terrorism 

incidents (between 1970 -2014) in Pakistan occurred after the U.S led war 

against terrorism in 200116. Pakistan suffered a lot in the war, losing over 

60,000 precious lives with thousands of injuries and largest human 

displacement in the country17. Kashmir dispute between Pakistan and India 

is another reason of instability in South Asia. The confessional statements 

of the apprehended Indian spy, Kulbhushan Jadhav, are the proof of Indian 

involvement in creating political unrest and promotion of terrorism in 

Pakistan. Pakistan utilized all its resources to successfully fight the 

conventional war against terrorism since its rise in 2001. However, a bigger 

threat in the form of a hybrid war is yet to be fought by Pakistan to defeat 

the terrorism at Cyberspace front.  

 Cybersecurity Ranking of Pakistan 

Cybersecurity challenges of countries can be determined by their 

preparedness to Cyber-attacks. Countries having solid Cyber defense face 

less challenges in Cyberspace. There is no specific method to measure the 

15 M. U. Quddafi and M. K. Afridi, "Contemporary Pak-US Relations in Post 9/11 
Scenario," The Pakistan Journal of Social Issues, vol. 9, 2018. 
16 M. K. Khan and L. Wei, "When friends turned into enemies: The role of the national 
state vs. Tehrik-i-Taliban Pakistan (TTP) in the war against terrorism in Pakistan," Korean 
Journal of Defense Analysis, vol. 28, pp. 597-626, 2016. 
17 N. H. Khan, Y. Ju, and S. T. Hassan, "Modeling the impact of economic growth and 
terrorism on the human development index: collecting evidence from Pakistan," 
Environmental Science and Pollution Research, vol. 25, pp. 34661-34673, 2018. 
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Cybersecurity aptitudes of countries. However, there are some indicators 

that show states’ willingness towards achieving enough Cybersecurity 

capabilities to mitigate Cyber-threats.  One such indicator is the Global 

Cybersecurity Index (GCI) by International Telecommunication Union 

(ITU). GCI ranks member states through analyzing their Cybersecurity 

commitment in five areas, namely legal, technical, cooperation, capacity 

building, and organizational. The legal pillar determines the legal 

frameworks and institutions that handle the Cyber incidents. The Technical 

capacity is analyzed through technical frameworks and institutions to deal 

the Cybersecurity. The Cooperation indicator evaluates the existing 

cooperative frameworks, partnerships, and information sharing networks. 

The Capacity building is the measure of research, development, training 

programs, certifications, and public sector organizations engaged in 

capacity building. The organizational pillar indicates the bodies that work 

for the development of Cybersecurity at national level.  Pakistan’s 

Cybersecurity challenges can be analyzed through its GCI ranking. To 

better understand Pakistan’s commitment towards Cyber-secure country, 

the GCI ranking of the country is also compared with other neighbor 

developing countries including India, Iran, Sri Lanka, and Bangladesh. The 

GCI has conducted three surveys so far.  

The first survey was conducted in 2013/2014 with 105 countries that 

participated in the survey out of 193 ITU member states. The results of the 

first GCI survey were published in 2015. The global GCI ranking of 

Pakistan and the selected countries from the Asia Pacific region is presented 

in the following Table 2. 
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Table 2: GCI regional Ranking for 2013/2014 

Countries Pakistan India Iran Sri Lanka Bangladesh 

GCI 

Ranking 

23 5 19 15 19 

The second GCI survey was conducted in 2016 and results were published 

in 2017. There were a total of 134 participating states in the second GCI 

survey. The rankings of the countries in second GCI survey are shown in 

the following Table 3. 

Table 3: GCI Ranking for 2016 

Countries Pakistan India Iran Sri Lanka Bangladesh 

GCI 

Ranking 

66 23 59 71 53 

There were a total of 155 countries in 2018 GCI survey. The global rankings 

of the five member states in 2018 survey are mentioned in Table 4. 

Table 4: GCI Ranking for 2018 

Countries Pakistan India Iran Sri Lanka Bangladesh 

GCI 

Ranking 

94 47 60 84 78 
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Cybersecurity Challenges of Pakistan 

Cybersecurity challenges of Pakistan can be analyzed through its GCI 

performance and Cyber-attacks on the country.  The following Table 5 

shows average GCI position of Pakistan and other countries in the 

aforementioned tables.  The average position is calculated by using the 

following formula. 

Table 5: Average GCI Position of Countries 

Year Participant 

Countries 

Pakistan India Iran Sri 

Lanka 

Bangladesh 

2014 105 22 4 18 14 18 

2016 134 49 17 44 53 40 

2018 155 60 30 38 54 50 

From Table 5, it is evident that Pakistan went to the declining state by 

gradually moving away from its initial average position. Table 5 gives a 

comparison of Pakistan with other countries. 

GCI is one way of showing Pakistan’s Cybersecurity challenges. There are 

a number of past incidents that suggest that Pakistan had a weak Cyber-

defense system. According to Microsoft Malware Infection Index 2016, 

Pakistan was the top most vulnerable country in terms of Malware 
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infections in Asia Pacific countries18. Pakistan was also among the countries 

that were using Swiss encryption equipment called Crypto AG for secret 

communication. In a recent development it was found that the facility was 

secretly owned by Central Intelligence Agency, having the privileges of 

intercepting any communication19. Indian hackers are also a major threat to 

the national security of Pakistan. There are a number of past Cyber-attack 

attempts from Indian hackers with direct or indirect support of Indian 

government. For instance, Indian Cyber Army (ICA) is apparently a state 

sponsored organization of India that managed to hack a number of Pakistani 

websites in the past including National Accountability Bureau   (NAB), 

National Database & Registration Authority (NADRA), and Pakistan 

Navy20. These are few of the Cyber incidents that show that Cybersecurity 

is a big challenge for national security of Pakistan. The aforementioned 

Cyber-terrorist activities suggest that Pakistan is facing Cybersecurity 

challenges from different states or their proxies. There is no clear evidence 

of Cyber-terrorist attacks from independent Cyber-terrorist organizations.  

Current Cybersecurity Infrastructure of Pakistan 

It is important to analyze the current Cybersecurity infrastructure of 

Pakistan before advancing to the suggestions part. Pakistan has taken few 

positive steps in last two decades to improve its overall Cybersecurity 

posture. Pakistan has passed Electronics Transaction Ordinance, 2002 

18 A. Rafiq, "Challenges of Securitising Cyberspace in Pakistan," Strategic Studies, vol. 39, 
2019. 
19 B. RECORDER, "Pakistan among countries who used Crypto AG secretly owned by 
CIA," https://www.brecorder.com/2020/02/13/570633/pakistan-among-countries-who-
used-crypto-ag-secretly-owned-by-cia/ (Cited on 4/2/2020), 2020. 
20 M. Shabbir, "Cyber Security in Pakistan: Emerging Threats and Preventive Measures," 
ISSRA Papers 2013, 2013. 
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(ETO). The purpose of this law was to give legal recognition to the 

information that exists in electronic form21. Although it provided legal 

acceptance to the electronic information, the Ordinance did not address the 

Cyber-crimes. In 2007, Government of Pakistan passed another ordinance 

called Prevention of Electronic Crimes Ordinance, 2007 (PECO). The 

notable sections of PECO include Cyber offences and punishments, 

prosecution and trials of the offences, and establishment of investigation 

and prosecution agencies that should deal with Cyber-crimes. Various 

forms of Cyber offences in PECO include Cyber-terrorism, unauthorized 

data interception, spoofing, spamming, Cyber-stalking, misuse of 

encryptions, misuse of electronics devices and systems, electronic forgery, 

electronic fraud, system damage, data damage, and criminal data access. 

Instead of creating a separate department for Cyber-crimes, the ordinance 

directed the federal government to establish a cell with Federal 

Investigation Agency (FIA)22. Amendments were made in PECO in the later 

years to refine different sections in the ordinance. A more comprehensive 

law in the form of Prevention of Electronic Crimes Act, 2016 (PECA) was 

approved in 2016. Cyber-crimes, punishments, establishment of 

investigation agencies, and roles and jurisdictions of Cyber investigations 

were defined in detail in the latest PECA, 201623. Other important Cyber-

crimes related Acts and ordinances include The Electronic Transaction Act 

1996 (ETA), Perspective Analysis of Cyber-Crime Act, 2006 (PACCA), 

21 G. o. Pakistan, "Electronic Transactions Ordinance, 2002," 
http://www.fia.gov.pk/en/ETO.pdf, 2002. 
22 G. o. Pakistan, "Pakistan Electonic Precention Ordinance, 2007," 
https://propakistani.pk/wp-content/uploads/2010/01/electronic_prevention_orde.pdf, 
2007. 
23 G. o. Pakistan, "Prevention of Electronic Crimes Act, 2016," 
http://www.na.gov.pk/uploads/documents/1470910659_707.pdf, 2016. 
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The Electronic Fund Transfer Act, 2007 (EFTA), Prevention of E-Crime 

Ordinance Act, 2013 (PECOA), and Electronic Documents and Prevention 

of Cyber Crime Ordinance Act, 2014 (EDPCCOA)24.  

Realizing the importance of security and privacy of digital services offered 

and used by various government departments Khyber Pakhtunkhwa 

Information Technology Board (KPITB) has initiated a project titled 

“Khyber Pakhtunkhwa Cyber Emergency Response Center (KPCERC)". 

The purpose of the project is to fill up the cyber security need by 

establishing a center, which offers various cyber security services to public 

and private bodies in Khyber Pakhtunkhwa and serves as technology 

support base for provincial government in domains of cyber security. 

Proposed Cybersecurity Model for Pakistan 

Despite some serious gaps and limited resources in hand for NR3C 

(National Response Centre For Cyber Crime), Pakistan has a tough legal 

framework to address the Cyber-crimes at national level. However, more 

work is required to enhance the capacity of the affiliate departments with 

trained human resource, multi-lateral data exchange agreements and robust 

judicial system to deliver anything meaningful against the PECA. The main 

drawback in Pakistan’s current Cybersecurity posture is the absence of an 

independent authority that should deal with every aspect of Cybersecurity 

in the country. The current Cybersecurity infrastructure of the country 

works in bits and pieces. For instance, the notable department that deals 

with Cyber-crimes in Pakistan is National Response Centre for Cyber Crime 

24 Q. A. U. Haq, "Cyber Security and Analysis of Cyber-Crime Laws to Restrict Cyber 
Crime in Pakistan," International Journal of Computer Network and Information Security, 
vol. 11, p. 62, 2019. 
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(NR3C) that was established in 200725. Instead of working as an 

independent unit, NR3C works under another federal investigation agency. 

The Figure 1 is the proposed conceptual model that has the potential to 

fulfill the existing gaps in Pakistan’s current Cybersecurity infrastructure. 

Figure 1: Proposed Cybersecurity Architecture 

There should be a National Cyber Command Authority (NCCA) that should 

work as an independent body. The NCCA should be responsible for all legal 

as well as technical paradigms of Cybersecurity in the country. The 

authority should review and implement Cyber laws, compliance, and 

Cybersecurity operations throughout the country. Privacy and data 

protection should be the core responsibilities of NCCA. In terms of 

Cybersecurity operations, NCCA should have departments like National 

25 G. o. Pakistan, "National Response Centre for Cyber Crime," 
http://www.nr3c.gov.pk/about_us.html, 2007. 
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Cybersecurity Centre (NCC) that should monitor all the national and 

international level Cybersecurity threats. Under the National Cybersecurity 

Center, there should be National and Provincial Cyber Emergency 

Response Centers (CERT’s). Provincial and National CERT’s should work 

in coordination to aid the National Cybersecurity Center. The provincial 

CERT’s can further be extended to Regional Cyber Units (RCU’s) to assist 

the provincial CERT’s. The NCC should collaborate with all the major 

stakeholders such as citizens, law enforcement agencies, private sector, 

vendors, etc. The NCCA should also work on Cybersecurity research 

projects to enhance the expertise and fill the Cybersecurity skills gap of its 

units. 

Improving Cybersecurity through Cyber Range Concept 

Another factor that can help Pakistan in improving its Cybersecurity posture 

is the Cybersecurity awareness and training. Cybersecurity awareness 

sessions and trainings should be organized to educate professionals and 

general public through dedicated test-beds, such as cyber ranges. Cyber 

ranges are virtual environments equipped with necessary tools to test, 

demonstrate, or simulate the Cybersecurity capabilities of individuals, 

groups, organizations, etc. Governments and defense agencies use cyber 

ranges to improve the security and performance of Cyber infrastructure, 

Information Technology, and other internet-dependent Communication 

systems and devices.  
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i. Cyber Range Architecture
A very basic Cyber range architecture is a physical or virtual (Cloud-based) 
environment having various components, such as simulation applications, 
monitoring tools, and computing devices. The simulation software 
generates attack scenarios (simulated networks) according to defined 
simulation environment. The simulation environment can be divided into 
defensive, offensive, or hybrid model.  In defensive model, the 
professionals are given the defense related tasks, such as detecting 
vulnerabilities, blocking attacks, and responding to security breaches in 
simulated environment. In offensive model, the Cybersecurity experts are 
asked to penetrate into the simulated network that has specific 
vulnerabilities and defense layers. Another Cyber range approach is the 
hybrid model where the defensive and offensive capabilities of individuals 
are tested together. The Cybersecurity professionals are divided into blue 
(defensive) and red (offensive) teams with defined tasks. The attacks and 
defensive measures are usually monitored through a dashboard to assess the 
performance of individuals participating in Cyber range drills. Figure 2 
shows a basic concept of a Cyber range. 

Figure 2. Cyber range architecture
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ii. Cyber Range Features

The Cyber range features define its scope and capabilities. The nominal 

Cyber range features include the infrastructure, environment, scenarios, 

tools, and load capacity.  

 Infrastructure is the basic architecture of any Cyber range. It indicates 

the goals and capabilities of each Cyber range. For instance, the 

infrastructure of European Space Agency Cyber Range (ESA-CR) is 

specific to Space technology. The ESA-CR aims at providing detection, 

incident response, and Forensics related training and testing 

environment 

 Cyber ranges usually consist of virtual environment where replicas of 

real world networks and systems are created. Simulators are used to 

replicate the real world environments in order to help security 

professionals mastering the skills of solving the same issues in real 

world as they happen. 

 Scenarios are different situations in a Cyber range to carry out the tasks. 

Scenarios are usually created according to the demand of the Cyber 

range participants. For instance, a red team may require a vulnerable 

network scenario to hack into the systems. The investigation teams may 

require forensic scenarios. 

 Instead of relying on simulators and computing machines, an advanced 

Cyber range may offer training through advanced propriety tools. Such 

tools are usually restricted to specific ranges. Some Cyber ranges may 

use open source tools that are common in many Cyber ranges. 

 Load capacity refers to the number of participants that can use a Cyber 

range. Load capacity may depend on the Cyber range infrastructure.  A 
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physically accessible Cyber range may have fixed capacity as compared 

to Cloud-based Cyber range. The Cloud infrastructure has default 

scalability and elasticity features that allow the extension of Cyber range 

load capacity depending on the requirement. 

Pakistan can greatly benefit from the concept of Cyber ranges. Different 

government and security agencies can enhance their Cybersecurity skills by 

working in a controlled virtual environment to mitigate the real world 

Cyber-attacks in future. The country can either establish its own Cyber 

range that is accessible by all stakeholders or it can outsource the virtual 

environments from Cyber range solution providers. 

Participation in Cyber Drills 

Cyber drills are joint Cyber exercises similar to joint military exercises 

where the participants learn from each other’s experience. The collaborative 

approach of Cyber drills help countries in establishing a readiness plan to 

deal with Cyber threats. Cyber drills are organized at state and enterprise 

level. In 2019, Estonia held a Cyber drill called CYBER CoRe 2019. 

Different international Cyber security companies, government institutions, 

and Estonian critical information infrastructure companies participated in 

the drills to share and learn from the joint Cyber security capabilities of 

participant organizations26. In February 2020, Estonia held a state level 

Cyber drill among NATO member states legislators. The drill focused on 

detection and response to growing Cyber incidents27.  Beside countries, 

26 "Unique cyber exercise for the private sector is taking place in Tallinn," https://e-
estonia.com/cyber-exercise-for-private-sector-tallinn/, 2019 (cited on May 2020). 
27 E. News, "Estonia holds NATO Parliamentary Assembly cyber crisis exercise," 
https://news.err.ee/1037005/estonia-holds-nato-parliamentary-assembly-cyber-crisis-
exercise, 2020 (cited on May 2020). 
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organizations also arrange Cyber drills. The purpose of organizational level 

Cyber drills may vary, depending on the type of organization. For instance, 

the International Telecommunication Unit (ITU) arranges regional level 

Cyber-drills to enhance the Cybersecurity capacity, capabilities, and 

cooperation among participant countries28.  

Pakistan can enhance its Cyber capabilities by arranging Cyber drills with 

cooperating countries and world organizations. The collective Cyber drill 

approach can help the country in finding solutions by working on different 

security scenarios similar to real life threats to the national security of the 

country. 

Conclusion 

The ratio of Cyber-crimes has increased with the evolution of technology. 

The use of modern sophisticated Cyber tools is not limited to governments, 

organizations, or individuals working for the betterment and security of 

Cyberspace. The Cyber-criminals are an equal match in utilizing the Cyber-

technology for rogue objectives. Some states are also involved in backing 

Cyber-terrorism to gain strategic advantages. The victims of Cyber-

terrorism are both; the developing and the emerging countries.  Despite a 

number of Cyber-attacks on Cyber-power countries, there is no global 

Cybersecurity law that should be applicable worldwide to stop Cyber-

terrorism. In the absence of international law, many countries are working 

on their own Cybersecurity strategies to protect them from Cyber threats 

and contribute in securing the global Cyberspace. Many developing 

countries like Pakistan face Cybersecurity challenges due to regional and 

28 ITU, "Cyberdrills," https://www.itu.int/en/ITU-D/Cybersecurity/Pages/cyberdrills.aspx, 
(cited on May 2020). 
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international conflicts. Pakistan has strong defensive strategies against 

conventional form of terrorism. However, more work is required to improve 

the Cyber defense of the country. Ideally, there should be a National Cyber 

Command Authority (NCCA) that should take care of all Cyberspace 

operations, such as working on data protection laws, implementing 

Cybersecurity paradigms, ensuring Cyber compliance, and dealing with 

Cyber threats at national and international level. A Cyber-terrorism wing at 

National Counter Terrorism Authority (NACTA) can help NCCA in 

increasing the Cyber situational awareness at national level. A vertical of 

Cybersecurity with appropriate workforce in NACTA can resolve this issue 

to a greater extent which should identify Cyber threats to national security, 

and devising policies and countermeasures accordingly. Shortage of 

manpower is one of the core reasons of declining state of Cybersecurity in 

Pakistan, skills and capacity enhancement programs should be encouraged 

and mandatory training for all federal and provincial employees working 

with digital systems or applications should be introduced. KP CERC is 

operational for last few years and has been successful in achieving its initial 

objectives however with effective compliance framework; it can be 

replicated at federal and other provinces. 
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