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Abstract

Cryptocurrencies offer both positive and negative aspects. However, the use
of cryptocurrencies for terror financing outweighs every other aspect. Its
potential to be used by terrorists and hostile actors to carry out heinous acts
poses a threat to global peace. It takes on a more serious form in developing
countries like Pakistan, which is fighting a battle against terrorism for the
last few decades. Nonetheless, now digital financing has become an
undeniable reality of the modern world, it is essential to devise a
comprehensive strategy for breaking the nexus between terrorism and

cryptocurrencies.

This paper intends to explore the answers to the questions that why
cryptocurrencies are becoming a preferred mode for terror financing. It
argues that the anonymity, decentralization and operational ease of
cryptocurrencies make them a preferred medium for terrorist organizations.
Therefore, enhancing institutional capacity by training human resources and
making dedicated efforts at the national level will prove to be instrumental
in delinking terrorism and cryptocurrencies. Moreover, close collaboration
between international watchdogs and national institutions is essential in
mitigating the threat of the use of cryptocurrencies for militancy and

terrorism.
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Introduction

The advent of cryptocurrencies is a watershed event in the discourse of
international political economy. It is changing the world in every
dimension.! The decentralization, anonymity and global outreach associated
with digital currencies have increased its popularity among individuals,
groups, organizations and even states. However, governments and
international financial institutions are apprehensive of the use of such
currencies by hostile actors to finance their nefarious activities as predicted

by recent reports and analyses.?

The international economic organizations have made efforts to fill the
structural loopholes in the formal banking and financial sectors, which
terrorist outfits have been exploiting for their benefit, however, a lot of work
is yet to be done. Cryptocurrencies have become a preferred mode of terror
financing as it has the potential to unleash new opportunities for terrorist
groups who aim to circumvent surveillance system enacted nationally and
internationally.® In such conditions, it is imperative to analyze the role of
cryptocurrencies in empowering terrorist organizations especially in

developing states.

Pakistan remained confronted with the challenges of terrorism and militancy
since the post-Afghan war era. Reportedly 80,000 Pakistanis have lost their

lives because of the menace of extremism. The country also suffered

LFATF, “Virtual Currencies — Key Definitions and Potential AML/CFT Risks”, June 2014,
http://www.fatfgafi.org/media/fatf/documents/reports/Virtual-currency-key-definitions-
and-potential-aml-cft-risks.pdf

2 ECB, “Virtual Currency Schemes — a further analysis”, February 2015,
https://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf

8 A. MARSHALL, “P2P Cryptocurrency Exchanges, Explained”, April 2017,
https://cointelegraph.com/explained/p2p-cryptocurrencyexchanges-explained.
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economic losses worth billions of dollars in the fight against terrorism.
Pakistan has launched several military operations to root out terrorism. Zarb
E Azb was followed by a series of operations, resultantly Pakistan emerged

as one of the few countries which countered terrorism successfully.

However, the presence of the Islamic State of Khorasan (I1S-K), Tehreek
Taliban Pakistan (TTP) and militant groups in Afghanistan continued to
pose a serious threat to Pakistan.* Coupled with this, the use of digital
economy for terror financing has emerged as an existential threat to the
country. It is thus imperative to wipe out all sources of terror financing due
to precarious geostrategic threats existing already. Pakistan has successfully
closed major avenues of terror financing which is also lauded by the
Financial Action Task Force (FATF), a specialized agency committed to
ending money laundering and terror financing.® Despite significantly
improving the formal channels used for circulation and flow of cash,
terrorists may transfer money to any part of the world through
cryptocurrencies. Therefore, significant strategies are needed to act swiftly
and decisively.®

A smooth flow of money and aid is a lifeline for terrorist outfits. They chalk

out different strategies for diversifying their sources of funding. People from

4Sajid, 1. (2021). Pakistani premier says sanctioning Taliban would help Daesh/ISIS.
Retrieved from AA: https://www.aa.com.tr/en/asia-pacific/pakistani-premier-says-
sanctioning-taliban-would-help-daesh-isis/2389382

SFATF. (n.d.). Follow-up report to Pakistan's assessment of anti-money laundering and
counter-terrorist financing measures. Retrieved from 2021: https://www.fatf-
gafi.org/publications/mutualevaluations/documents/fur-pakistan-2021.html

® ECB, “Virtual Currency Schemes - a further analysis”, February 2015,
https://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf
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different walks of life participate in funding terrorist organizations.” The
nature and source of funding vary according to organizational structures and
objectives of the terrorist groups.® The organizations use available means to
grasp maximum resources for the attainment of their malicious objectives.
Terrorist organizations need finances for two purposes primarily. Firstly, to
carry out the acts of violence and terrorist operations. Secondly, it is needed
for technical necessities and organizational sustainability.® Terrorism is a
source of living for terrorists.’® Therefore, money is inevitable for any

terrorist organization.

The sources of terrorist financing are wide-ranging. Criminal activities like
theft, robberies, extortion, ransom human trafficking and drug trade are the
preferred choices of terrorist organizations. With the above-mentioned
sources of funding, organizations have to deposit their illegal money to
legitimate bodies. Therefore, cryptocurrencies due to their nature provide
relative ease to a terrorist organization for terror financing. The current
modus operandi of the cryptocurrency dealers, traders and financer are
through large-scale companies. For instance, Binance Holding Inc is an

international company worth $100bn.! Money can be transferred, like that

’G. HILEMAN and M. RAUCHS, “Global Cryptocurrency Benchmarking Study”,
Cambridge Centre for Alternative Finance, 2017,
https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/alternative-
finance/downloads/2017-global-cryptocurrencybenchmarking-study.pdf

8 Kyle Torpey, “Darknet Customers Are Demanding Bitcoin Alternative Monero,” Bitcoin
Magazine, August 26, 2016

° J. P. Buntinx, “ZCash Becomes the New Cybercrime Currency as Criminals Deploy
Malicious Mining Software,” themerkle.com, December 15, 2016

©Ablon, Lillian, Martin C. Libicki, and Andrea A. Golay, Markets for Cybercrime Tools
and Stolen Data: Hackers’ Bazaar, Santa Monica, Calif.: RAND Corporation, RR-610-JNI,
2014

11CNBC. (2022). 2021 recap: Biggest crypto scams of the year. Retrieved JANUARY 12,
2022, from https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-
of-the-year-11914962.html
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of other digital exchanges, to any part of the world from this platform. It
remains legit and there are no legal ramifications to assess the underlying
regularities. The companies working through appear legitimate in the
exchange of money.

Another major source is getting money from legal sources such as fund-
raising campaigns. Terrorist organizations have sympathizers who provide
them with money. Moreover, arms trade and money laundering are also a
source of funding for terrorist organizations. The most glaring example in
this regard is ‘Fund the Islamic Struggle without leaving a trace.? It is a
notorious dark web page that campaigns for funds to sponsor terrorist causes
in different parts of the world. It has been allegedly operated by ISIS.
According to Weimann et al, this website has been actively employing
cryptocurrency for its operation.

In a similar context, the FBI traced and closed a mammoth network named,
‘The Silk Road’ which was involved in such activities. It was operating
through the Dark web and received funds from Bitcoin.*® Similarly, Barhun
Naim, who sponsored and conducted the 2016 Jakarta attacks, used Bitcoins
and other cryptocurrency sources.'* Moreover, a group was apprehended in

America which used to facilitate ISIS in collecting Bitcoins. The examples

2\Weimann et al Perspectives on Terrorism

Vol. 10, No. 3 (June 2016), pp. 40-44 (5 pages)

13 Jake Frankenfield, “Silk Road Definition,” Investopedia, accessed January 27, 2022,
https://www.investopedia.com/terms/s/silk-road.asp.

14UN. (n.d.). Countering the use of cryptocurrencies to finance terrorism in the Middle
East. Retrieved JANUARY 2022, from
https://www.un.org/counterterrorism/events/coutering-use-of-cryptocurrencies-to-
finance-terrorism-in-Middle%20East
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simply show that there has been an incessant rise in the utilization of all

possible means by terrorists to use cryptocurrencies for illicit purposes.
Defining Cryptocurrency

A cryptocurrency is a unit of measure, medium of exchange and store of
value. Cryptocurrencies do not have any inherent value. Their value depends
on the value of other currencies and assets. Forbes defines cryptocurrency
as a medium of exchange that is digital, encrypted and decentralized. Unlike
the U.S. Dollar or the Euro, there is no central authority that manages and

maintains the value of a cryptocurrency.®

Instead, these tasks are broadly distributed among a cryptocurrency’s users
via the internet whereas cryptocurrencies use blockchain technology for
implementing their transactions. The parties involved in the transaction
validate and authenticate the entire ledger and transaction. Alistair Milne
defines cryptocurrencies as an asset on a blockchain that can be exchanged
or transferred between network participants and hence used as a means of

payment—abut offers no other benefits.®

Cryptocurrency works through peer-to-peer transactions.!’” There is no
involvement of any banking channel. Payment can be sent and received

from any part of the world without involving in any legal and financial

15 Dylan Yaga et al., Blockchain Technology Overview, National Institute of Standards and
Technology (NIST), NIST Interagency Report 8202, January 2018, pp. 12-25, at
https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8202.pdf.

16 Paul Schrodt, “Cryptocurrency Will Replace National Currencies By 2030 According to
This Futurist,” Time.com,

March 1, 2018, at http://time.com/money/5178814/the-future-of-cryptocurrency/.

17 Jake Frankenfield and Melody Kazel, “Bitcoin Mining,” Investopedia, last modified
2022, accessed April 11, 2022, https://www.investopedia.com/terms/b/bitcoin-mining.asp.
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formalities. Advance coding techniques are used to verify and authenticate
transactions. Encryption is provided to currency and public ledgers.
Complex mathematical problems are solved during the mining of
cryptocurrency.!® It requires ample computing power. The picture below

explains how cryptocurrencies work.

How Do Cryptocurrencies Work?
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—oER(@I)E—ov @ Vv
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transaction is i i A verified transaction
broadcast to P2P % w v
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\/ transaction 1s C
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redeemable for  in the network. bank and the network is
another commodity, completely decentralized.

such as gold

Source: Software testing help

8Nandan Gowda and Chandrani Chakravorty, “Comparative Study on Cryptocurrency
Transaction and Banking Transaction,” Global Transitions Proceedings 2, no. 2,
International Conference on Computing System and its Applications (ICCSA- 2021)
(November 1, 2021): 530-534.
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Research Questions

Primary research question

I. What are the measures required for prevention of terror financing
through cryptocurrency in Pakistan?

Secondary research questions

ii. How is a cryptocurrency used in terror financing?
iii. How can Pakistan cooperate with international organizations and

partner countries to counter this threat?

Literature Review

Cynthia et al have discussed the use of cryptocurrencies for terror financing.
They argue that terror financing has been shifting in size and scope. Modern
and more volatile sources have entered the domain.'® The most threatening
among them is cryptocurrency. Their research has focused on two basic
questions. The first one is the tendency of terrorist organizations to use
cryptocurrency. The second question is how the organizations will use
money in the future. They will be using future technologies to expand their
sources of information and money.?° It has furthered the unanimity and the
level of high-volume transactions. They believe that the future endeavours

of terrorist organizations will flow from cryptocurrencies.

19Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of
Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed
2022. https://www.rand.org/pubs/research_reports/RR3026.html.

2Teichmann, F.M.J. (2018), "Financing terrorism through cryptocurrencies — a danger for
Europe?”, Journal of Money Laundering Control, Vol. 21 No. 4, pp. 513-
519. https://doi.org/10.1108/JIMLC-06-2017-0024
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Several features have been identified which make the digital currency a
vigorous source of money laundering and then terror financing and five
basic characteristics of cryptocurrencies have been highlighted.?* The first
among them is anonymity. One cannot know who is sending and receiving
the money. It protects the parties at both ends. It makes the whole process
cumbersome for law enforcement agencies to detect. The second pivotal
aspect is the usability of cryptocurrencies. They are more prone to be used
in any type of circumstances.

The third important aspect is the acceptance of cryptocurrencies. They are
widely accepted by the people and organizations as no authentication
mechanism exists to recognize if the currency is earned through illicit and
illegal means. The fourth important characteristic of cryptocurrencies is
their reliability. They are simply efficient for the end-users. The last
characteristic which makes it more effective is the volume of transactions.

People can use these transactions for a high volume.

Furthermore, scholars believe that currently, the use of cryptocurrencies is
relatively low. People are not properly aware of the severity. In the years to
come, the use of cryptocurrencies by terrorist organizations will be the
prime source of funding. They will be using it without any fear of the law.
The researchers recommend that the government and law enforcement
agencies must take proper measures to counter and curtail proliferation of

terror financing sources.

2ly Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of
Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed
2022. https://www.rand.org/pubs/research_reports/RR3026.html.
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Cuica et al argue that since 2008 the use of cryptocurrencies has been
increasing. It will rise at an incessant pace in the future. Cryptocurrencies
were developed to safeguard the economy against shocks and recessions.??
Yet, the hostile actors have infused it for their vicious purposes. It is because
of the inherent and inalienable characteristics of cryptocurrencies. The key
is the hidden identity of its users. Terrorist groups like ISIS and Al Qaeda
have also already used these means to attain their terrorist and violent ends.?
Government agencies from different parts of the world need to collaborate
and take multilateral initiatives in this regard. It would ensure that
companies, organizations and people comply with the rules and regulations,
otherwise, implications of cryptocurrencies for global peace and harmony

are detrimental.

Zhu et al found that cryptocurrency will become a prime source of terror
financing in the future. The developing countries would be at a higher risk.
They further argued that there is a need to strengthen supervision of national
and international institutions. Their research concluded that it would only
be possible by making a consensus-based international system. The
governments around the world must develop their national-level plans of

action as well.

Cho et al believe that financial technologies and digital payment methods

have ushered in a new era for terrorists. They are more motivated and

22y Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of
Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed
2022. https://www.rand.org/pubs/research_reports/RR3026.html.
23y Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston. 2019. Terrorist Use of
Cryptocurrencies Technical and Organizational Barriers and Future Threats. Accessed
2022. https://www.rand.org/pubs/research_reports/RR3026.html.
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equipped to exploit vulnerabilities of the international system. Terrorist
organizations will use cryptocurrencies for terrorism purpose. Globally, the
state agencies may not be able to decipher the sources. It would have
become a distant choice for the end-users.

Afzal et al argue that cryptocurrencies are illicit and illegal means of transfer
of money. The Federal Board of Revenue and Federal Investigation Agency
do not allow trade and transactions through cryptocurrencies. These
institutions have recognized the negative aspects of trading via
cryptocurrencies and are focusing on taking appropriate measures for

regulation of digital financing as a key priority.

This research explains the threats that cryptocurrency and online financing
have posed to developing states. It also suggests viable solutions and policy
recommendations to counter the threats and challenges in the context of
Pakistan. This research highlights that the present pitfalls in the legal

structures regarding cryptocurrencies need to be reformed.

Literature Gap

The existing literature does not explain and elucidate the use of
cryptocurrencies for terrorist activities in the case of Pakistan. There is a
dearth of proper empirical research which can provide an effective analysis
of the cryptocurrencies in the context of Pakistan. The existing literature
either focuses on terror financing issues or the prospects of the

cryptocurrency.

In addition, the government has banned cryptocurrencies. It will not work
in the future, because the technology cannot be stopped from making its
inroads. Thus, the inflow of cryptocurrency needs efficient preventive and
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pre-emptive measures. Otherwise, it will be difficult in the years to come to
stop terrorists from employing these digital means. So, there must a
comprehensive strategy to curtail the use of cryptocurrencies in terror

financing.

Methodology

The following study is qualitative, exploratory and descriptive. Data is
collected from secondary sources. For the secondary data, journals, research
articles, newspapers, reports, laws, cases and internet sources have been
consulted. An analytical approach is adopted to identify and comprehend
the multifarious aspects of the subject under consideration. The components
of cryptocurrency and terror financing are discussed thoroughly for better
and deeper introspection. The analysis provided is opinion-based, however,
itis firmly rooted in evidence. The study is an effort to cover and thoroughly
analyze the prospects of mitigating the security threat of cryptocurrency for
Pakistan. The implications of the cryptocurrency have been discussed by
observing different cases in various countries and inference has been made

in the context of Pakistan.

Threats and Challenges of Online Financing for Pakistan

The existing literature shows that developing countries lack laws and
regulations to govern the issues of terror financing through cryptocurrency.
In this regard countries need to implement policies to counter threats of

terror financing.

The Need for Consolidated Formal Mechanism
A formal mechanism is needed to eliminate the terrorist financing sources.

The FATF tried to convince the states to manage conventional sources of
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terror financing. The government has implemented different policies to end
terror financing through banking channels.?* It has control over digital
mechanisms of payment. Now, there is a need to build policies to tackle the
emerging threat of cryptocurrencies too.

The following graph shows how hackers, terrorists and other criminals can
use cryptocurrency for illicit purposes. They exploit companies and
individuals to pay ransom to recover their data and other vulnerable online

sources. The organizations have no other option but to pay.

The money can be spent for terrorism and criminal purposes as the graph

elaborates.

Layering

Multiple transactions convert the payments

from one virtual asset into another to remove Yirtual Asset

all links to the crime. Service Provider

Hackers send the “cleaned’
bitcoins to a service provider or
bank that converts the virtual
assets into fiat money.

Hackers’ receiving
wallet

Each ransom payment goes into a
publicly identified bitcoin wallet.

Conversion into
regulated currency

Hackers receive the bitcoins in the
currency of their choice, ready to
invest in a bank and spend.

Ransom payments

Victims pay the hackers a ransom
in Bitcoin to decrypt their
computer & resume their activity.

Authorities stopped

the ‘Wannacry’ hackers
before they could convert
the ransom payments.

Virus

Computers are
infected with a virus,
disabling businesses,
even hospitals, until a

ransom is paid.

The ‘Wannacry’ attack paralised its Had the hackers been successful,
victims 'source of income, health care they would have received a fraction of
and other vital services, resulting in a the amount of damage they caused:
total damage of USD 8 billioln USD 100 million

Source: FATF

24Darknet Bust: Global Law Enforcement Raids Massive Counterfeiting Organization,”
Deep.Dot.Web, December 17, 2016. As of February 22, 2019:
https://www.deepdotweb.com/2016/12/17/

92


https://www.deepdotweb.com/2016/12/17/

Cryptocurrency and terror financing [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1]

Money Laundering for Terror Financing

Organizations like ISIS can get money from cryptocurrency.?® As
cryptocurrency is decentralized and the state usually does not have access
to the transactions,® it can be used to conduct trans-national terrorist
operations and to finance acts of terrorism globally. This has the potential

to strengthen various militant groups in different parts of the world.

Anonymous Nature of Finance

The picture below shows how cryptocurrency works. It explains the overall
covert mechanism of its operation. In the long term, it would empower the
enemies of the state. It must be dealt with by the government with severe

action.
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‘ contracts, records, or other
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the existing blockchain in a way
that is permanent and unalterable.

Its supply is not
determined by a
central bank and
the network is
completely
v’ decentralized.

The transaction
is completed

B B

-

Source: Block Geeks

%5 Andreessen, Marc, “Why Bitcoin Matters,” New York Times, January 21, 2014. As of
February 23, 2015: http://dealbook.nytimes.com/2014/01/21/why-bitcoin-matters

% Atlas, Kristov, “Weak Privacy Guarantees for Shared Coin Mixing Service,” security
advisory  blog  post,  June?9, 2014a. As of  February 21, 2019:
http://www.coinjoinsudoku.com/advisory/
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the existing blockchain other transactions to create a block
of data for the ledger

Source: Medium.com

Coordination between the Institutions and Allocation of Funds

The concerned institutions need to enhance their capacity and capability to
handle this emerging threat. They must develop an efficient governmental
policy and institutional framework to cooperate with other states and engage
international institutions. It would lead to significant reforms in the long
term. Moreover, dedicated funds for curbing cryptocurrencies in terror
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financing are required.?” The threats are real and the activities of the terrorist

organizations are increasing?® hence, appropriate response is inevitable.

Crypto Scams and Terror Financing

Similarly, Crypto scams and frauds are on the rise. According to CNBC,?°
an American TV channel, the scammers plundered more than $7.8bn from
crypto investors in 2021 alone. It was done by getting access to their
accounts. The most notorious example of a crypto scam in 2021 was related
to Save the Kids. It was celebrity sponsored and lauded the initiative. The
people behind it had good intentions but the cryptocurrency dealing in it was
fraudulent. It was run through FaZe but the people investing in it sold their
coins. It led to a disastrous end for the investors. On the other hand, the
Squid Coin was also a malicious scheme. It was promoted and sponsored by
the creators of the Squid Game. It was amply planned as the creators fled
with millions of dollars. In addition, the Poly Network hack led to the loss
of $600mn. In a similar domain, the maintainers and developers of the
Afriscyrpt fled with billions of dollars. The developers were running a
currency exchange. Yet once they developed to a certain extent they fled
with the money. Lastly, Bored Club Non-Fungible Token faced incessant

fraud, too.

' Baron, Joshua, Angela O’Mahony, David Manheim, and Cynthia Dion-Schwarz,
National Security Implications of Virtual Currencies: Examining the Potential for Non-
state Actor Deployment, Santa Monica, Calif.: RAND Corporation, RR-1231- OSD, 2015.
As of June 15, 2018:

28 Ben-Sasson, Eli, Alessandro Chiesa, Christina Garman, Matthew Green, lan Miers, Eran
Tromer, and Madars Virza, “SNARKs for C: Verifying Program Executions Succinctly and
in Zero Knowledge,” in Ram Canetti and Juan A. Garay, eds., Advances

29 CNBC. (2022). 2021 recap: Biggest crypto scams of the year. Retrieved JANUARY 12,
2022, from https://www.cnbctv18.com/cryptocurrency/2021-recap-biggest-crypto-scams-
of-the-year-11914962.htm
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Contrary to it, the situation in Pakistan has not been different. Federal
Investigation Agency has filed a case against Binance, the largest crypto
exchange. The agency has alleged that more than 100,000 people have been
looted through fake transactions.® According to FIA, the majority of people
have complained that they are unable to access their apps. The money

involved in this scam is more than $100 million.3!

Now it is imperative to analyze what it holds for militant organizations. The
incidents of crypto frauds indicate that cryptocurrency carries attraction for
militant organizations. Terrorist groups can gather funds from different parts
of the world. It would give them shear cover. For instance, ISIS and other
terrorist organizations can collect money from external sources.®? Similarly,
the terrorist groups working under the banner of other larger outfits can also

benefit from it.

The two major financial regulators of Pakistan, the Securities and Exchange
Commission of Pakistan and the State Bank of Pakistan require to develop
a policy framework to monitor cryptocurrencies.® Yet, the data shows that

people are interested to invest in it.3* However, in the absence of any legal

%0 Singh, A. (2022). Pakistan’s Investigation Agency Contacts Binance About $100M
Scam. Retrieved January 12, 2022, from
https://www.coindesk.com/policy/2022/01/10/pakistans-investigation-agency-contacts-
binance-about-100m-scam/

SIDAWN. (2022, JANUARY 10). Cryptocurrency scam. Retrieved JANUARY 12, 2022,
from https://www.dawn.com/news/1668566/cryptocurrency-scam

322022, from https://www.dawn.com/news/1649393

BTRIBUNE, E. (2021, NOVEMBER ). Cyber crimes on the rise in Pakistan, worldwide.
Retrieved JANUARY 2022, from https://tribune.com.pk/story/2327396/cyber-crimes-on-
the-rise-in-pakistan-worldwide

3 GEO TV (2022). The great potential of cryptocurrencies in Pakistan. Retrieved January
2022, from https://www.geo.tv/latest/392581-the-great-potential-of-cryptocurrencies-in-

pakistan
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and regulatory framework in place, the whole business has been declared

illicit.

It is pertinent to mention that effective laws to regulate the transfer,
exchange and trade of cryptocurrencies should be developed. In the absence
of laws, the anti-state elements may exploit the vulnerabilities and

compromise peace and stability.

Policy Recommendations

Virtual currencies are emerging at an incessant rate. There is a need to have
effective strategies. In this regard, the government must take the following
policy actions. These actions are vital to eliminating the threat of terrorism
through cryptocurrencies. In this regard, the partnership between private
entities and organizations is inevitable. That requires dynamic national
cooperation based on coherent and pragmatic actions.

Robust, Effective, Efficient, Comprehensive Rules & Regulations

Governments must develop rules and regulations to keep a check on the flow
of cryptocurrencies. Banning cryptocurrencies is merely a cosmetic action.®
For instance, YouTube, PUBG and other social media and internet platforms
were previously banned by the Pakistan Telecommunication Authority. Yet,
the people managed to find ways of accessing and using these platforms
even during the ban. Any similar approach for cryptocurrency would be
insufficient. So, the total expulsion of cryptocurrencies is part of the

problem. Hence there is a dire need for reforms in the legal and regulatory

Biryukov, Alex, and Ivan Pustogarov, “Bitcoin over Tor Isn’t a Good Idea,” paper
presented at the 2015 Institute of Electrical and Electronics Engineers Symposium on
Security and Privacy, San Jose, Calif., May 18-20, 2015
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mechanisms. It should be done through the national and provincial
consensus. The regulators must devise frameworks that can curb the
malicious use of cryptocurrency and educate the youth about its
consequences.

The most effective way will be to develop a framework to regulate and
monitor the use of virtual currency. It would be possible by getting help
from international institutions. It can be attained through the advancement
in technology and investing in research and development spheres. Similarly,
there is a need to have expert working groups at different policy levels of
the government. In this regard, cooperation between the Securities and
Exchange Commission of Pakistan, Federal Investigation Agency, Federal
Board of Revenue, national intelligence agencies and provincial revenue
and police authorities is required. They should collaborate to comprehend
the depth of the problem. For instance, European Union, through European
Commission has been working to make rules of crypto transfer public.
European Banking Authority regulates the affairs related to cryptocurrency.
It has been working to intercept and have a check over the transfer of
cryptocurrencies under the guidelines of FATF. Pakistan must also work to

develop and become part of such a system.

Capacity Building of Law Enforcement Agencies

There must be proper training sessions and agency-level frameworks. The
government agencies must allocate substantial resources to handle the
proliferation of cryptocurrencies. The capacity of law enforcement agencies
to investigate cases related to cryptocurrencies needs to be enhanced. It will
help the government to find out the culprits. But without prior training, it is

not possible. Agencies, like FIA, which deal with cybercrime and

98



Cryptocurrency and terror financing [PAKISTAN JOURNAL OF TERRORISM RESEARCH, VOL-04, ISSUE-1]

cryptocurrency need to develop skills and expertise. They need to augment

their capabilities through training.

Cooperation with Foreign Governments and International Agencies

The government of Pakistan must engage and collaborate with international
institutions. In this regard, technical and technological cooperation from
United Nations, European Union, ASEAN, SAARC and World Economic
Forum must be sought. Similarly, engagement with International Monetary
Fund, World Bank Group and Financial Action Task Force should be
accelerated. It would help to trespass the route of counter-terrorism with
relative ease. These international organizations must also ensure to provide
suitable assistance to underdeveloped countries. Otherwise, developing
countries have insufficient financial and economic resources to combat

terror financing.

Enhanced Intelligence Sharing

There should be internal and external intelligence sharing. The government
agencies must enhance institutional cooperation.*®Interdepartmental and
inter-governmental intelligence should be strengthened. It would empower
institutions to properly check activities of agents and entities working
against the interests of the state. It would develop a salubrious mechanism
to comprehensively eliminate terror organizations in the long run. Terrorist
organizations are not oblivious of modern trends. They use money at the
ground level. So proper check and balance over suspicious organizations

will help to eliminate chances of proliferation of ill-gotten money. It is

3%6Callimachi, Rukmini, “Not ‘Lone Wolves’ After All: How ISIS Guides World’s Terror
Plots from Afar,” New York Times, February 4, 2017. As of June 20, 2017:
https://www.nytimes.com/2017/02/04/world/asia/
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beneficial to mention that through effective coordination of SECP, FIA and
State Bank of Pakistan, the targets of the FATF 2018 agenda have been
achieved. Pakistan achieved 26 out of 27 points, including terror financing
in the 27 Point Action Plan of 2018. With the effort of different agencies, 4
out of 7 points have been achieved in the 2021 Action Plan. Overall, it
indicates that inter-agency coordination and cooperation is a remedy against

terror financing.

Registration

As per the Financial Action Task Force Guidelines, the government must
register the entities trading in virtual currencies. It should be done at the
federal level. The trading companies must be held legally bound to the laws
and rules of Pakistan. It is imperative to have a ruled-based system for
dealing with cryptocurrencies. In his regard, international cooperation is
also essential.®” It is pertinent to mention that international organizations
related to cryptocurrency have shown empathy toward the stance of
Pakistan. FIA has consulted with Binance to unearth the crypto scam in
December 2021 and to explain the company's association with fake ‘online
investment mobile applications.®® These applications were identified as
OKIMINI, BB001, HTFOX, MCX, HFC and FXCOPY, to name a few, that
were using Binance blockchain addresses for transactions. Binance assured

the FIA’s Cyber Crime Wing of its support regarding the matter.>® The

37 Carmona, Anais, “The Bitcoin: The Currency of the Future, Fuel of Terror,” in Misty
Blowers, ed., Evolution of Cyber Technologies and Operations to 2035, Switzerland:
Springer International Publishing, 2015, pp. 127-135.

3 Qazi Hassan | Dawn.com, “Binance Nominates Investigation Team to Liaise with FIA in
Crypto Scam Probe, Says Official,” DAWN.COM, last modified January 11, 2022, accessed
April 11, 2022, https://www.dawn.com/news/1668866.

39 Faheem Siddiqui, Rs18b cryptocurrency scam: Hopes rises for Pakistanis as Binance
assures FIA of full cooperation in probe, THE NEWS, retrieved from
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company appointed two of its officials to analyze the matters and te
cooperate in the process of investigation. Such steps would be effective in

curbing the misuse of cryptocurrency.

Supervision of the Financial Sector

Government must work to supervise the digital platforms giving access to
cryptocurrencies. It is necessary to have a comprehensive market. It would
curb the malicious intentions of the terrorist organizations. In this regard,
there is a need to have a comprehensive national plan of action. So the role
of the State Bank of Pakistan is crucial. For instance, the Reserve Bank of
India has been working to devise rules for managing crypto training.
Similarly, the US Federal Reserve, Federal Deposit Insurance Corporation
and OCC have been working to frame rules.

Compelling Crypto Currency Providers

The government must build structures to validate transactions through
online service providers. Companies should be guided in implementing rule-
based systems.*® For instance after 9/11, the US intelligence agencies got
access to bank accounts of thousands of people, according to The New York
Times.*! The program was defended on the pretext of public welfare. The
situation is quite similar. Companies and organizations can be forced to
comply with the government request related to access to the data of the

suspects.

https://www.thenews.com.pk/latest/924354-cryptocurrency-scam-hopes-rises-for-
pakistanis-as-binance-assures-fia-of-full-cooperation-in-probe

“0Chaum, David, Amos Fiat, and Moni Naor, “Untraceable Electronic Cash,” in Shafi
Goldwasser, ed., Advances in Cryptology: Proceedings of Crypto ’88, Berlin: Springer-
Verlag, 1990, pp. 319-327.

41 James Rise (2006), Bank Data Is Sifted by U.S. in Secret to Block Terror. The New York
Times. https://www.nytimes.com/2006/06/23/washington/23intel.html
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Conclusion

Terror financing in the digital age has become a grave challenge. Countries
should build suitable conditions in which the use of cryptocurrencies can be
regulated and there should be proper checks on terror financing. The
assistance of the government institutions and private sector, as well as the
international organizations, is equally important. The present rules and
regulations do not have the capacity to handle the menace of digital terror
financing. It can only be handled through coordinated efforts at all policy

levels.

This study examines the growing problem of cryptocurrencies being used
for terror financing as well as the threats it poses to the financial and
economic stability of developing countries like Pakistan. It also highlights
the national and international structures and institutions needed to address
the danger and to alleviate the problem. It is critical to recognize that, as
technology advances, hostile actors will have more access to the digital
finance world. This study offered a thorough analysis of the issue to
help scholars, decision-makers and researchers with better comprehending

the situation.
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